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Workflows de aprendizado profundo (AP) consistem em vdrias etapas conectadas e repet-
itivas, incluindo preparacdo de dados, treinamento, avaliagdo e implantacao de modelos.
Cada etapa envolve decisdes que impactam o desempenho e a aplicabilidade do modelo
final. E essencial rastrear as etapas do workflow que geraram o modelo de AP, para ofer-
ecer qualidade e confiabilidade ao modelo. No entanto, as solucdes de rastreabilidade
existentes frequentemente nio oferecem o encadeamento do workflow de AP, dependem
de formatos proprietdrios ou ndao geram documentos de proveniéncia que acompanhem os
modelos em producdo. Essas limitagdes comprometem os beneficios da rastreabilidade.
Apresentamos o DLProv, um conjunto de servicos de proveniéncia para apoiar a rastre-
abilidade em workflows de AP. DLProv apoia consultas em SQL durante o treinamento
e gera documentos de proveniéncia que registram a preparacdo de dados, o treinamento
e a avaliacdo do modelo. Esses documentos seguem o padrao W3C PROV, garantindo
interoperabilidade. O DLProv possui uma arquitetura independente de framework de AP,
mas também inclui instincias especializadas para Keras e Redes Neurais Informadas por
Fisica (PINNs). Avaliamos o DLProv em estudos de caso, desde arquiteturas consolidadas
de AP até PINNSs, mostrando sua capacidade de capturar e gerenciar dados de provenién-
cia, assegurando rastreabilidade em conformidade com o W3C PROV. Os experimentos
também analisam o uso do documento de proveniéncia gerado, permitindo identificar
problemas no modelo de AP implantado. Nossos experimentos também mostraram que a

integracdo dos servicos do DLProv ndo comprometem o tempo de execugdo do workflow.
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Deep Learning (DL) workflows consist of multiple connected and repetitive steps, in-
cluding data preparation, model training, evaluation, and deployment. Each step involves
decisions that impact the final model’s performance and applicability. It is important
to trace the workflow steps that generated the DL model to provide quality and trust to
the model. However, existing traceability solutions often do not provide DL workflow
traceability, rely on proprietary formats, or fail to generate provenance documents that
can accompany models into production. These limitations compromise the benefits of
traceability. We introduce DLProv, a suite of provenance services designed to ensure
traceability in DL workflows. DLProv supports SQL-based querying during training and
generates provenance documents that capture data preparation, model training, and evalu-
ation. These documents comply with the W3C PROV standard, ensuring interoperability.
DLProv features a framework-agnostic architecture, allowing integration with different
DL frameworks, and includes specialized instances for Keras and Physics-Informed Neu-
ral Networks (PINNs). We evaluated DLProv across multiple case studies, ranging from
well-established DL architectures to PINNs, showing its ability to capture and manage
provenance data while ensuring traceability in compliance with W3C PROV. Our exper-
iments also highlighted the use of the provenance document generated after the model’s
deployment, enabling the identification of potential issues in the DL model. In addition,
our evaluation showed that integrating DLProv services does not compromise workflow

execution time.
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Chapter 1
Introduction

Deep Learning (DL) is a subset of Machine Learning (ML) that supports decision-making
processes by focusing on training computational models composed of multiple layers
of nonlinear processing units (GOODFELLOW®¥ al, 2016; SCHMIDHUBER, 2015).

These layers enable the learning of hierarchical data representations, which generate a
DL model (LECUNet al,, 2015). The hierarchical learning capabilities depend on lever-
aging large, preprocessed datasets (DEN@I, 2009). Once trained, a DL model can
identify patterns in these datasets and others. As a result, DL has become a transforma-
tive technology, advancing elds such as Natural Language Processing (NLP), Computer
Vision (CV), and Speech Recognition (SR) (CHeétlal, 2021).

DL models are generated by leveraging datasets to be trained and validated by a Deep
Neural Network (DNN) architecture (GOODFELLOWt al, 2016). A DL model gen-
eration typically involves work ow steps such as data preprocessing, model training, hy-
perparameter tuning, and model validation (BOElMal,, 2019; CHAlet al,, 2023), all
producing artifacts and metadata contributing to the model's nal form ORMENISAN

et al. (2020); SCHELTERet al. (2017); SCHLEGEL and SATTLER (2023a). Due to the
variety of alternative con gurations for each work ow step, several candidate DL models
are usually generated (IDOWet al., 2024). Deciding which con gurations to pursue in
model development relies on analyzing the processes that led to the generated DL models.

Three key types of data support informed decision-making: data isolated from the DL
model, model con guration, and model metrics. Data refers to the input examples used
during the training, validation, and testing of DL models. These examples may consist of
raw or preprocessed instances, and the way they are prepared can in uence the model's
performance and generalization capabilities (CHAPM&NI., 2020; POLYZOTISet al.,

2018). Model con guration encompasses all factors in uencing model generation, in-
cluding hyperparameter con gurations, DL architecture de nitions, and preprocessing



decisions (BERGSTRA and BENGIO, 2012). Each combination of con guration values
represents a distinct setup used to train a DL model with a certain quality. Finding the
best con guration is a complex challenge due to the extensive space of candidate models
to be evaluated. This process, knownhMasdel Selectioninvolves training and assess-

ing multiple models with different con gurations to identify the most suitable one for
future deployment (BRUNTON and KUTZ, 2019; SCHLEGEL and SATTLER, 2023a;
SHALEV-SHWARTZ and BEN-DAVID, 2014). Model metrics, on the other hand, pro-
vide quantitative measures of a trained model's performance, such as accuracy, loss, and
precision. These metrics guide the nal selection of the most suitable DL model for de-
ployment by enabling comparisons between candidate models.

After being selected for deployment, a DL model transitions into production, becoming
part of real-world systems and applications. As discussed by SO&i2A (2024), the
complexity of DL models with their application in critical decision-making requires trust
in model predictions. Provenance tracking in DL work ows has emerged as an essential
support for this trust and transparency (FERREIRA DA SiL&®al., 2024). Providing
provenance tracking for DL work ows requires capturing and relating metadata from all
the work ow steps (PINAet al.,, 2023, 2024, 2025; SOUZ#t al,, 2022). Despite existing
initiatives in the literature, tracking provenance relationships in DL work ows is an open,
yet important, problem (FERREIRA DA SILVAt al., 2024; LEOet al., 2024).

Consider an illustrative scenario involving Alice, a data scientist working on a DL project
to transcribe handwritten documents into digital text. During the model development
stage, Alice experiments with various preprocessing con gurations, such as binarizing
images and applying noise reduction techniques. She also explores different DL archi-
tectures, different values for the learning rate, and optimizers. Each combination of these
con gurations representstaial, leading Alice to evaluate many distinct model con gu-
rations. Now, imagine that Alice is using ML of(CHEN et al,, 2020; ZAHARIAet al,

2018) to manage this DL project. Each experiment is tracked with metadata related to
datasets, model con gurations, and model metrics, as shown in Figure 1.1.

Now, consider a scenario where Alice discovers that certain handwritten words, espe-
cially those with complex or uncommon shapes, are consistently misrecognized. To trou-
bleshoot this, she would ideally need to query the system for a sequence of details: iden-
tifying the dataset version used, the preprocessing steps applied, and the speci ¢ model
con gurations that may have led to the misrecognition. However, with ML ow, it would

be dif cult to perform a relational query, such &/hich dataset and preprocessing op-
erations were used to train DL models that exhibited high error rates?”

https://miflow.org



Figure 1.1: ML ow les for a particular experiment.

Although ML ow allows Alice to Iter individual runs by parameters such as the learning
rate by querying, likéWhich training runs used a particular learning rate?more com-

plex queries become challenging. ML ow lacks native support for tracing back through
each work ow step to analyze dependencies and relationships among artifacts, such as
datasets, preprocessing steps, and resulting models. As a result, Alice must manually re-
construct the metadata records, which is labor-intensive and susceptible to errors. This
challenge becomes even more pronounced in complex work ows that involve numerous
sequential steps and interconnected artifacts, further complicating the accuracy and ef -
ciency of the reconstruction process.

These metadata analyses can operate at an entity level, akin to analytical queries, or at
a relationship level, operating over provenance traces (RINA., 2024). Entity-level
queries focus on analyzing metadata associated with a dataset or trained model (SCHEL-
TER et al, 2017). For instance, analytical queries can involve aggregating and Itering
model con guration values and model metrics of a DL work ow execution to gain in-
sights into the model training process. On the other hand, relationship-level queries in-
spect relationships between entities, activities, or agents in the DL work ow provenance
trace (SOUZAet al,, 2022). They aim to trace the lineage of how entities were used or
generated throughout the activities in the work ow.

Current DL frameworks often employ proprietary traceability representations, creating an
ecosystem that makes transparency dif cult (MORA-CANTALLOBal, 2021). Ex-

isting solutions for monitoring and analyzing DL models typically concentrate on provid-
ing analyses through metadata management without traceability. While some solutions,



like Weights & Biase§ have some support for traceability, they lack the representation
of typical relationships, requiring additional programming effort to construct and follow
them. This limitation restricts the ability to trace derivation paths across the DL work-
ow steps. Moreover, we consider that provenance capture for traceability should not be
tightly coupled to the DL framework (PINA&t al., 2024). With the diverse landscape of

DL frameworks and execution environments, DL scientists should be free to use different
frameworks independently for each DL work ow step.

Unlike traditional software systems, DL work ows often run in environments ranging
from cloud-based platforms to high-performance computing (HPC) clusters (SERGEEV
and BALSO, 2018), with each environment imposing its requirements and limitations.
This scenario contributes to the challenge of DL work ow provenance tracking and calls
for a solution that ows along different frameworks and platforms to generate a DL prove-
nance graph. Therefore, the research questions this thesis addresses are:

* RQ1: Traceability: How can we capture and integrate data derivation paths in DL
work ows to support traceability from data preprocessing to model deployment?

* RQ2: Provenance Representation:How can provenance data be represented to
foster interoperability while avoiding ad-hoc representations?

* RQ3: Arbitrary Execution Environment: What strategies can be implemented
to enable provenance capture and analysis, allowing scientists the freedom to use
arbitrary frameworks?

* RQ4: Generation of an Independent Provenance DocumentWhat methods
can be developed to create a provenance document that remains independent of the
original capture solution?

The lack of traceability prevents typical relationships that de ne derivation paths, hin-
dering relationship queries and compromising reproducibility analyses. Additionally, the
lack of a standardized provenance representation or adherence to established recommen-
dations leads to provenance data being stored in isolation, making it dif cult to compare
across systems and limiting its contribution to reproducibility across different projects
(DA SILVA et al, 2023b; KHANet al,, 2019). This also impacts transparency, as prove-
nance records become fragmented and less accessible. The lack of support for arbitrary
execution environments reduces the exibility of a solution, making it dif cult to oper-

ate across the diverse landscape of DL frameworks and execution environments (RUP-
PRECHTet al,, 2020; TSAYet al, 2018). This, in turn, prevents the ability to reproduce

DL work ows in different settings. The lack of an independent provenance document fur-
ther restricts the ability to analyze and verify DL work ows after deployment. Without

2https://wandb.ai/site



a self-contained provenance record accompanying the DL model, scientists must rely on
the original environment where provenance was captured, limiting post-deployment anal-
yses and increasing dependence on speci ¢ tools or infrastructure. From this foundation,
the research goals are de ned as follows:

* To develop an independent provenance service that integrates provenance data
across various stages of DL work ows, including DL model con guration, DL
model training and evaluation, and dataset transformation.

» To establish a standardized provenance data representation that enables compatibil-
ity across diverse ML and HPC frameworks, promoting consistency in how prove-
nance is captured, stored, and analyzed.

» To design a solution that accommodates the computational requirements of both
small-scale and HPC applications and can be integrated within scientists' preferred
frameworks and libraries, focusing on the high-performance needs of specialized
DL applications, such as Physics-Informed Neural Networks (PINNS).

» To create a methodology for generating an independent provenance document that
can be used beyond the original provenance data capture context, ensuring that it
serves as a standalone artifact for analysis.

The challenges are developing an approach th@} Emultaneously representative and
extensiblefii) compliant with provenance query standar(is; equipped with resources

for interoperability across steps of the life cyd®;) platform-independent; an@) char-
acterized by low overhead. By addressing these challenges, this thesis has two main
contributions:

» Enhancing analytical capabilities during the development and selection of DL mod-
els.

* Integrating aspects of trust, transparency, and quality into models in production.

We have conducted a literature review, and to the best of our knowledge, we found no
previously proposed solution that offers traceability support that integrates the DL de-
velopment steps and delivers a provenance graph document to follow the DL model in
production work ows. The hypothesis of this thesis posits that by providing provenance
data support, encompassing metadata and relationships, as a service for DL frameworks,
data scientists can make more informed decisions during model development and selec-
tion while helping with the trust and reproducibility of deployed DL models.

Provenance data is a natural solution for the traceability of model con gurations, model
metrics, and other artifacts used and generated in DL work ows. Provenance data can be



compliant with the recommendation of the World Wide Web Consortium (W3C), speci -
cally the W3C PROV model (BELHAJJAMEt al,, 2013; MOREAU and GROTH, 2013),
preventing the main problems atl-hocrepresentation, and can be captured and queried
using services that can be independent of DL frameworks. Our work operates under the
premise that a provenance solution, working independently of any single ML framework
or library and capable of scaling from local to HPC environments, is important to sup-
port provenance data as a rst-class citizen that contributes with DL work ow analyses
to trust, transparency, and quality of DL models. Provenance is also well known for its
support of reproducibility (DAVIDSON and FREIRE, 2008).

To address the lack of traceability of the DL work ow artifacts during the DL work ow,

we propose a speci c strategy to capture, store, and query provenance data and, later,
integrate the provenance data captured in different steps of the DL work ow. Integrating
DL provenance data from all steps of the DL work ow is not a trivial task. Data scientists
may choose different tools to execute each work ow step according to their needs and
requirements.

To address the ad-hoc representation problem, we propose a speci ¢ provenance schema
representing DL work ow artifacts and integration with the preprocessing provenance
traces. The provenance schema aims to provide a general representation of said DL ar-
tifacts, following the W3C PROV recommendation (MOREAU and GROTH, 2013) for
representing provenance data. By adopting the W3C PROV-DM recommendation, this
thesis aims to provide a public, extensible data representation adopted in several applica-
tion domains, facilitating interoperability, reproducibility, and comparison among results.

To address the limited support for arbitrary execution frameworks, we propose a solution
involving the implementation of a service of provenance capture using instrumentation
calls. These calls can be integrated into scripts and DL frameworks, regardless of the
programming language. To facilitate the instrumentation, interfaces for automatically in-
strumenting DL training scripts can be used. Data scientists can then upload their scripts,
select the data to capture, and align them with script variables.

To address the need for an independent provenance document, we propose a solution that
enables the export of provenance graphs in multiple formats, such as JSON and PROV-N,
based on the proposed provenance representation. This solution ensures that the prove-
nance graph can accompany the DL model in production environments. This provenance
generation offers a level of autonomy, as certain analyses can be performed directly on
the provenance graph after the DL model is deployed, without the need to return to the
solution that captured and stored the provenance during the DL model training and the
analysis of candidate models.



Therefore, we have developed DLProv, a suite of provenance services designed to sup-
port DL work ow analysis through a provenance data-centric approach. DLProv is
built on a W3C PROV-compliant provenance representation (PéNAl, 2021, 2023,
2024), tackling challengg$) and(ii). It generates traceability documents as provenance
graphs, integrating the traces of DL models throughout their life cycle. DLProv sup-
ports the model generation work ow, enabling scientists to assess model performance
and data quality, thereby intertwining the DL model with data. Its conceptual model fa-
cilitates integration with other W3C PROV-based provenance representations that cap-
ture complementary steps of the DL work ow (PINét al., 2023), addressing chal-
lenge(iii) . By leveraging instrumentation, DLProv captures provenance data indepen-
dently of the DL framework used (PINA&t al, 2022; SILVA et al,, 2021b), aligning

with challenge(iv). As the DL work ow executes, provenance data is asynchronously
stored in a Database Management System (DBMS), enabling exible representation of
entities and relationships and supporting independent, query-based analysis. In addi-
tion, DBMSs naturally support concurrency control, fault tolerance, recovery mecha-
nisms, and transactions, making them a robust foundation for provenance data persis-
tency (GARCIA-MOLINA et al, 2008). This approach ensures low overhead (PINA

et al, 2021; SILVAet al, 2021b), addressing challenfg. DLProv is publicly available

at https://github.com/dbpina/dlprov

This thesis is organized into ve chapters in addition to this introduction. Chapter 2
presents background information on DL work ows and provenance data, while Chapter
3 reviews relevant related work. Chapter 4 presents DLProv, our proposed approach, and
Chapter 5 details the experimental evaluation within DL work ows. Finally, Chapter 6
provides the concluding remarks and discusses future directions for this research.



Chapter 2

Background: Challenges in Traceability
of Deep Learning Work ows

This chapter introduces important concepts of this thesis. It starts with basic concepts
of scienti ¢ work ows that can be applied to DL work ows. Following, we introduce
concepts involved in the DL work ow, providing an overview of the steps and elucidating
how model selection is carried out. Then, we highlight the signi cance of human involve-
ment in DL work ows, exploring its pivotal role. Finally, the concepts of provenance data
and its importance in ensuring traceability within DL work ows

2.1 Basic Concepts

The concepts introduced in this thesis are inspired by the work of SH\. (2020) on

scienti ¢ work ows and are applicable to the DL work ow. Considering thatlataset
presents any set afata elementso be consumed or produced by a data transformation,

it is assumed that each dataset has pre-de ned attributes that are present in each data
element (De nition 2.1.1). In thelata ow scenario, alata transformatiorperforms any
processing based on procedures from an algorithm or computational model, consuming
data from one or more datasets as input and producing one or more datasets as output
(De nition 2.1.2). Two data transformations establistiata derivation trace&eoncerning

a dataset when the data elements are generated by one data transformation and consumed
by another (De nition 2.1.3). With these foundation ideas, a data ow is the composition

of data transformations (De nition 2.1.4). A data ow can be described ir@cted

Acyclic Graph(DAG), where the nodes denote the data transformations and the edges
denote the ow of datasets that are “input to” and “output of” data transformations.



De nition 2.1.1 (Dataset, Data Elements, and Data ValuésyatasetDS is composed
of data elements, i.dS = e;;::;;e,. Each dataelemer;1 | m,is composed of
data values, i.ee = vy V.

De nition 2.1.2 (Data Transformation)A data transformation is characterized by the
consumption of one or more input dataskss and the production of one or more output
dataset®ps . A data transformation is represented By , whereOps DT (Ips).

De nition 2.1.3 (Data Derivation Trace)Let DT and DT be data transformations,
and letE DS be a set of data elements produced in an output dataSegenerated
by DT . If DT consumes the elemeris thenDS is also an input dataset ddT .
This de nes a data derivation trace betweBm andDT throughE, represented as
" =(E;DT ;DT ).

De nition 2.1.4 (Dataow). A dataow Df = (T;S;) , is a triple composed of a set
of data transformationg’, a set of datasetS consumed and produced the data trans-
formations inT, and is the data derivation traces between the data transformations in
T.

These concepts are illustrated in Figure 2.1. It presents two chained data transformations,
DT,, andDT,, with a data derivation trace connecting them through data elements of the
dataset ps 2, which is both an output dataset foiT ; and an input dataset f@T,.

Figure 2.1: Example of a data ow with data transformati@g, andDT ,, dataset®S;,
DS,, andDSg3, and its data derivation trace. Adapted from (SOUZA, 2019).

2.2 Deep Learning Work ow

In this section, we go into the details of a DL work ow, breaking down the steps that
de ne its structure. We explore the process of model selection, shedding light on the
methodologies employed to navigate DL models. Additionally, we highlight the chal-
lenges in model selection.

2.2.1 An Overview of the Deep Learning Training Work ow

Based on DL work ows depicted in several works (AGRAWAI al., 2019; CHAlet al.,
2023; GHARIBIetal, 2021; MIAOet al,, 2017a; POLYZOTISt al., 2018; SCHLEGEL



and SATTLER, 2023a; XINet al,, 2018), we have assembled an adaptation that consid-
ers the different steps that compose this work ow. DL work ows are data-centric and
model-centric, producing a DL model based on input raw data through a data transfor-
mation ow (SCHLEGEL and SATTLER, 2023a). Figure 2.2 presents the DL work ow
through a data ow perspective, composed of data transformations represented as rounded
rectangles and datasets represented by cylinders. The work ow begins with data prepara-
tion, where preprocessing techniques re ne the input data before splitting it into training
and testing sets. These sets then undergo further transformations to build and evaluate DL
models. The DL work ow often contains feedback loops among the different data trans-
formations, which are characteristics of an experimentation process. Assuming that the
trained DL models are being applied in a real production scenanp ¢omputer-aided
disease detection or computer-aided diagnosis in a hospital), once the datasets of interest
are de ned, the data scientist has to steer the process of model selection to evaluate and
choose the trained model that is going to be deployed (BOE##M. 2019).

Figure 2.2: Data transformations and datasets involved in the DL work ow. Adapted
from (PINA et al,, 2023).

The rst step in the DL work ow, not depicted in Figure 2.2, is the problem de nition
process. During this phase, the speci ¢ problem to be addressed using DL is formulated.
This entails identifying the available data, the nature of the task to be executed, and the
intended outcomes. SCHLEGEL and SATTLER (2023a) characterize this stepRs-the
guirements Stagevherein the essential criteria for the model's development are deduced
in alignment with the application's demands and goals.

Once the problem is de ned, the subsequent step is to prepare the data that will be used
to train the DL model. SCHLEGEL and SATTLER (2023a) de ne this step aDtua-
oriented Stagelt involves collecting data, either from different sources or by using ex-
isting datasets (not shown in Figure 2.2 for simplicity), and preprocessing the data col-
lected from the different sources by applying several operations, such as handling missing
values, normalizing data, or removing noisy and inaccurate records. For image datasets
speci cally, preprocessing might involve resizing, normalization, data augmentatigpn (
rotation, ipping, or cropping), and converting images to a format suitable for DL model
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training. The quality of data preparation signi cantly in uences the model's performance,
prompting data scientists to employ various combinations of operati@eng eprocess-

ing pipelines). Additionally, feature engineering and selection are performed to extract
and select features for ML models. However, for DL, this step is intertwined with model
training, highlighting one of the key advantages of DL over traditional methods.

After data preparation, the prepared data are split into training, validation, and testing sets.
Although Figure 2.2 shows the data split occurring after preparation, in some settings, it
may be necessary to divide the data into training and testing sets prior to preprocessing,
depending on the speci c requirements. This alternative path is represented in Figure 2.2
by a dotted arrow from the data split transformation to the test set, indicating cases where
the data is split rst, and preprocessing is applied to the training set, without involving
the test data. Model design, training, tuning, and evaluation are contemplated in this
step, which is théModel-oriented StagéSCHLEGEL and SATTLER, 2023a). Designing

a model involves selecting an appropriate architecture for the problem, implementing
it using an ML framework, and training it on the collected and preprocessed dataset.
Once trained, the model is evaluated on the test dataset to assess its performance. It is
noteworthy that in critical domains, such as medical diagnosis, this step can also include
extensive human evaluation. This evaluation helps assess the model's ability to generalize
to new data. By analyzing training and validation results DL Work ow Results), the

data scientist may decide to accept the generated model, or if the model's performance is
not satisfactory, it needs to be optimized by tuning the DL work ow con guration. This
process is repeated until the model achieves the desired level of performance.

The next step, as outlined by (SCHLEGEL and SATTLER, 2023a), isCtherations
Stage A number of models are generated after the rounds. Consequently, within this
stage, the data scientist faces the critical task of model selection, identifying the most
suitable candidate for deployment in real-world applications. Once the chosen model is
deployed, it becomes imperative to continuously monitor its performance and conduct
any updates or maintenance to ensure its performance over time.

2.2.2 Model Selection in the Deep Learning Work ow

The model selection step plays a key role in the DL work ow since it allows the data
scientist to obtain a prediction function that, based on a given dataset, presents “satisfac-
tory” values for a given metric de ned by the data scientsy, accuracy. The values of
metrics, such as the accuracy of a trained model, heavily depend on the chosen DL archi-
tecture and hyperparameter values during the training step (KUMtAR, 2021). This
process typically involves substantial exploratory analysis combining data preprocessing
steps with training numerous architectures, as well as tuning hyperparameters to improve
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the performance of the generated model (BOEEINI, 2019). Therefore, the model se-
lection step in the DL work ow involves analyzing data from several DL work ow steps
(i.e. data transformationsjModel selection is not simply about reducing error; rather, it

is about producing a model that has a high degree of interpretability, generalization, and
predictive capabilities(BRUNTON and KUTZ, 2019). Model selection, a process thatis
both data-intensive and computationally intensive, encompasses algorithm selection and
hyperparameter tuning. It is the consolidation of decisions made during these steps that
ultimately determines the choice of the prediction function. This nuanced selection pro-
cess has led to substantial research dedicated to the development of interpretable models
and the establishment of trust in the processes involved in model training and selection,
as exempli ed by the works of DROZDAEt al. (2020); XIN et al. (2021).

Algorithm selection is the process of deciding which hypothesis space to use for the ap-
plication. This is the decision about the type of ML classi cation/regression methgd (
decision trees, SVMs, DNNs) and optimization procedwg.(stochastic gradient de-
scent (SGD) or batch gradient). In this thesis, our object of study is DL. In practice,
algorithm selection is not guided only by prediction metrics but rather a complex mix of
technical and non-technical factors beyond just metrics, including runtime, resource cost,
availability, and ease-of-use of training tools, and data scientist-speci ¢ judgments on the
“interpretability” of a prediction function (BOEHMt al., 2019).

Hyperparameters are key components in DL since choosing their values properly may
strongly in uence the quality of the outcome of an algorithm, and these values can be
tuned during the multiple loops of the DL work ow in a process known as hyperparameter
tuning. According to (BENGIO, 2012), a hyperparameter is de nedaagdriable to be

de ned before the actual application of a given learning algorithm to the data, being that
variable not directly selected by the learning algorithm it8elfuning hyperparameters

in DL is particularly challenging since the usual trial-and-error process of experimenting
on them is much more expensive in complex and highly dependent models such as deep
convolutional neural networks (CNNs) (HOOS and LEYTON-BROWN, 2014).

Training DL models includes several hyperparameters. Among the most common hyper-
parameters is the number of epochs, which de nes how often an entire dataset is passed
forward and backward through the network (BENGIO, 2012). When this hyperparam-
eter value increases, the number of times the weights in a DL model are adjusted also
increases, and the tendency is that the curve goes from under tting to optimal. One has
to be careful not to pass through the optimal point and reach over tting when the number
of epochs is larger than required. The batch size is the number of examples presented to
the network during the training (BENGIO, 2012). Properly de ning the batch size may
be a hardware requirement due to the size of the GPU's memory, but it can also lead to
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better generalization (MASTERS and LUSCHI, 2018; SMI&t&l., 2018). The learning

rate hyperparameter controls how quickly or slowly the neural network weights are ad-
justed (BENGIO, 2012). The optimizer hyperparameter de nes the algorithm or method
used to adjust the network weights, for instance, by computing adaptive learning rates for
each parameter (IOFFE and SZEGEDY, 2015). The output of a loss function serves as a
directive for optimizers, guiding them in the process of updating the model's parameters.
Multiple optimization techniques are at the disposal of data scientists. Other examples
are train-test split ratio, activation function in DL model layeesg( Sigmoid, ReLU,
Tanh), cost or loss function the model will use, number of activation units in each layer,
the dropout rate, and the kernel or Iter size in convolutional layers.

LI et al. (2021) provides an analysis of the current methods for exploring the DL con g-
uration space and conducting model selection, which depends on who is in control of the
learning process (LEE and MACKE, 2020; MOSQUEIRA-REYal., 2023). LEE and
MACKE (2020) categorize these methods into three levels of autonomy: data scientist-
driven, autopilot, and cruise-control. Based oreLhl.(2021) de nitions, these would be
manual search, AutoML, and intermittent HIL, respectively. Figure 2.3 provides a visual
representation of these model selection paradigms.

Figure 2.3: A) Manual model selection. B) AutoML-based model selection. C) Intermit-
tent human-in-the-loop model selection. Adapted fromegtal., 2021).

Manual search model selection is an approach wherein the data scientists train a DL model
by manually de ning the DL work ow con guration, evaluating the DL work ow results,

and correcting the model result through an interactive feedback loop, which means that
the data scientist has to tune the DL work ow con guration. (leEal, 2021). In this

case, the data scientist retains full control over the search process for the most satisfactory
model. They will explicitly specify a con guration (or a few con gurations) to explore

and wait until it nishes. Based on the results of the explored con gurations and human
intuition about the search space, they will specify the next con guration (or set of con g-
urations) to explore (Lét al,, 2021). Figure 2.3(A) illustrates this paradigm. As the data
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scientist makes all the modeling decisions, including the initial work ow and iterative
changes to it to evaluate in subsequent iterations (LEE and MACKE, 2020), it falls upon
the data scientists to steer the entire search for the best model. This alternative is tedious
and error-prone due to the lack of a systematization and consolidated record of the tested
con gurations. In addition, this approach presents a very low throughput(al, 2021),

which means that very few con gurations are tested.

To ease the dif culty of selecting ML models, automated machine learning (AutoML)
methods have been proposed to automate several steps of the work ow, such as data pre-
processing, feature engineering, model selection, and hyperparameter tuniet) dHE

2021; KARMAKER (“SANTU”) et al,, 2021). This automation eliminates the need for
human intervention, and in some instances, it is considered entirely satisfactory, render-
ing human involvement unnecessary. Figure 2.3(B) provides a visual representation of
this approach, where the data scientist takes on a passive role, simply consuming the re-
sults generated by the explored con gurations. Notable examples of such systems include
Google's AutoML?, IBM's AutoAl 2, and Auto-sklearn.

The last step in the DL work ow, just before deployment, is arguably the most crucial
for a data scientist when adopting an AutoML approach. It involves summarizing the
discoveries and suggesting the most valuable insights to domain experts. These recom-
mendations include various aspects like models, features, or computational requirements.
This step is somewhat unstructured and primarily performed manually, even when lever-
aging automated tools (KARMAKER (“SANTU"8t al,, 2021). Therefore, itis important

to provide data scientists with enough data and analytical resources to empower them to
execute this task.

The limitations of AutoML become apparent in scenarios where human control and in-
terpretability are crucial. This is especially problematic when a data scientist's domain
expertise plays a signi cant role in shaping the work ow (Gédt al,, 2019), in high-

stakes decision-making situations where trust and transparency are essential (WANG
et al, 2019b), and in exploratory contexts with ill-de ned problems (CASHMARNaI.,

2018). While AutoML allows for the de nition of constraints and enables users to follow

its decisions, challenges remain in fully understanding the rationale behind its choices,
fostering trust in the models it generates, and ensuring transparency throughout the pro-
cess. On the other hand, manual search, where humans exert full control over the DL
work ow, can be problematic in terms of the overwhelming number of con gurations to
train, making the process error-prone and complex to manage. Striking a balance between
the advantages of automation and the need for human expertise and oversight remains a

https://cloud.google.com/automl/
2https://lwww.ibm.com/products/watson-studio/autoai
3https://automl.github.io/auto-sklearn/master/
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pertinent challenge in the eld of DL. On this note, Gét al. (2019) advocates AutoML
systems to provide comprehensive insights, going beyond the mere presentation of the
nal model results.

DE BIE et al. (2022); KUMAR et al. (2021); LEE and MACKE (2020); MIDDLETON

et al.(2022); MOSQUEIRA-REYet al. (2023); ROGERS and CRISAN (2023) highlight
that despite AutoML's automatic support, having the human-in-the-loop (HIL) in the DL
work ow is an important resource. This discussion has le@tLal. (2021) to propose an
intermittent HIL model selection, which is a combination of the two previous paradigms,
in a process that takes advantage of AutoML while allowing the human to steer the ex-
periment in a more advanced way than simply monitoring and performing analyses with
visualization tools. Figure 2.3(C) illustrates this approach. Instead of passively waiting by
consuming the results of explored con gurations, data scientists can steer the model se-
lection process, creating new individual con gurations or batches of con gurations using
a re ned search space, stopping running con gurations, and resuming stopped con gura-
tions.

Model selection, regardless of the chosen paradigm, be it manual, AutoML, or inter-
mittent human-in-the-loop, presents several challenges when viewed through the lens of
result analysis. Firstly, in manual model selection, data scientists face the task of curating
and interpreting results, which can be time-consuming and susceptible to human biases.
In contrast, AutoML aims to alleviate this burden by automating the model selection pro-
cess. However, it introduces challenges related to the transparency and interpretability of
the selected models, making it essential to bridge the gap between automation and under-
standing. Intermittent HIL attempts to strike a balance, but it introduces its own set of
complexities, such as ensuring communication and collaboration between data scientists
and the automated system. Consequently, in all three paradigms, the careful analysis of
con gurations and results remains a crucial aspect of model selection.

During the model selection process, the tédmWork ow Con gurationrefers to the set

of parameters, architectural choices, and preprocessing steps de ned before and during
the execution of a DL work ow. This includes hyperparameters (such as learning rate,
batch size, and number of epochs), model architecture speci cations, and data preparation
techniques. Proper con guration is important as it directly in uences model performance,
training ef ciency, and reproducibility. The results, also call@d Work ow Resultsen-
compass the outputs generated during the DL work ow, including the trained DL model,
the model metrics derived from training and evaluating DL modelg, (accuracy, loss,
F1-score), quantifying how well a model is performing, and the data derivation traces with
any preprocessing or transformation that has been applied to make the data suitable for
model training and evaluation. Additionally, these results may encompass insights into
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model behavior, such as feature importance scores and fairness metrics. These results
serve as the foundation for evaluating model effectiveness, guiding iterative re nements,
and ensuring transparency in the decision-making process. Building on the fundamental
concepts introduced earlier in this chapter, DL work ow con guration and results can be

de ned as follows:

De nition 2.2.1 (DL Work ow Con guration). A DL Work ow Con guration is data
regarding the model con guration (e.g., hyperparameters), DL architecture and layers,
and raw and preprocessed data. Each set is represented as a dBX&sieta data ow,

for exampleDSjy.in for the hyperparameter con gurations.

De nition 2.2.2 (DL Work ow Result). A DL Work ow Result is a datasddSgyain
encompassing model metrics (e.g. accuracy, loss, precision), and their data derivation
traces (De nition 2.1.3).

Human intervention adds a critical layer of expertise to this work ow. Data scientists,
with their domain knowledge, actively engage in the analysis of DL work ow results.
They interpret the ndings, tune the DL work ow con gurations, and ensure that the
selected model not only excels in quantitative metrics but also aligns with the speci c
needs of the task at hand. To support the data scientist in these analyses, integrating the
data transformations, con gurations, and results within a DL work ow is crucial.

2.2.3 Existing Deep Learning Frameworks and Platforms

The development and deployment of DL models are facilitated by various frameworks
and platforms that cater to different aspects of the work ow. Understanding these tools is
essential for navigating the DL landscape and implementing DL projects.

DL frameworks serve as the foundational building blocks necessary for creating, training,
and validating Deep Neural Networks (DNNs). They provide a range of functionalities,
from de ning model architectures to optimizing training processes. A key framework is
TensorFlow, developed by Google as an open-source library for research and production
use. TensorFlow supports various ML tasks and provides an ecosystem for developing
DL models. Its exibility allows developers to build complex architectures, from simple
feedforward networks to advanced models like convolutional and recurrent neural net-
works. TensorFlow is also scalable, enabling distributed training on clusters of GPUs
and TPUs, which is crucial for handling large datasets and complex models. Moreover, it
offers deployment options through TensorFlow Serving and TensorFlow Lite, facilitating
model deployment across cloud, mobile, and edge devices.

“https://www.tensorflow.org
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Another framework is PyToréh created by Facebook's Al Research lab, which has
gained popularity for its user-friendly interface and dynamic computation graph. This
dynamic graph allows for immediate execution of operations, making it particularly use-
ful for tasks requiring iterative experimentation. PyTorch also provides a rich ecosystem
that supports a variety of libraries, such as TorchVision for image processing and Torch-
Text for natural language processing, allowing users to integrate specialized tools into
their work ows.

Kera$, initially a standalone high-level DNN API, is now integrated with TensorFlow.

It provides a simple and intuitive interface for building DNNs, making it accessible for
beginners while remaining ef cient for experienced developers. Keras allows users to
create complex models by stacking layers and combining different architectures, such as
functional APIs for custom designs and sequential models for linear stacks. Additionally,
Keras includes a library of pre-trained models, such as VGG and ResNet, which can be
used for transfer learning, speeding up the training process for similar tasks.

Scikit-learrf, while primarily a ML library, provides essential tools for data preprocess-
ing, model evaluation, and traditional ML algorithms. It offers a wide range of algo-
rithms for classi cation, regression, clustering, and dimensionality reduction, making it
useful for several tasks. Scikit-learn also includes utilities for data cleaning, normaliza-
tion, encoding categorical variables, and feature extraction, which are critical steps before
applying DL models.

In addition to frameworks, platforms provide broader support for managing the entire
ML life cycle. They facilitate experiment tracking, model versioning, and deployment,
enhancing reproducibility and collaboration. Notable platforms include ML @amd
Weights & Biase$ both designed to manage the end-to-end ML life cycle. They provide

a suite of tools to streamline the development process, allowing users to log parameters,
metrics, and artifacts during model training, thereby making it easier to compare differ-
ent experiments and track performance over time. These platforms also feature a model
registry that serves as a central repository for managing model versions, enabling users
to store, annotate, and retrieve models easily. This feature enhances collaboration within
teams by keeping track of model lineage.

DeepXDE? (LU et al, 2021) is another platform speci cally designed for scienti ¢ ML,
particularly in the context of Physics-informed Neural Networks (PINNs). DeepXDE

Shttps://pytorch.org

Shttps://keras.io
"https://scikit-learn.org/stable/
8https://miflow.org

Shttps://wandb.ai
nttps://deepxde.readthedocs.io/en/latest/
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excels in solving partial differential equations (PDESs) using DL techniques, making it
valuable for simulations and modeling in scienti c research. It allows users to incorpo-
rate domain-speci ¢ knowledge into their models, enabling the training of networks that
respect the underlying physics of the problem at hand. Additionally, DeepXDE can inte-
grate with popular DL frameworks such as TensorFlow and PyTorch, providing exibility
and the ability to leverage existing DL tools while focusing on scienti ¢ applications.

2.3 Physiscs-Informed Neural Networks

DNNs have been effectively applied to various problems (KIDGER and LYONS, 2020)
to assist decision-making or predict the future behavior of new data. One of the recent
approaches for DNNSs is Physics-Informed Neural Networks (PINNs), which are revolu-
tionizing the approaches to problems governed by partial differential equations (PDES)
in Science and Engineering (RAISS8It al,, 2019). Physics is informed during training

by adding new components to the loss function, such as the residue of the PDE and its
boundary conditions.

Proposed by Rais&t al. (RAISSI et al, 2019), PINNs are DNNs trained to solve su-
pervised learning tasks while respecting any given law of Physics described by general
nonlinear PDEs. PINNSs can effectively solve direct and inverse problems associated with
PDEs, as shown in Equation 2.1.

F(u(z), )=1f(z) z2

(2.1)
B(u(z))=9(z) z2 @

The domain is de ned by RY with boundary@ . The vectorz informs the space-
time coordinatesy represents the unknown solution, anid the set of parameters related
to Physics. The functioh is responsible for identifying the problem input data, &d

is the non-linear differential operator. TlBeoperator indicates the initial or boundary
conditions related to the problem, agdhe boundary function. Equation 2.1 describes
both direct and inverse physical problems. Direct problems aim to nd the funatiin

all z while is the set of Physics-speci c parameters. As for the inverse probleriss,
also determined from the data (CUOM#Dal,, 2022).

In PINNs, u(z) is estimated using a DNN with a set of parameterso thatd (z)

u(z). PINNs approximate PDE solutions by training a DNN that aims to minimize a loss
function that incorporates physical knowledge of the problem, such as terms that re ect
the boundary conditions, domain, and PDE residence at selected points in the domain.
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Inspired by classical DNNs (MIA@t al., 2017b), in Figure 2.4 we propose a speci cation

for the PINN work ow. The PINN work ow also involves model con guration, data
preparation, splitting sets into training, validation, and test sets, starting training, testing
within an interval, and making steering (tuning) actions during training. Similarly, the
data scientist also adjusts the model and repeats the whole process until the results are
satisfactory.

Our adaptation of the classic work ow for PINNSs starts with modeling the problem, which

is governed by a functioh(x) representing a PDE, and determining the way Physics will

be constrained into the DNN. We represent the process of “Inform Physics” by including
the activation functions that best serve the problem, de ning boundary and initial condi-
tions, the methods to generate collocation points, loss function components, optimizer,
etc. Since the problems that PINNs aim to predict do not have large amounts of data,
the user might use methods to generate and regularize data through mathematical simula-
tions. In the regularization process, the inputs and the regularization methods impact the
model. In the data preparation process, PINNs may require using real data (data from the
problem environment) and regularizing data using the governing PDE and/or boundary
and initial conditions. The raw data format is often binary or domain-speci c, so there

is a data preparation process, where the data can go through a series of transformations
to a format that ts and serves the model training better. This data preparation might im-
pact the model results, so provenance helps to keep track of the whole process to allow
posterior analysis and reproducibility.

Figure 2.4: Physics-Informed Neural Networks work ow (DE OLIVEIRA al., 2023).

The grey shapes are static objects that might be outputs or inputs of activities, and the
white rectangles are activitiesd. data transformation). The text on the edges is the
possible output from an activity that may be input for the next activity. The dotted com-
ponents indicate optional activities/outputs.

In a recent survey, Cuomet al. (CUOMO et al, 2022) present current challenges for
PINN implementation, like boundary conditions management, PINN architecture de-
sign, and optimization aspects. PINNs are computing-intensive and require thousands
of epochs to converge, using supercomputers, GPUs, and tools like Horovod to manage
the parallel execution (STILLERt al., 2020). PINNs can be designed and trained using
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classic DNN libraries such as TensorFlow and PyTorch. However, tools like AutoML
(KARMAKER (“SANTU”) et al, 2021) are incipient for PINNs, which makes PINN
model selection quite complex. In addition, these DNN libraries do not automatically
register and track the Physics components of the loss function. These values are essential
to evaluate the accuracy of the trained model. To analyze hyperparameters with these new
PINN loss components, users are required to manually de ne con gurations to capture,
register, and integrate them into the other metrics (WAM@I., 2019a). For instance, to

track the values of the loss components, the PINN experts have to con gure tools such
as TensorBoard, using the TensorFlow data summarization routines. This con guration
requires programming a script to extract and aggregate information from different sources
and persist it. Furthermore, in choosing the best PINN model, it is necessary to plan the
organization of these les/directories of several model metrics and con gurations. Aggre-
gating these data for querying over different PINN models is far from trivial. In addition,
data scientists could create their data representation (ad-hoc representation), generating
heterogeneity that leads to extra work to compare trained models.

In the case of PINNSs, data scientists typically steer the execution, and the support for their
participation in the work ow and decision-making is even more important. One way to
help track the PINN's training process is to use a provenance service, to capture the hy-
perparameters and PINN metrics, persist data with a DBMS, and run queries. Provenance
data describes the training execution by relating data, process, parameters, hyperparam-
eters, and metrics following a standard schema. However, most provenance systems are
not prepared to manage concurrent provenance calls from distributed and parallel sources
in a supercomputer or cloud environment (WOZNI&Kal,, 2022a).

2.4 Provenance

In scienti ¢ experimentation, scientists have to follow a series of steps, which represent
the set of data transformations that scientists iterate throughout an experimental study
(DEELMAN et al, 2009; MATTOSOet al, 2010). According to (MATTOSGCet al.,
2010), scienti c experiments include the experiment de nition when scientists choose the
methods to support their hypothesisd.in DL, this step would be choosing to perform a
classi cation experiment using DNNs with a set of preprocessing operations and hyper-
parameters); the experiment execution, when scientists con gure the scienti ¢ work ows
that correspond to their experiment de nitioa.§. in a manual search in DL, the data
scientist would write a script using TensorFlow). In this step, work ow programs (in DL,
which would be the libraries and frameworks) are chosen for the methods de ned in the
experiment so that the work ow can be executed. Finally, the last one is the analysis
phase, when the scientists can analyze the different tests for their hypothgsithé
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accuracy obtained with different hyperparameter con gurations). These different trials
should be registered since it is important to consider the decisions made during the com-
position phase and execution results for every trial. Therefore, as the number of parame-
ters and their variations can be large, as well as the algorithms and programs, supporting
the management of the data transformations of the experiment becomes a fundamental
issue.

Provenance data (FREIREal., 2008; HERSCHEIlet al, 2017; MOREAU and GROTH,

2013) constitute a natural solution to assist data scientists in managing different data trans-
formations of experiments, the data derivation trace, metadata, and parameters relevant to
the data transformation steps (HUYNd#t al, 2019). Provenance data have already been
successfully used in many scenarios and domains over the last decgudBdinformat-

ics (ALMEIDA et al, 2019; OCANAet al, 2015), health (CORRIGAN:t al, 2019;
FAIRWEATHER et al, 2020), visualization (FEKETEt al, 2020),etc). Provenance

in Computer Science was rst formalized in databases (BUNEM&NMI, 2001), and it

has expanded for work ows (DAVIDSON and FREIRE, 2008) and scienti ¢ experiments
(FREIREEet al,, 2008).

HERSCHELet al. (2017) de nes provenance as any type of information that describes
the process of producing an end product, which can be anything from a piece of data to
a physical object. In the early 2000s, BUNEMAdt al. (2001) de ned provenance, also
known as “lineage”, as the description of the origins of a piece of data and the process
by which it arrived in a databaseg. provenance information describes the origins and
the history of data in its work ow. The World Wide Web Consortium (W3C) de ned
provenance adgriformation about entities, activities, and people involved in producing a
piece of data or thing, which can be used to form assessments about its quality, reliability,
or trustworthiness.

Focusing on methods and systems providing provenance for derived data resulting from
complex data processing pipelines, HERSCH#iLal. (2017) observes different types

of provenance that can be collected: provenance metadata, information systems prove-
nance, work ow provenance, and data provenance. Provenance metadata encompasses
any possible metadata about a production process without constraints or assumptions.
Information system provenance focuses on processes within an information system re-
sponsible for disseminating data. It exploits the input, output, and parameters of a pro-
cess since it lacks insights into internal processes. Work ow provenance narrows this
focus to production processes represented as directed graphs (where nodes represent arbi-
trary functions or modules in general with some input, output, and parameters, and where
edges model prede ned data ow or control ow between these modules), offering more
detailed insights and requiring increased instrumentation. Data provenance, on the other
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hand, tracks the processing of individual data items with the highest level of detail, neces-
sitating structured data models and well-de ned semantics for operators. The extensive
instrumentation provides data provenance at the individual data item level.

The hierarchy of provenance types, depicted in Figure 2.5, follows a continuum from the
most general, which is provenance metadata, to the most speci ¢, which is data prove-
nance. As we ascend this hierarchy, each level imposes additional constraints on the type
of provenance, offering a narrower scope for collecting it. These constraints pertain to the
supported processes and provenance models, limiting the available degrees of freedom
for provenance collection. At the lower end of the spectrum, there may be little to no in-
strumentation available, resulting in ad-hoc metadata collection for arbitrary production
processes. Conversely, data provenance operates in a highly instrumented environment,
using the clear semantics of individual processing steps and their relationships, driven by
the constraint to structured data models and associated declarative query languages. It
is worth noticing that the transition from one type to another occurs gradually, without
distinct boundaries.

Figure 2.5: Provenance Hierarchy. Adapted from (HERSCIdEal, 2017).

CHENEY et al. (2009) proposed a classi cation for provenance based on the form used
to describe relationships between data in the input and in the output: by explainéarg
output data came from in the input, showing inputs that expldopan output record was
produced or describing in detdibwan output record was produced.

In addition, provenance solutions generate outputs with different levels of detail, which

is called granularity. There are two granularities in which provenance can be managed,
known as coarse- and ne-grained (FREIREal, 2008). Coarse-grained provenance

is de ned by describing the origins of a piece of data according to dataset operations,
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l.e. it comprises the management of data transformations regarding the consumption and
production of datasets, without considering the management of the data ow at the logical
level. This is a setup mostly adopted when considering “black box” applications in which
the internal behavior is not clear. In this case, the provenance solutions cannot provide the
derivation traces of separate data elements (HERSC#EL, 2017). On the other hand,
ne-grained provenance can provide the derivation traces of individual data elements in
each transformation. Therefore, this granularity considers data transformations from the
point of view of the ow of data elements.

Provenance data can be classied into three categories: prospective, retrospective
(FREIREet al,, 2008), and evolution (HERSCHE&t al., 2017). Provenance is intended

to describe the structure of the experiment and the abstraction of the data ow represent-
ing the chaining of tasks through data transformations, datasets, and their dependencies.
In this way, prospective provenance captures the speci cation corresponding to the steps
that must be followed to generate data (CLIFFORal, 2008). Regarding retrospec-

tive provenance, we assume that it is the capture of data associated with the execution of
each data transformation. Thus, retrospective provenance captures the information about
a work ow execution, as well as information about the environment used (CLIFFORD

et al, 2008). Retrospective provenance also preserves information on the resources ac-
cessed or generated during execution. It is important to emphasize that the retrospective
provenance is constructed using information captured during execution, including param-
eter values, datasets produced, and start and end time of execution (M RILA014).
Evolution provenance re ects the changes made between two versions of a dataset. When-
ever a dataset is altered, the provenance solution keeps track of those changes.

2.4.1 W3C PROV Recommendation

To facilitate the exchange between provenance systems, the W3C community proposed
a recommendation known as PR8Vwhich has become de factostandard. The
W3C PROV Ontology (PROV-0) is a representation of the PROV Data Model (PROV-
DM) (BELHAJJAME et al,, 2013), rich for representing provenance data across multiple
domains and applications. It offers a high level of abstraction that can be tailored to meet
the speci c needs of these different domains. Figure 2.6 illustrates the core elements
of PROV-DM and their relationships as arrows, following PROV speci cations. PROV-
DM provides an abstract representation of relationships that allows for provenance data
derivations. According to PROV-DM, aAgentrefers to accountability associating hu-
mans or platforms responsible for generating entities and for activities that happened; an
Activity refers to a data transformation and the time at which they were created, used, or
ended; and akntity refers to data objects (BELHAJJAME al, 2013). The orange pen-

Uhttps:/iwww.w3.0rg/TR/prov-overview/
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tagon represents the Agent concept, yellow ovals represent the Entity, and blue rectangles
represent the Activity.

Figure 2.6: PROV-DM: The W3C PRQOV Data Model (BELHAJJAMEal., 2013).

W3C PROV offers a exible and rich model for representing provenance data in multiple
domains and applications due to its high level of abstraction. This abstraction allows users
to associate stereotypes with core entities. However, accurately modeling the relation-
ships that describe the history of transformations is a complex task. If these relationships
are not carefully considered from the start, reconstructing them later becomes challeng-
ing. Using the W3C PROV model assumes that such relationships will be established and
instantiated alongside the work ow. In work ows involving sequences of data transfor-
mations, it is important to specify not only the intended ow (or prospective provenance)
but also how the execution occurred in practice (retrospective provenance). The relation-
ships in retrospective provenance are particularly dif cult to capture retroactively, which
Is why designing with them in mind from the beginning is important. While W3C PROV
gives users the freedom to model entities as needed, the provenance graph only becomes
meaningful if the corresponding relationships are explicitly represented.

To present some of these concepts that will be used throughout, let us consider an example
where a researcher named Alice Smith (an agent) is writing a paper (an entity) based on
data from an experiment (another entity). The researcher uses speci ¢ software (another
agent) for data analysis (an activity), leading to the creation of the nal paper. In this
example, illustrated in Figure 2.PaperDraftis an entity,PaperWritingis an activity,
andResearcheis an agent.

Provenance graphs, such as the one in the example shown in Figure 2.7, can be textually
represented using the PROV-N Notation (PROVANA syntax designed to allow serial-
izations of PROV-DM instances. The notation adopts a functional-style syntax consisting

Pnttps://www.w3.0rg/TR/prov-n/
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Figure 2.7: Provenance graph example following W3C PROV concepts.

of a predicate name and an ordered list of terms. Some of the expressions also allow
the de nition of attributes to characterize them. One important attribute, “prov:type”,
provides a way of categorizing entities, for exampperimentDatas de ned as an

entity of type “RawData”. The expressions in the PROV-N fragment shown in Listing 2.1
represent some parts of the provenance graph in Figure 2.7.

entity(PaperDratft)
entity(PaperFinalVersion)
entity(ExperimentData)
activity(PaperWriting)
activity(DataAnalysis)
agent(Researcher)

wasGeneratedBy(PaperDraft, PaperWriting)
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9
10
1
12
13

[

wasDerivedFrom(PaperDraft, PaperFinalVersion)
wasAssociatedWith(PaperWriting, Researcher)
used(DataAnalysis, ExperimentData)
used(PaperWriting, ExperimentData)
actedOnBehalfOf(Researcher, University)

Listing 2.1: PROV-N fragment related to the provenance graph in Figure 2.7.

According to PROV-DM (BELHAJJAMEet al, 2013), there are seven core rela-
tions of provenance: generatiowgdsGeneratedByusage sed, communicationwas-
InformedBY, derivation (vasDerivedFror) attribution (vasAttributedTh association
(wasAssociatedWith and delegationactedOnBehalfOf The usedrelationship indi-
cates “the beginning of utilizing an entity by an activity”, whilasGeneratedBindi-
cates that “the completion of production of a new entity by an activity” (BELHAJJAME
et al, 2013). In the example from Figure 2.PaperDraft wasGeneratedBy PaperWrit-
ing. ThewasInformedByelation implies the exchange of unspeci ed entities between
two activities, where an activity uses an entity generated by another activitywase
DerivedFromrelation is the transformation of an entity into another entity, an update of an
entity resulting in another entity, or the construction of a new entity based on pre-existing
entities (BELHAJJAMEet al, 2013)). In our example, we see tHzdperFinalVersion
wasDerivedFrom PaperDraft

The relationsvasAssociatedWitlwasAttributedTpandactedOnBehalfOfepresent ex-
changes involving agents. TheasAssociatedWithelation assigns responsibility to an
agent for an activity, indicating that the agent had a role in the activity. In our example,
PaperWriting wasAssociatedWith ResearchidrewasAttributedToelation indicates that

a given entity was generated by some unspeci ed activity that, in turn, was associated with
the agent. ThactedOnBehalfOfelation assigns responsibility to an agent to perform an
activity as a delegate or representative (BELHAJJABIEI, 2013). In our example,
Researcher actedOnBehalfOf University

2.4.2 W3C PROV Adoption

Since its release in 2013, the W3C PROV model has become essential as data-intensive
elds prioritize transparency, reproducibility, and trust in data handling. It has been in-
tegrated into multiple frameworks for documenting complex work ows, such as the ISA
framework (Investigation/Study/Assay) in bioinformatics, which uses W3C PROV to pro-
vide provenance tracking. This promotes transparency, enabling researchers to validate
and reuse datasets more effectively (GONZALEZ-BELTRAMNI, 2014).
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Reproducing, adapting, or repeating a bioinformatics work ow in any environment re-
quires substantial technical knowledge of the work ow execution environment, resolving
analysis assumptions, and rigorous compliance with reproducibility requirements. To ad-
dress these challenges, KANWAdt al. (2017) offers recommendations that, combined
with an explicit declaration of work ow speci cations, can improve the reproducibility

of computational genomic analyses. The graphical representation proposed in their study
has the potential to be translated using W3C PRQV, allowing for testing across various
platforms. This approach could facilitate the generalization of the work ow for further
extension to additional bioinformatics applications.

The EarthCube Data Discovery Studio (DDStudio), a cross-domain geoscience data dis-

covery and exploration portal, uses W3C PROV to manage provenance, detailing each

metadata enhancement step with identi ers for the subject entity, the agent (such as a

DDStudio administrator, metadata enhancer, or human metadata curator) responsible for
the enhancement, and the operation that produces a new entity. This structured approach
creates a history for each document, allowing users to trace and understand the purpose
and reasoning behind every enhancement made (VALENHNE, 2021).

In climate science research, the Paci ¢ Northwest Climate Analysis (PNCA) Tracker ad-
dresses several challenges in providing data to be analyzed and allows the work ow com-
ponents to be mapped to W3C PROV standards (YASUTAEI, 2015). MARTINO

et al.(2021) introduces a methodology that leverages W3C PROV to document the prove-
nance of hydrographic datasets. By structuring each work ow activity using the PROV
model, the framework supports a clear, step-by-step account of data handling, making
it easier for researchers to trace and verify hydrographic data processes. According to
MA et al.(2014), the National Climate Assessment by the U.S. Global Change Research
Program (USGCRP) analyzes the impacts of climate change on the United States. Prove-
nance information is important in this assessment, as the ndings in uence public interest
and policy decisions. To connect Semantic Web researchers with Earth and environmental
scientists, the W3C PROV ontology is integrated into the Global Change Information Sys-
tem (GCIS) to improve provenance tracking. This integration of the PROV-O ontology
helps the interoperability of the GCIS and its datasets, facilitating connections to external
sources.

CEOLIN et al. (2012) explores two important components of trust assessments: reputa-
tion and provenance information. They propose and evaluate a procedure for computing
reputation and one for computing trust assessments based on provenance information rep-
resented with the W3C standard PROV.
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2.4.3 The Role of Provenance in the Deep Learning Work ow

Human intervention adds a critical layer of expertise to the DL work ow. Data scientists,
with their domain knowledge, actively engage in the analysis of DL work ow results.
They interpret the ndings, tune the DL work ow con gurations, and ensure that the
selected model not only excels in quantitative metrics but also aligns with the specic
needs of the task at hand. To enable such informed decision-making, integrating data
transformations, con gurations, and results within a DL work ow is important.

In this context, supporting data scientists during work ow execution becomes necessary.
MATTOSO et al. (2015) state that it is necessary for a system to supgiesringof

the work ow execution,analyzingintermediate results and provenance data at runtime,
andtaking actionduring the work ow execution. Monitoring enables data scientists to
leverage their domain knowledge to identify scenarios for improvement. For instance,
by analyzing intermediate results, they can determine the need to adjust preprocessing
steps, modify hyperparameters, or even stop execution if satisfactory results have already
been achieved. The ability to steer work ow execution allows data scientists to avoid
unnecessary con gurations, optimizing resources and time. Thus, monitoring and ana-
lyzing intermediate results enable data scientists to interact dynamically with work ow
execution.

Decision-making bene ts of traceability to understand relationships within the work-

ow. Provenance is a natural and standard solution for traceability. Unfortunately, many
metadata-based approaches do not provide traceable relationships. These approaches of-
ten lack relational structures in their data models, treating metadata as isolated attributes
rather than connected entities. This limitation increases the burden on data scientists, who
must manually infer relationships that the system should explicitly support.

For example, in a work ow predicting whether an individual earns more than $50K an-
nually using the Adult Census dataset (PINAal., 2023), preprocessing often involves
transformations on attributes such as “Education”. This attribute is typically one-hot en-
coded, where binary vectors are assigned to categories like “Bachelor”, “Master”, and
“Doctorate”. In metadata-based solutions without traceable relationships, the connec-
tion between preprocessing steps and training activities may be lost, making it dif cult
to verify the exact transformations applied to the data. In contrast, solutions that capture
these relationships can associate preprocessing steps with the training activity, preserving
a detailed record of the tuples used to train the model. This traceability enhances repro-
ducibility, enabling future experiments to replicate the exact encoding and preprocessing
steps. Furthermore, in production, any discrepancies, such as new or unexpected cate-
gories in the “Education” attribute, can be identi ed based on the recorded provenance.
If inconsistencies arise in the model's performance during deployment, the provenance
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metadata provides a reliable reference to verify whether preprocessing steps were applied
consistently across training and production environments.

Promoting traceability consists of several key phases: Data Model, Capture, Store, and
Query (Visualization/Analysis), as presented in Figure 2.8. The rst pHaat Mode)

involves de ning a provenance data model, typically following an established standard
like W3C PROV. In this phase, the relationships among agents, activities, and entities are
speci ed, allowing for the abstract representation of provenance data. The data model
relationships should de ne how entities are generated, used, and derived to enable trace-
ability. In addition, accountability can be established by the relationships between agents
and activities. During th€apturephase, provenance information is captured in real-time

as activities are executed. For example, in a DL work ow, the training data (an entity)
and the transformation steps (activities) are tracked, capturing how data evolves and which
models (entities) are generated by speci ¢ training activities. WasGeneratedBgnd
usedrelationships are commonly recorded during this phase, documenting the data trans-
formations and the sequence of operations. Captured provenance data is then stored in the
Storephase, often within a provenance-aware database or graph system. Proper storage
ensures data integrity and supports data retrieval for analysis. Finall@Qube/phase
enables data scientists to analyze provenance information through querying and visual-
ization tools. By tracing relationships and gaining insights into work ow processes, data
scientists can identify bottlenecks, optimize con gurations, and ensure compliance with
governance and accountability standards.

When provenance is integrated directly within ML frameworks, it allows for the automatic
capture of provenance data during work ow execution, reducing the overhead associated
with manual intervention. However, this tight coupling can lead to challenges in exibil-
ity, as the provenance capture capabilities may be limited by the framework's architecture
and functionalities. Additionally, changes or updates to the framework may disrupt prove-
nance tracking, potentially impacting reproducibility and trust in the captured data. On
the other hand, using external provenance systems allows for greater exibility and can
facilitate the incorporation of provenance across arbitrary execution frameworks. This
approach can be bene cial in heterogeneous environments where multiple ML frame-
works are in use. However, it often requires additional effort to implement and maintain,
as it may involve manual instrumentation to ensure that relevant provenance information
is captured. This can introduce complexity and the potential for errors if not managed
carefully.
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Figure 2.8: Tracking entities, activities, and relationships throughout the DL work ow.

2.4.4 Transparency, Reproducibility, and Trust in DL Work ows

Multiple audience pro les are involved in DL work ows, each with unique roles, goals,
and requirements (BARREDO ARRIETAL al, 2020; LANGERet al, 2021). These

pro les include developers and data scientists who are focused on building, training, and
optimizing DL models. They require detailed insights into model performance and re-
liability, along with information to analyze results, identify areas for improvement, and

re ne the model. Domain experts and model users rely on model outputs in their work.
For these users, trust in the model is critical, as they need assurance that the model's
decisions are accurate and interpretable within their speci c eld. Another important
group includes individuals affected by model decisions who require transparency and ac-
countability, particularly in areas where fairness and ethical considerations are essential.
Regulatory entities and agencies also play a key role in DL work ows, ensuring that mod-
els comply with legal and ethical standards. These bodies need access to documentation
that demonstrates adherence to guidelines and allows veri cation that best practices in
model development have been followed. Additionally, managers and executives involved
in decision-making and oversight need to understand the applications of Al within their
organization, including its limitations, business implications, and compliance with corpo-
rate policies.
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Each of these audience pro les interacts with the DL work ow differently and brings spe-

ci c priorities. For instance, model users are focused on trust, whereas developers aim to
optimize model performance (BARREDO ARRIE® al, 2020). Regulatory agencies
prioritize compliance with legislation, and individuals affected by model decisions re-
quire assurances that the model operates fairly and transparently. In this thesis, the focus
is speci cally on developers and model users.

Developers, including data scientists and ML engineers, are involved in the initial stages
of model generation, including data preparation, model selection, hyperparameter tuning,
and training. They bene t from transparency, as it allows them to analyze model behavior
and identify potential improvements, and from reproducibility, which enables them to ex-
periment with different con gurations and settings. For developers, provenance provides
a systematic approach to track every detail of the DL work ow, helping ensure that all
changes and their impacts are well-documented and can be traced back. This facilitates
debugging, iterative model improvement, and compliance with organizational standards
and requirements for accountable ML development.

End users who apply models for predictive tasks but do not directly interact with the
model's development often rely on trust as a primary concern. Examples include clini-
cians using predictive models in healthcare or analysts applying models in nancial fore-
casting. For these users, provenance helps establish trust by offering transparency about
how the model was developed, validated, and tested, along with information on the data
sources and con gurations used.

Transparency allows users to trace speci c outcomes back to work ow activities, in-
puts, and intermediate outputs, making it possible to assess whether the model's
predictions align with domain knowledge or expected behavior (HOFFMANN and
EBRAHIMI POUR, 2024). It emphasizes the traceability of each decision and transfor-
mation within the work ow, providing a narrative that shows how results were achieved.
Reproducibility ensures that the model's results can be consistently replicated, which is
essential for developers and regulatory bodies who require evidence of model stability and
reliability (DAVIDSON and FREIRE, 2008). Trust, built on transparency and account-
ability, is particularly critical for those affected by model decisions and organizations
aiming to implement ethical Al practices (SCHERZINGERal,, 2019).

Provenance data plays a central role in supporting these qualities by recording DL work-
ow con guration and DL work ow results (LEOet al., 2024). It enhances transparency

by providing a detailed trace of each decision, aids reproducibility by documenting con-
gurations and inputs, and fosters trust by making the work ow fully transparent and
auditable for all involved parties (HOFFMANN and EBRAHIMI POUR, 2024).
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2.5 Exporting Provenance Graphs for Production

In DL work ows, traceability is important in debugging and improving work ows and en-
hancing analytical capabilities during model development, selection, and integration into
production environments. Two common approaches for capturing traceability informa-
tion are log les and provenance graphs. This section details the strengths and limitations
of each approach, comparing their roles in DL work ow analysis and providing essential
features to support trust, transparency, and reproducibility in DL models.

Log les are easy to implement and can be used to capture work ow activities and repre-
sent the work ow results as entities, but are limited in their ability to structure complex re-
lationships (BARRINGERet al,, 2010). While log les can provide basic analytical capa-
bilities and a transparent record of actions, their structure can fall short when tracking data
transformations and traceability (YA€X al., 2016), important for reliable reproducibility

and trust in production. Provenance graphs represent the work ow structure, capturing
entities (data, models, parameters), activities, and their relationships (HERSE&HIEL
2017; MISSIERet al, 2013). Typically stored in a database, provenance graphs provide
detailed work ow traceability, enabling ne-grained analytical capabilities during model
development and selection. This traceability enhances reproducibility, interpretability,
and trust in production environments (MORA-CANTALLORSal.,, 2021), where model
auditability and transparent decision-making are essential.

To develop applications based on DL models, scientists commonly gather data, prepare
the data, train a model with the data, and evaluate this model in a cycle as represented
in Figure 2.9 (SCHLEGEL and SATTLER, 2023a). Depending on the evaluation results,
the model is retrained (revised by varying hyperparameters), or the data has to be revised.
To move from one cycle step to another, the scientist evaluates intermediate data and logs
data generated by each step. At a large scale, after many cycles, it becomes dif cult to
browse and analyze data from all the steps with different le formats and representations,
as shown in Figure 2.9a (KUNSTMANRIt al,, 2021). To analyze data, programs must

be written to relate these different les. Recent approaches use a provenance database
to integrate data from these cycle steps and improve data analyses and decisions (Figure
2.9b).

In Table 2.1, we compare log les and provenance graphs across several criteria, high-
lighting their strengths and limitations for DL work ow traceability, reproducibility, and
production needs. The criteridProgramming Effortconsiders the amount of work re-
quired to implement, set up, and manage data capture methods. It includes tasks such as
de ning what data to capture, writing capture logic, and ensuring the approach integrates
with existing work ows. Compilationrefers to the need for processing data after it is
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Figure 2.9: (a) Life cycle of a DL experiment. (b) Life cycle of a DL experiment using a
provenance database.

captured to make it usable for analysis. Compilation may involve structuring, parsing,
or transforming the data into a format that facilitates insight extraction or further analy-
sis. TheStorage Locatiorriterion focuses on where the captured data is stored and how
well-suited this location is for long-term storage, accessibility, and reliability in support-
ing complex analysedData Integrityaddresses the capability to maintain accurate data
over time (integrity) and to restore data to previous states (rollback), which is essential
for reliable work ows and recovery after errorfnterpretationlooks at how straightfor-

ward it is to understand the captured data, considering the clarity and standardization of
the format and whether additional context or knowledge is needed for accurate interpreta-
tion. Traceabilityevaluates the approach’s ability to provide a clear, chronological record
of events or data states, supporting analysis by showing how data evolved throughout the
work ow. The Query Complexitgriterion mentions how easily complex questions can be
answered using the data, re ecting the capability of the storage and data model to support
sophisticated queries and analyses.

33



Table 2.1: Comparison of Log Files and Provenance Graphs.

Criterion

Log Files

Provenance Graphs

Programming Effort

Requires manual program-Programming effort due t¢
ming to capture logs andadditional setup for gener
organize relevant informa- ating, capturing, and mar

tion. Easy to implement.

aging provenance data.

Compilation

Often  requires

processing or parsing tpautomatically, often inte:
grated with existing syst

extract information for

analyses.

post- Generates structured data

tems.

Storage Location

Stored as plain les in an
operating system.

Stored in an establishe
database
structured data storage.

Data Integrity

Vulnerable to data loss
lacks rollback capability.

; Databases provide rollbag

and recovery mechanisms,

enhancing data integrity.

Interpretation

Dependent on user-de nedStandardized

log format; interpretation

requires knowledge of thestraightforward;
ships are inherent to the

log format.

makes
relation-

structure.

Traceability

Requires manual setup forProvides

traceability, such as sort
ing by timestamps to orde
events.

inherent trace
-ability, capturing entity re-
rlationships.

Query Complexity

Limited querying capabil

ity: complex analyses areing through relational or

challenging to implement.

Supports complex query

graph-based queries, sin
plifying complex analysis
tasks.
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Chapter 3

Existing Support for Traceabillity of
Deep Learning Work ows

In this chapter, our goal is to analyze the existing literature addressing the limitations
associated with providing traceability for DL work ow analyses. We have chosen to ex-
plore works related to “artifact management”. For this purpose, we leveraged a survey
conducted by SCHLEGEL and SATTLER (2023a), which analyzes aspects such as data
analysis and lineage. The authors de ne artifacts to encompass elements like datasets,
labels, features, data processing code, environmental dependencies, and metadata, in-
cluding parameters, hyperparameters, and model metrics. Although our focus is not on
artifact management, these de nitions align with the data involved in our DL work ow
analyses, trust, and transparency.

Managing a large number of DL models is challenging, and the research community has
focused on addressing the challenges of providing resources for data scientists to manage
and analyze the DL work ow (SCHLEGEL and SATTLER, 2023a). Several approaches
have emerged that capture and integrate steps of the DL work ow, as evidenced by the
works of (GHARIBI et al,, 2021; MELGARet al, 2021; ONOet al,, 2021; SCHEL-

TER et al, 2017; SCHLEGEL and SATTLER, 2023b; SOUZ# al.,, 2022; VARTAK

and MADDEN, 2018; ZAHARIAet al,, 2018). These tools are often referred to as ML

(or DL) artifact management systems (SCHLEGEL and SATTLER, 2023a) and their de-
velopment marks an effort to improve the management and analysis of DL work ows,
providing valuable resources for data scientist.

Monitoring the training process and analyzing DL work ow steering data within an arti-
fact management framework for a DL work ow is important to help data scientists make
well-informed decisions. Observing DL work ow con gurations and model metrics dur-
ing the execution of model training and evaluation steps provides an understanding of
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the DL model's evolving dynamics. By closely monitoring performance metrics, such

as accuracy and loss, throughout the training process, data scientists gain insights into
the model's learning process. This visibility allows for the identi cation of anomalies,
over tting, or convergence challenges, enabling data scientists to implement corrective
measures or abort the training. Moreover, the analysis of intermediate data facilitates DL
work ow steering actions, providing information on how different DL con gurations im-

pact the model's behavior. In essence, monitoring and analyzing intermediate data within
artifact management serves as a decision-support mechanism, equipping data scientists
to make informed choices throughout the DL work ow, from model re nement to the
ultimate decision on model deployment.

Artifacts management for ML/DL work ow has been explored in two main directions.
The rst is the use of existing provenance management tools (which we call domain-
agnostic), while the second leverages the development of management tools for ML/DL
systems. There are several challenges in making DL work ows provenance aware, like
taking into account the execution framework that may involve CPUs, GPUs, TPUs, and
distributed environments such as clusters and clouds as discussed iet(&lL2021;
SCHERZINGERet al,, 2019; WANGet al,, 2020). The following subsections delve into
these two approaches.

3.1 Work ow Provenance

There are several approaches for capturing provenance data (PIMEBT&L 2019)

that can be applied (with specializations) to the DL domain. Approaches for automatic
capturing provide very ne granularity, generating a signi cant execution overhead in
the process. Systems like noWork ow (MURT#@t al, 2014) capture and store prove-
nance data from Python scripts in an automatic way. noWork ow allows provenance data
capture without requiring any modi cations to the original Python script. However, it is
coupled to the Python language and does not execute in distributed and parallel environ-
ments, which limits the use of parallelism in popular ML libraries. Similar to noWork ow,
SPADE (GEHANI and TARIQ, 2012) automatically collects provenance from a work ow
script, including distributed and parallel environments, but this script has to be compiled
using an LLVM compiler. In the automatic capture, the data scientist does not spend
time de ning what provenance data to capture. However, when it comes to analyzing this
provenance, signi cant time and effort are required to understand what and how the data
was modeled. In addition, due to the ne granularity, the data scientist has to Iter and
aggregate data before starting the analysis. Having to do this during the training cycle
may not be an option.
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Different from the approaches based on automatic provenance capturing, the approaches
based on the participation of the data scientist allow for pre-selecting relevant data for
analysis, having less impact on the execution and analysis time. When the data scien-
tist identi es attributes and parameters in W3C PROV entities and activities with their
relationships, these chosen names become familiar for runtime analysis. One of these
tools is DfAnalyzer (SILVAet al, 2018), which is a tool that allows data scientists to set

the relevant data to be captured for runtime analysis in high-performance execution envi-
ronments. Although DfAnalyzer is W3C PROV compliant and has been used in different
domains, itis not designed to support provenance capture during the DL work ow. There-
fore, repetitive work on designing and instrumenting has to be done. Sumatra (DAVISON,
2012) captures provenance from the script execution based on a series of annotations in
the script. However, Sumatra only suppgrtst-mortenanalysis,.e., only after the ML

model is generated. YesWork ow (MCPHILLIPS&t al, 2015) is another example of

a tool capable of analyzing provenance data. YesWork ow does not depend on a pro-
gramming language, adopting a strategy of adding annotations to the scripts to identify
provenance data. However, its queries are based on URIs, and hyperparameter runtime
analyses are not URI-based. Similar to YesWork ow, in (GHOSHAL and PLALE, 2013),
there is no runtime provenance capture. Instead, they take advantage of applications that
provide log les to extract provenance from them. This could be adopted by systems like
TensorFlow and Keras, which provide provenance logs. However, the queries are limited
to the logged data, and it ispost-mortenanalysis approach.

UML2PROV (SAENZ-ADAN et al, 2018) aims at making UML (Uni ed Modelling
Language) based applications provenance aware automatically. It is an approach that
provides a mapping strategy from UML class, State Machine, and Sequence diagrams
to de ne an automatic code generation technique that deploys artifacts for provenance
generation in an application. UML2PROV assumes the existence of these diagrams or
requires that they be designed or generated through reverse engineering, which limits its
use in most ML environments.

Therefore, capturing provenance for analysis in DL domains using domain-agnostic ap-
proaches may be complicated due to programming language and compiler dependencies,
lack of support for provenance capturing in HPC and distributed environments, and lack
of support for runtime provenance analysis.

3.2 Artifact Management

To explore the current landscape of research related to this thesis and to corroborate our
hypothesis that provenance is an ally in providing DL work ow artifacts analyses, we con-
ducted a targeted search regarding the management of ML/DL artifacts. In some cases,
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artifact management focuses on the context of the DL model, so aterm thatis also found in
the literature isnodel managementherefore, the search was conducted using the string
(“machine learning” OR “deep learning”) AND (“artefact management” OR “artifact
management” OR “model managementfpm the year 2016 across the abstracts, titles,
and keywords in the ACM Digital Librafyand IEEE Xploré libraries. These platforms

were selected due to their signi cant in uence in the eld and our institutional access to
their resources. Initial searches on Google Scholar yielded over 8,000 results for the same
search string, prompting us to focus on the more relevant and high-quality publications
in ACM and IEEE. The ndings are summarized in Figures 3.1 and 3.2, where the IEEE
database revealed a total of 94 publications, with a notable increase in recent years, par-
ticularly in 2024, which saw 29 new entries. Similarly, the ACM database presented a
total of 59 publications, with 14 published in 2024, indicating a growing interest in the
subject within both academic communities.

Figure 3.1: Publications found in IEEE as of 31 October 2024.

After reviewing the retrieved papers, we employed a snowballing technique to identify
additional pertinent works. In addition, some of the solutions discussed in this section
that did not appear in the search results were gathered from feedback provided during the
review process of our submitted papers, including notable tools like Weights & Biases.

In this section, the focus is on ML systems that aim to manage the ML work ow, including
training, evaluation, reproducibility, and deployment. Some of these systems orchestrate

https://dl.acm.org
%https://ieeexplore.ieee.org/
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Figure 3.2: Publications found in ACM as of 31 October 2024.

the construction of ML models across all data transformations of the work ow and pro-
vide some level of provenance or artifact tracking. As these systems manage artifacts
associated with the ML work ow, they can often automatically register artifacts. Other
systems focus on the management of provenance or some form of tracking of artifacts
within ML work ows, regardless of the solution being used to execute the ML work ow.

DL work ows generate vast amounts of data and metadata, yet many existing tools fail to
capture the relationships and dependencies needed to understand and reproduce the pro-
cess of training DL models. Traceability is often limited by simplistic metadata logs or
systems that provide only fragmented views of work ow steps, neglecting the relation-
ships between activities, data, and results. Without robust traceability, it becomes chal-
lenging to reconstruct the models' derivation trace, validate the results' reproducibility,
or analyze the impact of speci ¢ work ow choices. This lack of provenance also under-
mines the ability to perform advanced queries and ensure transparency. We did not nd
any solution that delivers a provenance graph document to follow the DL model in pro-
duction. These provenance documents add another level of trust in the deployed model.
They can be analyzed to evaluate transparency, accountability, or reproducibility.

Current popular solutions like ML oW (CHEN et al., 2020; ZAHARIA et al., 2018) and
Weights & Biases (WandB)provide user-friendly interfaces for managing ML work-

3https://miflow.org/
“https://wandb.ailsite
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ows. ML ow is an open-source framework that enables users to track experiments
by embedding tracking commands within Python scripts. It logs parameters, metrics,
and artifacts, with storage options ranging from local les to SQLAIchemy-compatible
databases or remote tracking servers. Despite its widespread adoption, ML ow lacks na-
tive support for provenance traces and relationship-driven representations. As a result,
it does not generate provenance documents to accompany DL models when they are de-
ployed. WandB also offers a solution for managing ML models, from the experimentation
phase to model production. However, despite allowing the de nition of some relation-
ships between artifacts, WandB requires scripting for a more in-depth analysis to traverse
the resulting graph, in addition to requiring prior knowledge of the graph depth. During
hands-on experience with WandB, we also identi ed some issues concerning its network
requirements. When WandB is executed, it requires access to external IP addresses. In
supercomputer environments like Santos Durnottite compute nodes typically do not
allow external access, making it necessary to con gure the rewall to allow such con-
nections. However, in practice, this con guration is not always feasible due to security
policies or technical restrictions.

These solutions are grounded in metadata-based log systems, which provide a simplistic
model for recording work ow steps. These models typically suffer from limitations such

as the absence of relationships between activities, representing only attributes of individ-
ual steps without a holistic view. This lack of a relationship-driven data model restricts
trace representations, impacting the ability to perform robust queries and analyses.

Solutions that rely on metadata logging tools like ML ow often face limitations in of-
fering traceability. For instance, Gypscie (DA SIL\& al, 2019; DE ALMEIDA et al,,

2024) is a system designed to manage the ML model life cycle, with a focus on model
selection. It allows users to compose ML tasks as sequences of independent activities and
uses ML ow to manage artifacts. Although Gypscie represents a step forward in inte-
grating model management at different levels, due to ML ow's constraints in capturing
provenance for traceability, Gypscie inherits the same challenges and could bene t from
adopting provenance as a rst-class citizen to enhance transparency and traceability.

Addressing some of these gaps, ML ow2PROV (SCHLEGEL and SATTLER, 2023b)
extends ML ow by generating PROV-compliant provenance graphs based on information
extracted from Git repositories and ML ow. This approach enhances traceability, but its
reliance on ML ow's limited captured data results in incomplete provenance support. Ad-
ditionally, its provenance graph can become overloaded with Git-related details, making
it challenging to perform queries that require a clear representation of work ow activities
and their relationships.

Shttps://sdumont.Incc.br/
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The Braid Provenance Engine (Braid-DB) (PRUYNEal, 2022; WOZNIAK et al,

2022b) captures provenance of data and steps in ML work ows, with a focus on produc-
ing data products that are Findable, Accessible, Interoperable, and Reusable (FAIR). It
manages ML model versions, enabling traceability back to raw data, including scienti ¢
datasets. Braid-DB captures provenance data at the le and version levels rather than at
the record level. Although it is not fully compliant with the W3C PROV recommendation,

it covers core PROV concepts and supports analytical queries.

Comef is a commercial experiment tracking platform designed to help data scientists and
ML engineers monitor, compare, and reproduce their experiments. It provides logging of
hyperparameters, metrics, and artifacts while offering an interactive visualization dash-
board. Similar to ML ow, it allows logging metadata as key-value pairs, such as metrics,
parameters, and system info, through functions lidge parameters() andlog_-
metrics() . Comet supports multiple ML frameworks, including TensorFlow, PyTorch,
and XGBoost, making it versatile for several work ows. However, similar to ML ow, it
lacks native support for provenance traces and relationship-driven representations.

DPDS (CHAPMANZet al, 2022, 2024; GREGOR#t al,, 2024), which stands for Data
Provenance for Data Science, is an approach designed to foster explainability, repro-
ducibility, and trust in ML models by automatically tracking granular provenance related

to raw data preprocessing operations that precede model training. DPDS provenance com-
plies with W3C PROV and ensures that the complete data preparation step is captured in
detail, providing a transparent record of how the data was handled. While it also uses a
DBMS for persistence, it requires speci c features of Python environments, like Pandas
dataframes.

MLtrace’ (SHANKAR and PARAMESWARAN, 2022) is a data management system that
offers debugging for deployed ML work ows through assisted detection, diagnosis, and
reaction to ML-related bugs and errors. MLtrace allows for the automatic logging of
inputs, outputs, and metadata associated with execution, and it has an interface for data
scientists to ask arbitrary post-hoc queries about their pipelines.

ModelDB (VARTAK and MADDEN, 2018; VARTAKEet al,, 2016) is an open-source sys-
tem to manage ML models, tracking model metadata through the whole ML work ow,
e.g, parameters of preprocessing operations, hyperparameter§yhile ModelDB of-

fers traceability, it does not follow the W3C PROV recommendation for provenance data
representation. Additionally, ModelDB is tightly integrated with speci ¢ ML frameworks,
which can restrict its adoption across different ML frameworks.

Shttps://www.comet.com/
"https://mitrace.readthedocs.io

41



ModelHub (MIAOet al,, 2016, 2017a) is a system designed for managing DL models, of-
fering a model versioning system that allows for storing, querying, and tracking different
model versions. It also features a domain-speci ¢ language, which acts as an abstraction
layer for searching through the model space, along with a hosted service to store, explore,
and share developed models. Since it primarily focuses on the model itself, ModelHub
does not capture information about other DL work ow steps, such as data preparation,
limiting its scope for end-to-end traceability.

ModelKB (GHARIBI et al, 2021) is a Python library focused on managing DL models
with automatic metadata extraction. ModelKB stores metadata regarding the model archi-
tecture, weights, and con gurations, which allows for reproducibility, querying, visual-
ization, and comparison of experiments. The primary goal of ModelKB is to offer model
management with minimal disruption to the data scientist's work ow by using callbacks
to capture metadata. However, it does not follow recommendations for provenance data
representation.

ProvLaké (SOUZAet al., 2022) provides provenance services through lightweight track-
ing that can be easily integrated into work ow code, such as scripts. This tracking can be
applied at each step of the work ow and subsequently integrated into a data lake. By us-
ing a universal identi er, ProvLake captures relationships within the data lake and offers
data modeling for all work ow steps in compliance with W3C PROV. ProvLake has been
used in ML work ows and offers traceability of the ML work ow. Although it operates
independently of speci c frameworks, ProvLake requires consistent use throughout all
steps of the work ow to ensure comprehensive tracking.

Runway (TSAYet al, 2018) is a prototype tool for managing ML experiments that or-
ganizes metadata about models using a hierarchical structure of Projects, Experiments,
and Runs, similar to tools like ML ow and WandB. It includes visualization features to
help users explore relationships between hyperparameters and performance metrics, and
it supports uploading artifacts related to model training. Although Runway is designed
to be agnostic to frameworks and libraries, it only provides a Python SDK for integrating
with Python scripts.

Vamsa (NAMAKI et al, 2020) is a system that extracts provenance from Python ML
scripts without requiring changes to the data scientists' source code. It essentially analy-
ses scripts to determine which columns in a dataset have been used to train a certain ML
model, automatically recording the relationships between data sources and models at a
coarse-grained level.

8https://ibm.biz/proviake
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Amazon SageMaker(NIGENDA et al, 2022) provides resources for model building,
training, deployment, and metadata tracking. SageMaker provides traceability to some
extent through its built-in capabilities for tracking model metadata, such as training con-
gurations, metrics, and model artifacts. However, this traceability is largely limited to its
internal environment, with no support for exporting detailed provenance traces to external
systems. SageMaker relies on proprietary formats for logging and metadata management.
In addition, SageMaker is tightly coupled with Amazon Web Services (AWS), making it
less adaptable for use in diverse execution frameworks. This dependency on AWS infras-
tructure reduces its exibility for integrating with external tools or work ows beyond its
ecosystem.

Table 3.1 assesses some of the existing solutions based on the following ciriteejaen-

dence Traceability DL Provenance GrapHProvenance RepresentaticandProvenance

Graph in Production Independencéighlights whether a solution supports arbitrary ex-
ecution frameworksTraceabilityassesses whether a solution captures the necessary in-
formation so that provenance traces can be generated, encompassing the steps of DL
work ows. DL Provenance Graplevaluates whether a solution produces a provenance
graph derived from the captured traceabilBrovenance Representatishows whether

the solution adheres to any standards for provenance representtimenance Graph

in Productionindicates if a solution supports exporting the generated provenance graph
for use in production.

Table 3.1: Assessment of solutions accordingnibependencelraceability, DL Prove-
nance GraphProvenance RepresentatindProvenance Graph in Production

System Independence| Traceability DL Provenance Provenance
Provenance | Representa- Graph in
Graph tion Production

Braid-DB Yes Yes No N/A No
Comet Yes No No N/A No
DPDS Yes No No PROV No
ML ow Yes No No N/A No
ML ow2PRQOV Yes No No PROV Yes
Mitrace Yes Yes No N/A No
ModelDB No Yes No PMML No
ModelKB Yes No No N/A No
ModelHub Yes No No NNEF/ONNX No
ProvLake Yes Yes Yes PROV No
Runway Yes No No N/A No
SageMaker No No No N/A No
Vamsa Yes No No N/A No
WandB Yes Yes No N/A No
DLProv Yes Yes Yes PROV Yes

Shttps://aws.amazon.com/sagemaker/
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Table 3.1 shows that most existing solutions fail to provide provenance support across
the steps of DL work ows. While some systems like Braid-DB, Mltrace, and WandB
offer traceability, few solutions offer a complete DL life cycle provenance graph or the
ability to export the provenance graphs into production. The adoption of provenance rep-
resentation standards is limited, with only a few tools, such as DPDS, ML ow2PROV,
and ProvLake, leveraging established standards like PROV. Independence is provided by
more solutions, with more than half of the solutions supporting arbitrary execution frame-
works. For instance, ML ow and WandB are versatile and compatible with a wide range
of ML frameworks such as TensorFlow, PyTorch, and scikit-learn, while Vamsa facilitates
provenance capture in Python scripts. DPDS also supports Python scripts, but data should
be in the form of Pandas dataframes.
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Chapter 4
Proposed Approach: DLProv

In this chapter, we introduce DLProv, the suite of provenance services proposed in this
thesis. We present its key aspects within the traceability ow outlined in Chapter 2, cov-
ering the provenance data model, mechanisms for capturing and storing provenance, and
the analysis of DLProv provenance data through queries.

4.1 Suite of Provenance Services

Generating a provenance graph is a natural solution for traceability. Therefore, we de-
signed the DLProv suiteto integrate provenance services into DL work ows, capturing
prospective and retrospective provenance, thereby supporting detailed analyses and en-
hancing trust in DL models. This suite includes the core DLProv services alongside tai-
lored instances for Keras and PINNs, as well as support for interoperability with other
tools capturing provenance at different work ow steps, including data preparation.

The DLProv suite architecture consists of four layers, according to Figure 4.1, namely:
(i) Training Layer (ii) Data Layer (iii) Provenance Integrator Layeand (iv) Analysis

Layer. The Training Layeris where the training librarye(g. AutoML libraries, Ten-
sorFlow, Keras, PyTorch) executes and interacts withRitteenance Extractorwhich
accesses the hyperparameter values and metrics at runtime and gets their values. The
Provenance Extractois implemented and deployed independently of the training library.
Consequently, data scientists can choose any training library or DL framework and in-
strument their code by adding calls to fRevenance Extractocomponent. This enables

them to specify what data to capture (prospective provenance) and where in the script it
should be captured (retrospective provenance). We assume that the programs in the DL
work ow are gray boxesj.e. part of their source code can be adapted, while the other

https://github.com/dbpina/dlprov
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part can invoke private source code (black box). By capturing both prospective and ret-
rospective provenance, DLProv not only supports queries but also enables auditing of the
captured provenance, as it allows comparing expected derivations with actual executions.

Figure 4.1: DLProv Suite Architecture (PIN& al., 2025).

4.1.1 Provenance Data Model

A provenance graph is a structured representation that models the data ow, processes,
and relationships within a system. It provides an account of how data is generated, trans-
formed, and used by capturing interactions between entities (data or artifacts), activities
(processes or data transformations), and agents (people or systems). In this directed graph,
nodes represent the core elements, entities, activities, and agents, while directed edges
represent relationships suchwsed wasGeneratedByandwasDerivedFron{BELHAJ-

JAME et al, 2013; HUYNHet al,, 2018).

Consider a scenario where a DL model is being trained. The resulting provenance graph
for this process would have agents, entities, and activities as nodes. Entities would be the
raw dataset and any intermediate datasets produced during preprocessing, hyperparame-
ters, and model metrics. Activities would be data preparation steps, DL model training,
and validation processes. Agents would be those responsible for initiating the training
process or the computational environments where the DL model training occurs. The
edges in the provenance graph represent the relationships between the activities and enti-
ties. Usededges would connect activities to the entities they use. For instance, an edge
may link a training activity to the preprocessed dataset it ug¢ssGeneratedBgdges

would indicate the generation of new entities by speci c activities. A model training
activity, for example, would be linked to the trained model it produces.

The data preparation can also be represented in the provenance graph, as in the example
shown in Figure 4.2. For instance, consider a dataset of ower images where each im-
age contains elements like surrounding grass or background. A cropping operation could
be applied to isolate only the ower in the image. Suppose the original raw image is
1024x768 pixels, and the ower is centered within a 500x500-pixel square. The cropping
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operation would extract this 500x500 region and discard the rest, creating a processed im-
age that highlights the ower and minimizes noise in the dataset. In W3C PROV terms,
the raw image is represented as an entity, naexedwImage with metadata specifying

its dimensions (1024x768 pixels) and source (Dataset A). This image is connected to a
ex:Croppingactivity through theusedrelationship, indicating that it served as input for

the operation. The activity can include metadata about its start and end times, as well
as speci c parameters used to de ne the rectangular area to be cropped from the raw
image. The resulting cropped image is another entity, nagremtoppedimagewith up-

dated dimensions (500x500 pixels). This entity is linked to the cropping activity through
thewasGeneratedBselationship, indicating that the cropping activity produced this new
image. Additionally, the cropped image is linked back to the original raw image through
thewasDerivedFrontelationship, establishing that the cropped image originates from the
raw image. To ensure complete traceability, the cropped image can also be connected to
the aforementioned training activity, illustrating the data's ow from preparation to DL
model training. The provenance graph also includes an agent, representing the data sci-
entist who performed the operation, identi ede@sAlice This agent is connected to the
cropping activity with thevasAssociatedWittelationships, indicating responsibility for
executing the operation.

Figure 4.2: A W3C PROQV representation of an image cropping activity transforming a
raw image entity into a cropped image entity.

To represent the provenance information captured in DL work ows, we propose a spe-
cialized provenance data model derived from the domain-agnostic PROV-DM (BELHAJ-
JAME et al,, 2013). Given that most ML work ows follow a common structure, typically
involving data preparation, data splitting, model training, and testing, we adapt PROV-DM
to explicitly incorporate these elements. This specialization ensures that the provenance
data model captures details of DL work ows while maintaining compatibility with PROV-
DM. Figure 4.3 presents the UML class diagram of the proposed provenance data model.
The initial version of this model was introduced in (PINAal, 2021) and later re ned

in (PINA et al,, 2023), adding classes that highlight the relationships between data trans-
formations within the DL work ow. This provenance data model is tailored to capture
training-speci ¢ data from DL experiments while integrating them into the preprocessing
transformations performed on the data.

47



Figure 4.3: Provenance data representation for DL work ows. Extended from (PINA
et al, 2023).

The classes related to the data ow speci cation are inherited from the PROV-Df model
(SILVA et al, 2016), which arelata ow, data_transformationdata_entity data_depen-
dency andattribute These classes represent prospective provenance. At its core, the
data ow class represents the work ow, identi ed by an id and a descriptive tag. The
execution of a speci ¢ instance of data ow is managed by dla¢a ow_executiorclass.
Within a data ow, individual stepsi.e. activities, are de ned aslata_transformation

such agrain.

DL work ow con guration, which consists of different entities that are used or generated
throughout the DL work ow, is captured by th@ata entityclass. In previous papers,

we have used this class with the nadaa_setas any collection of data elements to be
consumed or produced during an activity. However, to avoid confusion with a dataset that
serves as input for training a DL model, we employ the telata_entityin the current
provenance data model. Tlperformanceclass monitors task performance, recording
attributes such as method descriptions, start and end times, and invocation details. Re-
lationships between transformations are tracked usingatee dependenaglass, which

links transformations through thesrevious_dt_icandnext_dt_id along with the associ-

ated data entities.
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To represent retrospective provenance, the provenance model contains theasiass
which represents the instances of activities that are executed, which allows for recur-
sive queries that trace back the execution. The input of the training process is captured
in theitrain class, which includes parameters such as the optimizer name, learning rate,
number of epochs, batch size, and number of layers. The outcomes of the training are
represented by thetrain class, which stores metrics like loss, accuracy, validation loss,
and validation accuracy for each epoch. The resulting trained models are managed by the
otrained_modetlass, which includes identi ers for the associated training task, model
name, le path, and related test task. Testing processes are tracked otetitelass,

which records test accuracy and loss. Data splits used in training and testing are handled
by theidata_splitand odata_splitclasses, with attributes to identify the dataset paths,
names, and task identi ers for training and testing. A DL model training or even a data
preparation step can be performed on various hardware platforms, ranging from laptops
to supercomputers with different GPUs. To capture this variability, the provenance model
includes ahardwareclass that persists information about the hardware resources used
during execution. Additionally, the provenance model supports the tracking of user infor-
mation through theiserclass, which can be associated with a speci c execution.

With these classes, the data scientist can discover which preprocessing methods were ap-
plied to the data used to train/evaluate a model. The preefers to the input parameters

of a task, and the pre % in the classes refers to the output parameter values. This model

is designed to be extensible, allowing the incorporation of additional elements, such as
hyperparameters, metrics, and data transformations, as needed for more detailed analysis.
For example, the activitgx:Croppingand the resulting entitgx:croppedimageshown

in Figure 4.2, could be integrated into the provenance data model to be captured.

Having a well-de ned provenance model is important because it provides the foundational
structure for generating a provenance graph. By explicitly capturing details about the en-
tities, activities, and agents involved in the execution, this provenance model ensures that
relevant aspects of the work ow are recorded and represented. Later, the provenance
graph will be generated based on this model, allowing for detailed analysis, tracking of
relationships, and accountability throughout the DL work ow. This structured represen-
tation not only enhances transparency and trust but also facilitates the interpretation and
veri cation of results, which is important for trust in the model's outcomes.

4.1.2 Provenance Capture

DLProv operates independently of the DL framework, as its services are invoked through
script instrumentation, in an extended version of DfAnalyzer (SlligfAl., 2020). This
approach enables the capture of the DL work ow con guration, as shown in the prove-
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nance model in Figure 4.3, while also tracking dependencies within the work ow. The
data scientist de nes which domain data, model con gurations, and model metrics will be
captured and where they should be captured. With this instrumentatioRrdfienance
Extractor can access the data during training. For instance, Listing 1 illustrates a frag-
ment of the instrumentation for a simple work ow. In this example, the work ow takes

a preprocessed dataset, splits it into training and testing subsets, and then uses the train-
ing set to train a DL model. A dependency, suctdapendency=tlmeans that activity

t2 (e.g, model training) can only start after activity (e.g., data splitting) has produced

the required output. For simplicity, the inputs and outputs of actiditsgre omitted. In
Listing 1, lines 2 and 3 de ne the prospective provenance, whereas lines 5 to 18 handle
the capture of retrospective provenance.

dataflow_tag = "example"

df = Dataflow(dataflow_tag, predefined= True )
df.save()

exec_tag = dataflow_tag + "-" + str(datetime.now())

t1 = Task(l, dataflow_tag, exec_tag, "SplitData", dependency = t0)
class DLProvCallback (Callback):
def on_epoch_end(self, epoch, logs= None):
tf2_output = DataSet("oTrain", [
Element([timestamp, elapsed_time, loss, accuracy,
val_loss, val_accuracy, epoch])])
t2.add_dataset(tf2_output)
t2.save()
t2 = Task(2, dataflow_tag, exec tag, "Train", dependency = t1)
callbacks = DLProvCallback(t2)
tf2_input = DataSet("iTrain", [Element([optimizer_name,
learning_rate, epochs, batch_size, num_layers])])
t2.add_dataset(tf2_input)
t2.begin()
model.compile(optimizer=opt,
loss= sparse_categorical_crossentropy ,
metrics=[ accuracy ])
model.fit(x_train, y_train, epochs=epochs, validation_split=0.2,
callbacks=callbacks)
tf2_output_model = DataSet("oTrainedModel", [Element([trained_model,
trained_model_path])])
t2.add_dataset(tf2_output_model)
t2.end()

Listing 1: Fragment of DLProv instrumentation showing activity dependencies in a simple
DL work ow.

Consider the cropping scenario. The work ow starts with a raw image entity that un-
dergoes a cropping operation. Once cropping is applied to all raw images in the dataset,
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the resulting cropped images are used in subsequent steps, such as splitting the data into
training and testing sets, followed by training a DL architecture. Here, the splitting activ-

ity is identi ed astl, and the training activity a2, with t2 explicitly dependent on the
completion oftl. This dependency ensures that the training process cannot begin until
the split images are available.

Intermediate steps, such as additional preprocessing operations applied to the cropped
images before traininge(g, data augmentation or normalization), would also depend

on the output of the cropping operation. This creates a chain of dependencies, where
each activity is linked to the successful completion of the preceding step, ensuring the
work ow's traceability.

4.1.3 Provenance Store

Once captured, the provenance data is sent asynchronously with the DL execution to
the Data Layer DLProv adopts a DBMS as its primary persistence storage, leveraging
decades of solid technology. The DLProv suite uses a DBMS to persist provenance data
represented with the provenance model, according to Figure 4.3. This DBMS is currently
instantiated with MonetDB a columnar database optimized for analytical workloads, as

its provenance storage solution.

During the training of a DL model, provenance data is persisted, ensuring minimal inter-
ference with the training process. This allows scientists to execute SQL queries on the
data while the DL model is still being trained. Even after the training phase nishes, the
provenance data remains stored in the database, enabling continued analysis and querying
to support trust and the assessment of model performance.

In some cases, provenance capture for different stages of a DL work ow may be han-
dled by separate solutions, for example, one solution capturing provenance during data
preparation and another during DL model training. To address this scenario, and assum-
ing both solutions adhere to the W3C PROV recommendatiorRtbvenance Integrator
Layerensures integration of the provenance information collected by these solutions. To
allow the integration between these data models of two provenance databagesytie
nance Mappenpbtains the identi er for each record or image and inserts this identi er in
the DL Model Provenanceéatabase, along with the type of data transformation that will
use the record.

2https://iwww.monetdb.org/
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4.1.4 Provenance Queries

During the development and selection of DL models, scientists rely on queries to analyze
metadata captured during training. This metadata includes details about training epochs,
parameters, and the performance of candidate models, such as in Figure 4.3. By querying
this database, scientists can make informed decisions about selecting the “best” candidate
for deployment. Once a DL model transitions into production, queries play an important
role in ensuring reproducibility and verifying consistency. For instance, scientists may
use queries to con rm whether the preprocessing steps applied during model development
were replicated in the production environment. These checks are important for detecting
discrepancies that could compromise the reliability of the deployed model.

TheAnalysis Layeprovides data scientists with analytical capabilities, enabling them to
perform queries during training and explore provenance data in greater depth after train-
ing is complete. One of the advantages of provenance analyses using DBMSs is that
they can be independently invoked, using interactive tools beyond traditional query lan-
guages. Most DBMSs are compatible with user-friendly dashboards and visualization
platforms, such as Elasticseat@nd Kiban4, which support rich, intuitive visual analy-

ses, as shown in (KUNSTMANRt al,, 2021). Moreover, approaches such as text-to-SQL
(NASCIMENTO and CASANOVA, 2024) can automatically generate SQL queries from
natural language, lowering the technical barrier for users.

While many analyses are “well-suited” with “columnar queries”, traversal provenance
queries can bene t from a graph database. To meet this need, the DLProv suite includes
functionality for generating provenance graphs and ingesting them into Neo4pe
gueried using Graph-DBMS interfaces. By being W3C PROV compliant, DLProv can
use tools like PROV Database Connettand PROV2Nef among others. With the
Provenance Exporteiscientists can create a provenance graph that encompasses the en-
tire work ow, including all candidate models, or focus speci cally on a single execution.

To generate a provenance graph for all executions, the data scientist can use the command
python generate_prov.py -df tag <insert df tag> . To generate the
graph for a speci ¢ execution, the scientist can qython generate_prov.py

-df_exec <insert df_exec> . The<df _tag> parameter is de ned by the user

in the code, and thedf exec> is automatically de ned by DLProv. Both values can

be queried in MonetDB.

3https://lwww.elastic.co/elasticsearch
“https://www.elastic.co/kibana
Shttps://neo4j.com
Shttps://github.com/DLR-SC/prov-db-connector/
"https://github.com/DLR-SC/prov2neo
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The generation of provenance graphs assumes that the data is already stored in MonetDB
following DLProv's provenance model. Queries are then executed on MonetDB to re-
trieve entities, such as datasets, models, and hyperparameters, along with activities, which
represent data transformations, and agents, including the user responsible for the DL ex-
ecution and the machine used. With this information, the nodes of the provenance graph
are established. Next, DLProv extracts relationships based on the provenance model,
leveraging attributes likprevious_dt_idandnext_dt_idto infer usedandwasGenerat-
edByrelationships between entities and activities, as well as associations between agents
and activities. The provenance document is then ready to be saved in different formats,
such as JSON, PROV-N, PDF, and PNG.

Once the provenance document is constructed, it can be visualized using these formats,
but it can also be ingested into graph databases for further analysis through queries. DL-
Prov provides functionality for ingestion into Neo4j, a graph database optimized for han-
dling complex relationships. This ingestion process involves translating the W3C prove-
nance document into a property graph model compatible with Neo4j's structure. Each
node in the provenance graph is mapped to a corresponding node in Neo4j, with labels
and properties that retain key metadata. Similarly, edges representing relationships be-
tween nodes are preserved to maintain the semantic integrity of the provenance data. This
is achieved through solutions like the PROV Database Conrfegtbich is used in this

thesis. DLProv creates a database in Neo4j, reads the provenance document, and, using
the PROV Database Connector, maps and ingests the provenance data while preserving
its structure and relationships.

Table 4.1, adapted from (PINAt al, 2024) outlines a set of queries used during two
key stages of the work ow:(i) the training and selection of DL models, a(g their
deployment and use in production. These queries were gathered from the literature and
Data Science Stack Exchange (DSSE) webhaayed adapted from the Provenance Chal-
lenged®, as there is currently no established benchmark for this task. While the selected
gueries may not cover all possible use cases, they are representative of common prove-
nance analysis needs. The queries vary in complexity; some focus on single DL work ow
activities, such as DL model training, while others trace the derivation path of artifacts
across multiple stages. In thgork ow Stagecolumn, we distinguish betweddevelop-
mentand Deploymentstages. A query classi ed und&evelopmentan be performed
during the generation and selection of DL models, leveraging data from multiple execu-
tions and con gurations. Queries marked @sploymenfocus on the provenance data

of the deployed DL model, providing insights into its behavior and derivation trace in

8https://github.com/DLR-SC/prov-db-connector/
%https://datascience.stackexchange.com/
Onttps://openprovenance.org/provenance-challenge/WebHome.htm
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the production environment. If a data scientist needs to analyze additional executions
or con gurations beyond the deployed model, the work ow is assumed to revert to the
Developmenstage for further exploration. This distinction clari es the scope and appli-
cability of each query within the DL work ow.

Table 4.1: Examples of typical provenance queries in DL work ows.

Id Query Work ow Source
Stage

Q1 | Find all trained models with a speci ¢ value for the learnirigDevelopment| Provenance
rate. Challenge 1

Q2 | What was the epoch's average processing time of the madBlevelopment, (SOUzZA
training? Deployment | etal, 2022)
Q3 What is the hyperparameter con guration used to train theDevelopment| Provenance
model with the highest average training accuracy? Challenge 1
Q4 What is the hyperparameter con guration used to train theDevelopment| Provenance
model with the highest test accuracy? Challenge 1
Q5 For a given experiment, which data contributed to the run Development| Provenance
with the highest test accuracy? Challenge 1

Q6 | Given a training set, what are the values for hyperparametdbevelopment,| (SOUZA
and evaluation measure associated with the trained modelDeployment | et al, 2022)
with the least loss?

Q7 Which hyperparameters were used in this model? | Development,| (SCHELTER
Deployment | etal, 2017)
Q8 What was the computational environment used to train p Development,| Provenance
given model? Deployment | Challenge 4
Q9 Who was responsible for training a given model? Development,| Provenance
Deployment | Challenge 4
Q10 Find the process that led to a given moded.(model Development,| Provenance
M)/everything that caused model M to produce these resultdeployment | Challenge 1

Q11 Which data was used to train this model? Development,| (NAMAKI

Deployment | etal, 2020)
Q12 | What feature transformations have been applied to the dat&®velopment,| (SCHELTER
Deployment | etal, 2015)
Q13 High loss even tuning hyperparameters and applying dataDevelopment DSSE

augmentation
Q14 | Training with imbalanced dataset not giving good validationDevelopment DSSE
accuracy

1 https://openprovenance.org/provenance-challenge/
FirstProvenanceChallenge.html

2 https://datascience.stackexchange.com/questions/115857

3 https://datascience.stackexchange.com/questions/115268

When training a DL model with several con gurations, queries can provide insights into

the process and outcomes of the experiments. These queries enable comparison and selec-
tion of the most suitable model for deployment by analyzing training con gurations, per-
formance metrics, and other information. They support the evaluation of multiple training
runs, helping to identify con gurations that yield the best results or optimize speci c cri-
teria. For instance, Q1 helps lIter the experiments. By determining the average time
per epoch during training, Q2 can provide insights into the computational performance

of different con gurations. Q3 enables the data scientist to evaluate which con gurations
are more likely to generalize well to unseen data, offering a starting point for further tun-
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ing or testing. Q4 focuses on selecting the model that is most likely to perform well in
real-world scenarios, where the test accuracy serves as a proxy for deployment reliability.
Q5 traces back the data that played a role in achieving the best test accuracy, providing
a clear link between the input data and model performance. With Q6, data scientists can
analyze the relationship between different hyperparameter con gurations and DL model
performance.

Once a model is deployed, the provenance document becomes an important resource for
guerying information about its performance and behavior. Post-deployment queries can
focus on the reproducibility of the model's performance under different conditions or the
impact of any changes made during deployment. These queries provide insights into how
the model interacts with new data and whether adjustments to the deployment environ-
ment are needed. They also play an important role in model monitoring, troubleshooting,
and auditing, ensuring that the model operates as expected. For instance, Q7 can reveal
the exact hyperparameters used during training, which is important for understanding how
different con gurations €.g, learning rate, or batch size) in uenced the model's perfor-
mance. This knowledge can inform future retraining or tuning efforts. Understanding
the computational environment where the model was traieegl GPU speci cations,
memory, OS, or speci ¢ software versions), as in Q8, is important for reproducing the
training setup, ensuring consistency across different production environments, and trou-
bleshooting potential environment-related issues that might arise during deployment. Q9
identi es the individual or team responsible for training the model, offering accountabil-

ity and context when revisiting decisions made during training, such as choices related
to hyperparameters or data preprocessing. Q10 provides a detailed provenance trail of
all steps leading to the creation of a model. This is important in deployment scenarios
where accountability is required, ensuring that all details during model training and val-
idation are transparent and documented. Q10 also ensures that the original processes are
well-documented, facilitating ef cient reproducibility of results. Q11 and Q12 are partic-
ularly bene cial as they provide information about the datasets used to train the model.
These queries ensure that the data preparation process is traceable and that the provenance
document includes detailed information about any data transformations. In a production
setting, they help verify that the model was trained on the intended data and serve as an
audit trail for evaluating model performance or addressing any data-related issues. Fi-
nally, knowing the feature transformations applied to the training data, as queried in Q12,
is important for understanding how preprocessing affected the model's performance. For
example, if feature scaling, encoding, or dimensionality reduction was used, tracking
these steps ensures that future changes in preprocessing do not unintentionally alter the
model's behavior. Q12 also helps identify any discrepancies between the transformations
applied to the data during DL model training and those used during deployment, ensuring
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consistency in preprocessing steps and minimizing the risk of performance degradation
due to mismatched transformations.

4.1.5 Provenance Panel

While analyses are available within tA@alysis Layethrough queries and during train-

ing, evaluating the metrics solely through tables generated by SQL queries is not straight-
forward. There is a demand for supplementary monitoring with graphical resources and
exibility in choosing visualizations (HOHMANet al, 2019). In our initial endeavor to
improve theAnalysis Layemprovided by DLProv , we advocate for the incorporation of
graphical visual support, complementing the provenance database. This enhancement al-
lows for an evolutionary analysis of data throughout the training of DL models. Achieving
this involves integrating the provenance database with Elasticsearch and Kibana, resulting
in the creation of @rovenance PandlSILVA et al,, 2021a) (developed in collaboration

with Master's student Filipe Silva). Elasticsearch and Kibana were selected due to their
inclusion in theElastic Stack!!, offering a suite of free and open tools for ingesting,
enriching, storing, analyzing, and visualizing data.

This panel allows data scientists to choose visualizations for key data at each epoch, in-

cluding epoch number, chosen model, elapsed time, start and end time, accuracy, and
loss. By transmitting this data to Elasticsearch, dynamic graphs are automatically gener-

ated during execution, such as graphs illustrating average time per epoch, accuracy, and
loss trends by epoch, and the comparison between training and validation set accuracy.

TheProvenance Panetleveloped in Python, is designed to run periodically. It selectively
transfers data from thBL Model Provenancelatabase (in MonetDB) to Elasticsearch,

as the intention is not to be a replica of the original database, but a search engine for the
main application data. The application uses MonetDB database credentials to extract the
latest records from MonetDB, employing an SQL query at prede ned time intervals for
ingestion into Elasticsearch.

4.2 DLProv Specializations

The DLProv suite includes specialized instances tailored to speci ¢ use cases of DL work-
ows. These specializations are distinguished by their integration wititaming Ser-

vice Layer using componentsraining Library CoreandProvenance Extractornitially,
DLProv was considered to support analyses over DL model training and evaluation in
arbitrary execution frameworks (PIN&t al, 2021). This section introduces three key
instances: DLProv for Keras, DLProv for PINNs, and DLProv for the DL life cycle.

Uhttps://www.elastic.co/elastic-stack/
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4.2.1 DLProv for Keras

KerasProV? (PINA et al, 2021) was developed to show that DLProv services can be
explicitly invoked from DL scripts or can be embedded into different DL frameworks. Its
architecture functions as a provenance plugin for software that executes DL work ows,
speci cally integrating with the Keras AP,

KerasProv was rstintroduced during my master's research and later extended to be com-
patible with our current provenance model. KerasProv invokes DLProv provenance ser-
vices directly within the functionalities of the Keras API, providing a Python-based inter-
face for capturing provenance data from Keras DL applications. The core design principle
behind KerasProv is to preserve the original Keras structure while enabling the online
registration of model con gurations, model metrics, and their relationships as prove-
nance datai.e, DL work ow con guration and DL work ow results. This approach
ensures minimal interference with the scientist's work ow while maintaining compre-
hensive provenance documentation, supporting trust and the quality of DL models.

For KerasProv, th€rovenance Extractois embedded directly within the Keras library,
eliminating the need for manual instrumentation by the data scientist. Instead, the data
scientist selects prede ned provenance options, domain data, and hyperparameters to be
captured. Thérovenance Extractothen automatically extracts and stores the values of
the DL work ow con guration used in each training iteration. The code snippet in Listing

2 shows how provenance data can be captured for a Keras model.

hyperparameter_values = {"OPTIMIZER_NAME": True ,
"LEARNING_RATE": True,

"DECAY": False ,

"MOMENTUM": False ,

"NUM_EPOCHS": True ,

"BATCH_SIZE"™: True

"NUM_LAYERS": True }

model.provenance(dataflow_tag="KerasProv-example",
adaptation=  True ,
hyperparameters = hyperparameter_values)

Listing 2: Code snippet showing how to use DLProv for Keras. Adapted from (PINA
et al, 2021).

In this example, thdwyperparameter_valuedictionary de nes which hyperparameters
are captured during training. Each key in the dictionary corresponds to the name of a hy-

nttps://github.com/dbpina/keras-prov
Bhttps://keras.iof
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perparameter(g, OPTIMIZER_NAME, LEARNING_RATE), while the boolean values
indicate whether the respective hyperparameter should be included in the provenance data.
The model.provenance() function is then invoked to capture this information, us-

ing thedataflow_tag  parameter to assign a unique identi er to the model's data ow.
This minimal addition to the code is suf cient to enable provenance capture, as illustrated
in Listing 2, without requiring further instrumentation.

This specialization shows how DLProv can be embedded into DL frameworks to avoid
manual instrumentation. However, the current implementation is coupled with a speci ¢
version of Keras, which limits its compatibility. Nevertheless, this approach highlights
how the Keras API and other frameworks could adopt provenance capture as a built-in
plugin, making such capabilities readily available for all users in a compatible represen-
tation.

4.2.2 DLProv for PINNs

Since DLProv provides exibility in terms of arbitrary execution frameworks, we ex-
tended the provenance data model and, consequ@&mntlyenance Extractorto capture
provenance for PINNs, which have speci ¢ model con gurations and model metrics and
are often trained using speci ¢ frameworks like DeepXDE (etAl., 2021) and SciANN
(HAGHIGHAT and JUANES, 2021). This instance, called PINNProv (DE OLIVEIRA
et al, 2023), was developed in collaboration with Lyncoln S. de Oliveira as part of his
M.Sc. thesis (DE OLIVEIRA, 2023).

To capture provenance when using DeepXDE, a specialized library for PINNs, it is nec-
essary to create a class that inherits fromdbepxde.callbacks.Callbackass. This ap-
proach allows PINNProv to leverage DeepXDE methods, which are executed during key
steps in the training process of the PINN model. The code example in Listing 3 shows
how manual instrumentation is carried out, following the structure outlined in Listing 1.
Speci cally, the code shows how to capture provenance at key moments during training:
when the model training beginer{_train_begiy, when it endsdn_train_end, and after

each epochan_epoch_end

In addition to traditional hyperparameters and metrics, PINNs have speci ¢ metrics that
are unique to their architecture. These include loss components sSWEIEHT LR
WEIGHT_LB andWEIGHT _LD The ability to capture these specialized metrics, along
with any other relevant data, ensures that the full range of training details can be recorded
as provenance. With the useadllback PINNProv can be used with DeepXDE for any
PINN speci cation and any of itback-ends
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class PINNProv (deepxde.callbacks.Callback):

def

def

def

__init__(self):

()

df = Dataflow(dataflow_tag, [ OPTIMIZER_NAME ,
LEARNING_RATE, EPOCHS, BATCH_SIZE, LAYERS,
WEIGHT_LR, WEIGHT LB, WEIGHT_LD],

[epoch, time elapsed, LOSS, LR train, LB train,

LD train, Q_train_error, U_train_error])

df.save()

on_train_begin(self):

()

tl = Task(l, dataflow_tag, exec tag, "Train")

tfl_input = DataSet("itrain”, [Element([opt_name, |_rate,
epoch, batch, layers_list, weight_Ir, weight_Ib, weight_Id)])
tl.add_dataset(tf1_input)

t1.begin()

on_epoch_end(self):
tf1_output = DataSet("otrain”, [Element([epoch, elapsed_time,
loss_value, Ir_value, Ib_value, Id_value, err_g_train,
err_u_train])])
tl.add_dataset(tf1l_output)
tl.save()

model.train(..., callbacks=[PINNProv()])

Listing 3: Code snippet showing how to use DLProv for PINNs. Adapted from
(DE OLIVEIRA et al, 2023).

4.2.3 DLProv for the Deep Learning life cycle

The DLProv suite includes an instance as an integration mechanism for provenance data
that enables the capture and merge of information across different stages of a DL work-
ow. Speci cally, the Provenance Integrator Layeserves as a bridge that facilitates the
integration of provenance data, whether it originates from preprocessing, model train-
ing, or other steps within the DL work ow. While thBrovenance Integrator Layes
designed to be adaptable and extendable to accommodate different provenance capture
solutions, its current implementation focuses on integrating data from two key sources:
preprocessing steps, as captured by Chapetah (CHAPMAN et al,, 2020), and DL

model training and selection, as captured by DLProv.

Chapmaret al. (CHAPMAN et al,, 2020) proposed a provenance capture tool for ML
preprocessing, wherein provenance is captured when operators are applied to datasets.
They also proposed a formalization for the set of operations, such as data reduction, aug-
mentation, and transformation. The main purpose of the provenance capture in ML data
preprocessing is to allow the data scientist to analyze, understand, and debug what hap-
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pened in the execution. As the provenance is captured in a very ne grain, it allows the
data scientist to track individual data items. The tool is backed by a MonéfoilzBabase

that is used as a provenance store. The implemented system was tested over real-world
ML benchmark pipelines like German Credit, Compas Score, and Census, and the results
showed that it is possible to collect ne-grained provenance that is helpful for the data
scientist's analysis, such as analyzing why applying an imputation during preprocessing
on train/test dataset, the same values are predicted for all rows.

In the preprocessing step, provenance data is collected by a dedicated module that tracks
transformations and modi cations made to the raw data. This could include operations
such as normalization, feature extraction, and data augmentation. The provenance infor-
mation gathered in this step includes not only the transformations applied to the data but
also metadata such as the parameters used in each operation, the timestamp of when the
transformations occurred, and the resulting data artifacts. By capturing this information,

a solution ensures that the data preparation step is fully traceable, which is essential for
reproducibility and transparency in DL work ows. Once the data is prepared, the training
process begins. A data scientist can leverage DLProv to capture provenance throughout
the DL model's training.

TheProvenance Integrator Layeronsolidates this diverse provenance data into a uni ed
structure that can be queried, visualized, and analyzed. This integration is important for
supporting complex analyses, such as identifying correlations between data transforma-
tions and model performance, detecting issues related to data leakage, or ensuring that the
same preprocessing steps used during training are consistently applied when the model is
deployed in production.

To enable the integration of provenance data models from two provenance capture tools,
the rst step is to obtain a unique identi er for each data recardy( record_id), which

can be retrieved by querying tiidata Preparation Provenancgatabase, responsible for
storing the provenance data for the preprocessing operations. Once the record_id is ob-
tained, it is inserted into thBL Model Provenancelatabase (in MonetDB), along with

the type of data transformation associated with that recargwWhether the record will be

used for training or evaluation of a DL model). Since these records play an important role
in the model development and selection process of the DL work ow, and MonetDB serves
as the provenance database during this stage, the record_id attribute must be present in
both provenance models to establish a foreign key relationship between the two databases.

Figure 4.4 shows on the left a fragment of the dataset Framingham Heart Disease (FHS),
with features male, age, education, cigsPerDay, and glucose. Each record has a unique
identi er called record_id. Since the provenance for the preprocessing is collected at an

Yhttps:/iwww.mongodb.com/
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attribute level, each data value receives an identi er. Examples of the record_id and iden-

ti er can be seen in Figure 4.5. On the right of Figure 4.4, some preprocessing operations
are applied to the data, such as removing the feadteation As a result of this op-

erator, the tool generates a provenance document such as the one shown on the right of
Figure 4.5, where there is an activity nani@nensionality reductiomapplied to the fea-

ture callededucation This activity was responsible for invalidatingg, removing) the

feature education for each record_id, generating a relation of thentgipvalidatedBy
containing all data values for the education feature.

Figure 4.4: Current provenance model granularity for preprocessing.

Figure 4.5: Example of provenance captured during the preprocessing step.

After preparing the data to train a DL model, the data scientist needs to de ne the hyperpa-
rameters' values and the DL architecture. During this training/evaluation, it is important
to analyze the metrics resulting from these con gurations. Figure 4.6 shows two con g-
urations to train a DL model and the metric®(loss and accuracy) achieved during the
training of these two sets of hyperparameters. Training consuunses) @ series of hy-
perparameter values such as the name of the optimizer, learning rate, number of epochs,
and number of layers in the network, and produceasGeneratedBya set of metrics,

such as the accuracy, the value of the loss function, and the elapsed time of each epoch.
RelationsusedandwasGeneratedBare represented in the provenance document shown

in Figure 4.7. Note that the DLProv's provenance is represented at a row level with the
provenance data model, so it considers a set of hyperparameters as an entity, as well as a
set of metrics for each epoch in the training.

Figure 4.8 presents a fragment of our provenance model, represented as a UML class di-
agram, along with a fragment of the instantiation of the preprocessing provenance model
for the running example. It illustrates the origin of trezord_id which is used to inte-

grate these two provenance documents.
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Figure 4.6: Current provenance model granularity for model selection.

Figure 4.7: Example of provenance in the model selection.

Figure 4.8: DLProv provenance data model and instantiation of the preprocessing prove-
nance.
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Figure 4.9 shows the steps of the proposed integration between these two provenance cap-
ture tools to allow the integration between the data models of the two provenance capture
tools, rst, it is necessary to obtain the identi er for each record (record_id), and this
can be performed by querying titmta Preparation Provenancéatabase. At this time,

the Provenance Integrator Layaronsiders only structured date.g. tabular data). This

step is callednapping We propose three mapping alternatives, which will be further de-
scribed. Second, the obtained record_id is inserted iDthModel Provenancédatabase

(in MonetDB), along with the type of data transformation that it is going to use that
record (.e. if the record is going to be used to train a DL model or test/evaluate). Since
the records are used in the model selection process of the DL work ow and MonetDB is
the provenance database for this step, the record_id attribute must be in both models to
act as a foreign key between provenance databases.

Figure 4.9: Diagram for the mapping. Adapted from (PlBtal., 2023).

We present three mapping alternatives. The rst is straightforward. When splitting the
dataset, the mapping function identi es the record_id through a MongoDB query that
returns the attributes and values of each record, as shown in Listing 4.

for each record in dataset:
cursor = db.entities.find(
{"attributes.feature_name": attribute, "attributes.value": value})
return  record_id

Listing 4: Simple mapping alternative for retrieving record_id from MongoDB.

Due to the granularity of the preprocessing provenance (attribute level), this query would
have to be processed for each attribute in a record, and then nd the common record_id.
However, the processing time for each row is too long. For instance, the execution of
this query took approximately 996.17 seconds for 1,000 rows of the Framingham dataset
(which contains 4,240 rows). Therefore, this alternative did not achieve good results.
The second alternative is to add to the preprocessing provenance capture the mapping
between the record and the record_id. The idea is to write the entities along with the
mapping between record_id and attributes as presented in Listing 5.

As the nal dataset is composed of the preprocessed data, every time a data value is
modi ed or deleted during the preprocessing step, the mapping should be updated to
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for each record in dataset:
attributes = {}
attributes[ record _id] = record_id
for i in record.keys(): attributes[i] = recordl[i]

Listing 5: Mapping alternative for theecord_id during preprocessing provenance cap-
ture.

re ect that, thus nding the correct record _id. At the end of the preprocessing step, the

resulting JSON for the mapping is persisted in MongoDB. With this alternative, only one

guery would be necessary to identify the record_id of a speci c record, as presented in
Listing 6.

cursor = db.mapping_records.find(

{$and {"'male™: 1},{"age": 39},{"currentSmoker": 0},{"cigsPerDay": 0},
{"BPMeds": 0.0},{"prevalentStroke™": 0},{"prevalentHyp": 0},
{"diabetes": 0},{"totChol": 195},{"sysBP": 106},{"diaBP": 70},

{"BMI"; 26.97},{"heartRate": 80},{"glucose™: 77}})

Listing 6: Example illustrating how to retrieve tinecord_idof a tuple.

For the second alternative, the average processing time for the queries and inserting the
results into MonetDB (10 repetitions) for the Framingham dataset was 49.85 seconds,
205.8 seconds for 1,000 records of the Adult Census dataset, and 1,496.13 seconds for
the Credit Card Fraud dataset. Therefore, it is still taking a long time to process the
gueries.

The third alternative is an improvement of the second one. Instead of writing the JSON
with the mapping between record_id, attributes, and values, a hash function (Fashlib

is applied to the dictionary corresponding to each record, and then, the mapping is in the
format presented in Listing 7.

{"record_id": id_value, "hash": hash_value}

Listing 7: Mapping alternative for theecord_idusing a hash function.

The hash function is applied to the dictionary of each record without containing the
record_id. Therefore, to nd the record_id for a speci c record, a simple query can get the
record_id that matches a hash value. This process is depicted in Figure 4.10. The average

Bhttps://docs.python.org/3/library/hashlib.html
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time to apply the hash function to each record, process the query to obtain the record _id,
and insert the results into MonetDB was 14.93 seconds for the Framingham dataset, 94.8
seconds for the Adult Census, and 139.41 seconds for the Credit Card Fraud. With these
results, we chose this mapping alternative in our experiments.

Figure 4.10: Example of the process to get the record_id.

This mapping adds an overhead to the execution of a DL model script due to obtaining
the record_id of each record and inserting it into MonetDB each time the dataset is split
for training a DL model. To mitigate, or at least reduce this overhead, the use of multi-
threading'® was introduced. In the DL model training, the step of obtaining the record_id,
and saving it in the database responsible for managing the DL model training data occurs
simultaneously, reducing the processing impact of this step.

nttps://docs.python.org/3/library/threading.html
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Chapter 5

DLProv in Action: Traceability for
Analyses of Deep Learning Work ows

This chapter presents the experimental evaluation of DLProv, highlighting its ability to
integrate data derivation traces fragmented across different work ow steps, represent
provenance data, operate independently of speci ¢ DL frameworks and computational
environments, and generate the corresponding provenance graph.

Table 5.1 provides an overview of the experiments presented in this chapter, covering a
diverse set of datasets, computational environments, and DL frameworksDakaset
column identi es the speci ¢ dataset used in each experiment, covering a wide range of
domains including healthcare, nance, computer vision, scienti ¢ simulations, and hand-
written document analysis. THeataset Characteristiceolumn classi es the type of

data used, such as text, image, numeric, scienti ¢, or handwritten images, re ecting the
diversity in data. The&Computational Environmerdolumn speci es the execution envi-
ronments used in each case, ranging from the use of CPUs in personal laptops and GPUs
in Google Colab to high-performance computing environments.Olh&rameworkcol-

umn identi es the DL framework used in the experiment, including TensorFlow, PyTorch,
and DeepXDE, thereby highlighting DLProv's independence of DL frameworks. Lastly,
the RQ column indicates which Research Question each experiment addresses. While
most of these experiments use Python scripts, some adopt Parsl to facilitate work ow
parallelization and resource management.
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Table 5.1: Overview of the experiments conducted to evaluate DLProv.

Work ow Analyses

This experiment focuses on RQ1 by showing the integration of data derivation traces
fragmented across different DL work ow steps, such as data preparation and DL model
training, to provide traceability. We evaluate real DL work ows using the proposed inte-
gration approach from Section 4.2.3, combining DL training, evaluation, and preprocess-
ing steps to ensure traceability. This integration is complex as it invo{ietsvo distinct
provenance trace§j) tuple-level granularity, with even ner granularity for data prepa-
ration, and(iii) validation through Apache Drfl] integrating MongoDB and MonetDB.
This experiment serves as a proof of concept, showing the feasibility of integrating data
preparationi(e. provenance of preprocessing operations applied to the input dataset) with

Dataset Dataset Char- | Computational DL RQ
acteristics Environment Framework
Framingham Text 4 CPU cores | TensorFlow RQ1, RQ4
Heart Disease
Adult Census Text 4 CPU cores | TensorFlow RQ1
Income
Credit Card Text 4 CPU cores | TensorFlow RQ1
Fraud
Detection
Iris Text 12 CPU cores| TensorFlow RQ2
Oxford Image 12 CPU cores| TensorFlow RQ2
Flowers
Oxford Image 1GPU TensorFlow RQ3
Flowers
ImageNet Image 1 GPU TensorFlow RQ3
MNIST Image 2 GPUs PyTorch RQ3
CIFAR-100 Image 2 GPUs TensorFlow RQ3
Brazilian Handwritten 2 GPUs PyTorch RQ3
Forensic Letter Images
Velocity elds Scientic 4 CPU nodes| TensorFlow RQ3
and Seimic
images
Seismic Scienti c 2 GPUs TensorFlow RQ3
images
Seismic Scienti ¢ 1GPU TensorFlow RQ3
images
x2[ 1;1] Numeric 1 GPU DeepXDE RQ3
5.1 Integrating Provenance Traces for Deep Learning

the training of a DL model, following the proposed provenance representation.

https://drill.apache.org
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Table 4.1 presents a series of provenance queries that are commonly submitted to prove-
nance databases. To evaluate if the proposed integration approach can answer these
gueries, we have captured provenance data in three real-world datasets involving different
types of preprocessing steps. Then, the resulting data from these steps is used to train a
DL model. Following, we describe the datasets and preprocessing operations used in the
experiments.

The Framingham Heart Disease (FR8ataset has over 4,000 records and 15 attributes,
such as gender, whether a person is a smoker, age, level of education, and how many
cigarettes are smoked per day. The target of the dataset is to predict the 10-year risk
of coronary heart disease (CHD). The goal of the Adult Census Intexperiment is

to predict whether annual income for an individual exceeds $50K based on census data.
These data were extracted from the 1994 Census Bureau database, which has over 32,000
records and 15 attributes, such as age, education, marital status, occupation, race, sex, cap-
ital gain and loss, and native country. Finally, the Credit Card Fraud Detéctainset
contains transactions made by credit cards in September 2013 by European cardholders,
with over 284,000 records. For the experiments presented in this section, we consider
50,000 records out of the 284,000. As a security concern, the actual variables are not
shared, but they have been transformed using principal component analysis (PCA). As a
result, we can nd 30 feature columns and 1 nal class column. The goal of this exper-
iment is to help credit card companies identify fraudulent transactions so that customers
are not charged for items that they did not purchase. Table 5.2 shows the preprocessing
steps for each of these datasets.

The experiments were performed using TensorFlomwa laptop with Intel Core i7-8565U
1.80GHz and 16GB RAM running Windows 10. They aim to show the analytical poten-
tial of the proposed approach rather than evaluating the performance of a trained model.
Common layers, such as dense layers with activations like ReLU and Sigmoid, were em-
ployed.

To reiterate, this integration involves provenance traces from two distinct solutions, one
from (CHAPMAN et al,, 2020) and the other from DLProv. Provenance from prepro-
cessing is stored in MongoDB, while provenance from DL model training and evaluation

is stored in MonetDB, requiring combined queries to reconstruct complete work ows.
Moreover, provenance data in this scenario varies in granularity. Training provenance
in MonetDB is structured at the tuple level, whereas preprocessing provenance in Mon-
goDB is stored as nested JSON at the attribute level. Our provenance model ensures that

2https://www.kaggle.com/datasets/aasheesh200/framingham-heart-study-dataset
3https://www.kaggle.com/datasets/uciml/adult-census-income
“https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud
Shttps://www.tensorflow.org/
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Table 5.2: Operations for the DL work ow.

Dataset

Id

Description

Framingham
Heart
Disease

AO
Al
A2
A3
A4
A5
A6
A7
A8
A9

education column was deleted.

Replace the missing value in cigsPerDay for the med
Replace BPMeds missing values for O or 1.

Replace NaN in totChol, BMI, and glucose for the me
Replace NaN in heartRate using b Il.

TenYearCHD column was deleted.

TenYearCHD was de ned as the target column.

Split dataset into train and test.

De ne DL architecture layers.

De ne hyperparameters and metrics.

an.

Adult
Census
Income

BO
Bl
B2
B3
B4
BS
B6
B7
B8
B9

Remove whitespace from 9 columns.
Replace "?' character for NaN value.

7 categorical columns were OneHot encoded.
Two columns were binarized.

fnlwgt column was deleted.

label column was deleted.

label was de ned as the target column.

Split dataset into train and test.

De ne DL architecture layers.

De ne hyperparameters and metrics.

Credit
Card
Fraud
Detection

Co
C1
Cc2
C3
C4
C5
C6
C7
C8

Select 50,000 rows.

Time column was deleted.

Amount column was scaled.

Duplicate rows were deleted.

Class column was deleted.

Class was de ned as the target column.
Split dataset into train and test.

De ne DL architecture layers.

De ne hyperparameters and metrics.
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queries operate at the appropriate granularity for each data source, enabling ne-grained
provenance integration and preserving the richness of both representations. Apache Dirill
facilitates this integration by enabling direct SQL queries across both databases.

To achieve this, Drill requires con guring storage plugins to connect to MongoDB and
MonetDB. Each plugin de nes the connection parameters, including authentication de-
tails, endpoints, and speci c settings for handling JSON structures in MongoDB or rela-
tional tables in MonetDB. Once con gured, scientists can write SQL queries that seam-
lessly join data across these sources, treating them as part of a uni ed queryable names-
pace. With the storage plugins con gured, several provenance queries were submitted to
validate the integration and retrieve insights from both MongoDB and MonetDB.



Provenance Queries Analysis

Considering the complete work ow presented in Table 5.2 (preprocessing and model se-
lection steps), the data scientist applies operations such as removing the whitespace from
a few columns, replacing "?' with NaN, and deleting other columns from the Census
dataset. The next step in the work ow, after preparing the data, is splitting the data into
the Train and Test datasets. Then, the data scientist de nes the DL architeetutiee
number and type of layers of the DL model, their activation functions, the hyperparam-
eters that are going to be used to train the DL model (for example, learning rate and
optimizer), and the metrics used to evaluate the trained model. As previously mentioned,
DL model selection steps involve exploratory analysis as well as tuning hyperparameters
to improve the accuracy of the trained model. Thus, this process of de ning the DL work-
ow con guration and analyzing the DL work ow results can happen multiple times,
until the “best” model, according to the criteria de ned by the data scientist, is chosen.

We trained the DL model on the Census dataset, varying hyperparameters such as the
learning rate with values 0.001 and 0.002, the optimizers Adam and SGD, and the number
of epochs 100 and 200. By submitting queries like Q3 and Q6, we identi ed the best
results: a loss of 0.32 and an accuracy of 0.86 on the test set. These were achieved with
a DL work ow con guration that included a learning rate of 0.001, 200 epochs, a batch
size of 32, and the Adam optimizer. Such queries enable the association of DL work ow
con gurations, including hyperparameters, with model performance metrics.

As our provenance data model (Figure 4.3) considers data such as the dataset
name, description, and path, the answer to Q11 can be in a more gen-
eral format, such as “The dataset used was Adult Census, obtained from
https://www.kaggle.com/datasets/uciml/adult-census-income”, or something more spe-
ci ¢, such as the records that were used to train and evaluate a model. So, the answer
to this query can be with the records that were consumed for DL training. For the mod-

i ed Q11, which considers the data used to evaluate a trained model, the answer would
include only the records involved in the DL model evaluation, in other words, the test set.
The records in each dataset, training, and testing, may be different between one training
run and another. Therefore, to answer these queries, it is possible to make associations in
our approach on account of provenance (data derivation).

For DL training for the Framingham dataset, initially, records with missing values were
removed, and records associated with people younger than 50 were deleted. The second
proposed preprocessing followed the operations presented in Table 5.2. Training and
testing were performed considering the datasets resulting from these two sequences of
preprocessing operations, with different sets of hyperparameters. Through the analysis
of the query Q12, it was possible to verify that the rst proposed sequence produced
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unsatisfactory results (loss = 0.52 and accuracy = 0.83). This analysis is possible because
we have registered through provenance the operations that were applied to the dataset
in the preprocessing provenance database, and the hyperparameters, the metrics, and the
mapping proposed by our integration approach for each iteration in the DL work ow.

The operators applied to the Credit Card Fraud dataset are presented in Table 5.2, and the
DL model was trained with its resulting dataset. Considering that this is a heavily unbal-
anced dataset due to the ratio of fraud to non-fraud transactions (fraud cases are only 492
of 284,807 transactions), and 50,000 records were used for this example, two approaches
were used for Op CO. The rst was to select the initial 50,000 records (which led to 140
fraud cases and 48,746 non-fraud transactions), and the second waoterssanpling

to duplicate the minority class records to be equal to that of the majority class. Therefore,
while the rst approach is a data reduction, the second is a data reduction followed by
data augmentation. Both resulting datasets were trained with different con gurations of
hyperparameters. Using our proposed approach, we observed that training the DL model
with the dataset from the rst approach obtained values for loss and accuracy in the test set
for 100 epochs around 0.007 and 0.99, respectively, and 0.011 and 0.99 for 200 epochs,
as the question in Q7. We can also see that the metrics obtained during training presented
the same behavior. Training with the dataset from the second approach generated a loss
value of 4.17 and an accuracy of 0.95 in the evaluation of the model using the test set for
100 epochs, and a loss value of 2.95 and an accuracy of 0.95 for 200 epochs. Then, with
the records used to train and test, we can trace back these results to the preprocessing
steps applied to the data (Q12) and verify their differences to make the best decision as to
which preprocessing steps and nal model to deploy or to have insights for con guring
future trials.

With the proposed integration approach, it is also possible to analyze use cases Q13 and
Q14. In Q13, the data scientist can investigate high loss values even after tuning hyper-
parameters and applying data augmentation by associating the recorded loss values with
the corresponding hyperparameters and tracing back to the preprocessing steps applied to
the data. Similarly, in Q14, where training on an imbalanced dataset results in poor vali-
dation accuracy, the scientist can trace back to the dataset composition and preprocessing
choices to assess their impact on model performance.

Overhead Analysis

The overhead introduced by provenance capture with DLProv has been evaluated in pub-
lished papers, being less than 3% in High-Performance Computing environments (PINA
et al, 2021; SILVA et al,, 2021b). In the experiments presented in this section, we re-
port the overhead introduced to the DL training process with the imprDatd Layer
andProvenance Integrator Layeconsidering provenance capture with the mapping for
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the datasets used to train and test the DL model. Several training runs were performed
for the datasets, with variations in hyperparameter valegs,number of epochs (100,

200, 300), learning rate (0.001, 0.002), and batch size (16, 32). Considering this process
without using multithreading, we noticed that the overhead was above 50%. However, in
faster training (using less than 100 epochs), this value reached up to 130%.

On the other hand, when the experiments were performed using multithreading, we ob-
served that very fast training processes (using less than 100 epochs) presented an accept-
able overhead that uctuates from 17% to 32%, for the datasets used in these experiments.
Furthermore, we noticed that the larger the dataset, the smaller this overhead is. For longer
executions, using at least 200 epochs in our experiments, the overhead was less than 10%.
Therefore, this overhead can be considered acceptable, especially in these cases, consid-
ering that the data scientist can have the bene t of processing queries to help understand
and ne-tune the DL work ow.

5.2 DL work ows traceability analysis through prove-
nance graphs

The experiments in this section focus on DL work ows analysis through provenance
graphs, taking advantage of how provenance data is represented with W3C PROV, ad-
dressing RQ2. We initially evaluate the support of Weights & Biases (WandB) and its
limitations for provenance analyses. Then, we present a practical evaluation of the ana-
lytical traceability provided by DLProv, focusing on query-based analyses. The experi-
ments were performed on a laptop with an Apple M2 Pro chip and 16GB of RAM running
macOS.

5.2.1 Traceability in Weights & Biases

Weights & Biases (WandB) allows the tracking and versioning of data as the inputs and
outputs of DL work ow execution% It is possible to log hyperparameters, metadata, and
metrics, and use an artifact to log, track, and version the dataset used to train the model as
input, and another artifact for the resulting model checkpoints as output. WandB provides
a lineage map, as shown in Figure 5.1, following these logged and used artifacts.

Using a simple DL model with the Iris datadetve conducted experiments while lever-
aging WandB for experiment tracking. Throughout this process, we logged key artifacts
including the original dataset, the preprocessed data, and the con guration parameters

Shttps://docs.wandb.ai/guides/artifacts/
"https://archive.ics.uci.edu/dataset/53/iris
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Figure 5.1: Weights & Biases lineage map. Frdmtps://docs.wandb.ai/
guides/artifacts/.

used during DL model training. Figure 5.2 shows the resulting lineage map, automati-
cally generated by WandB, which captures the dependencies among these artifacts.

Figure 5.2: Lineage map generated using Weights & Biases (WandB) during experiments
with AlexNet.

WandB offers methods to retrieve logged and used artifacts. The method
artifact.logged_by() returns the run that originally created or logged a given
artifact, whileartifact.used_by/() returns a list of runs that have used that artifact
as an input. On the other hand, from the perspective of a speci cmmlogged_ -
artifacts() retrieves all artifacts that were output or logged by that run. Meanwhile,
run.used_artifacts() returns only the input artifacts that were explicitly declared
as dependencies vian.use_artifact()

To answer queries such &id all trained models with a learning rate of 0.002. What
feature transformations have been applied to the date®traversed the artifact lineage
using the WandB API methods described above. Listings 8 and 9 show how these queries
were implemented.
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import wandb
api = wandb.Api()
runs_from_project = api.runs(path="dlprov/dl-workflow",
filters={"config.learning_rate": 0.002})
for run in runs_from_project:

print("Run ID:", run.id)

for key, value in run.config.items():

print(f" {key}: {value }"

Listing 8: Query "Find all trained models with a learning rate of 0.002".

import wandb

api = wandb.Api()

runs_from_project = api.runs(path="dlprov/dl-workflow",
filters={"jobType": "train_model"})

for run in runs_from_project:
consumed_artifacts = run.used_artifacts()
for p in consumed_artifacts:
if (p.type == "dataset"):

print("The dataset used to train the produced model was",

p.name)
run_that _logged = p.logged_by()

print("This dataset was logged in the run with id ",

run_that_logged.id)

print("The run was of the type ", run_that_logged.jobType)
original_dataset run = run_that logged.used_artifacts()

for r in original_dataset_run:
if (rtype == "dataset"):

print("The original dataset was", r.name)
run_that_logged_dataset = r.logged_by()

print("This dataset was logged by",
run_that_logged_dataset.id)
print("This run was identified as",
run_that_logged_dataset.jobType)
DriNt(HHHHHHEEE")

Listing 9: Query "What feature transformations have been applied to the data?"

Queries involving speci ¢ entities, such as identifying which runs used a speci ¢ hy-
perparameter, can be easily answered using the WandB interface or a few lines of script.
However, queries that involve relationships between artifacts, such as tracing the sequence
of transformations or understanding how a model was derived from a particular dataset,
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require a more involved approach. These relationship-based queries often require travers-
ing the lineage map through code, as the provenance information must be pieced together
by following links between input and output artifacts across runs.

5.2.2 Comparing DLProv with ML ow and ML ow2PROV

In this section, we compare DLProv's ability to answer queries with that of ML ow and
ML ow2PROV. ML ow was selected because it is a widely adopted tool for manag-
ing ML experiments. ML ow2PROV was included as it extends ML ow by converting
tracked information into W3C PROV format, providing a relevant baseline for evaluating
provenance-based analytical capabilities.

To provide this comparison, we trained a DL model following the AlexNet DL architec-
ture (KRIZHEVSKY et al, 2012) using the Oxford Flowers (NILSBACK and ZISSER-
MAN, 2006) to extract provenance graphs from these experiments. AlexNet is a pioneer-
ing convolutional neural network (CNN) for image classi cation, especially notable for

its performance with high-resolution images. Designed to categorize images across more
than 1,000 classes, AlexNet accepts an image input size ok 227 pixels. The archi-
tecture, shown in Figure 5.3, includes eight layers: ve convolutional layers followed by
three fully connected layers. AlexNet uses Recti ed Linear Units (ReLU) as its activation
function instead of the hyperbolic tangent (tanh) function, which was standard at the time,
and this reduced the training time.

Figure 5.3: AlexNet architecture (KRIZHEVSK#t al,, 2012).

In our experiments, we employ AlexNet using the Oxford Flower dataset, which includes
17 species of owers with 80 images per class. The Oxford Flower dataset presents
challenges due to its inclusion of visually ambiguous categories: some classes cannot be
differentiated solely by colore(g, dandelions vs. buttercups), while others are dif cult

to distinguish by shape alone.§, daffodils vs. wind owers).

The same DL work ow was executed using ML ow and DLProv. Since ML ow does not
provide provenance data relationships, we used the ML ow2PROV solution to execute
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gueries on provenance traces. Provenance-centric approaches explicitly capture relation-
ships in the work ow, showing how each step in the work ow is connected. This enables
scientists to trace back through the entire work ow, understand dependencies, and make
more informed decisions based on the complete history of their experiments.

ML ow logs data during execution, including metadata about the datasets and model
metrics, storing the captured data within a directory. Through the ML ow user interface
(UI), scientists can access an overview of executions and experiments, along with key
information and metrics. However, ML ow does not capture preprocessing operations or
relationships likevasGenerateBgndusedthat associate datasets with activities, relying

on the scientist to log such information and write programs to identify and trace them
(GRAFBERGEREet al,, 2022). While ML ow can address entity-level queries regarding
hyperparameters, metrics, and metadata, it faces limitations in answering relationship-
level queries, such as the ones that need associations relating to preprocessing, model
training, and evaluation. Queries involving metrics averaging, minimum, or maximum
values cannot be directly answered within the ML ow Ul and may require external pro-
cedures.

The ML ow client can also use an SQLAIchemy-compatible databasg SQLite, Post-
greSQL, MySQL) for the backend. When using a database backend, metadata is stored in
the database, and artifacts are stored under a loonalinsdirectory. This setup allows
scientists to submit queries to the database, besides using the ML ow Ul, and queries
involving metrics averaging, minimum, or maximum values can be answered. However,
some of the logged data are stored only in the ML ow artifacts directagy, (not in

the DBMS), and as a result, these log les may be separated from the model metadata
tracked in the DBMS, requiring post-processing for data access. ML ow2PROV ex-
tracts provenance information from ML experiments conducted using ML ow and stor-
ing data in Git repositories. By implementing a W3C PROV-compliant provenance model,
ML ow2PROV enables the generation of provenance graphs that capture activities within
ML development and experiment projects.

To capture metrics, parameters, and artifacts, ML ow and DLProv require script instru-
mentation on the scientists' part. Figure 5.4 depicts a fragment of a provenance graph gen-
erated by DLProv's provenance graph generation functionality, following the proposed
provenance representation. DLProv enables query submission during training, allowing
answering questions such as what artifacts were used as input to the dastityg_101

For example, considering the activifesting_101depicted in Figure 5.4, DLProv's re-
sponse for the aforementioned query would generate a provenance graph representing that
this activity usedthe entitiesTesting_101dlprov:170.229.25.114andoTestingTuples_-

101 In contrast, since ML ow relies only on metadata, without establishing relationships
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between datal.g., entities) and data transformation®( activities), a query of this type
cannot be accomplished within the ML ow platform.

Figure 5.4: W3C provenance graph fragment for a single AlexNet model training.

To provide a fair comparison (since ML ow2PROQOV uses a G-DBMS to represent prove-
nance), DLProv uses Prov Python and PROV Database Conhextpenerate the graph

in DLProv and insert it in a G-DBMS. Thus, the AlexNet provenance database was
mapped to Neo4dj as shown in Figure 5.5. Figure 5.6 presents the provenance graph
in Neo4j generated by ML ow2PROV. Different from DLProv, which stores DL work-

ow activities executions in the provenance database, ML ow2PRQOV provenance stores
coarse-grained activities,g, RunCreation that represents an execution of the work ow,
and multiple entities that represent the artifacts, parameters, and metrics. Such entities
are associated usinghadMemberelationship. In addition, ML ow2PRQV incorporates
versioning entities in the same provenance grap,considering Git commits.

We evaluated the three approaches in answering queries presented in Table 4.1. We con-
sider that the tool supports a query when its provenance database allows for obtaining
the query result through the relationshigsg, using a speci ¢ query language, or its
interface allows for obtaining the result. Table 5.3 shows if each approach addresses
the queries. A check symbaoB | indicates that the approach answers the query, while

8https://github.com/DLR-SC/prov-db-connector
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Figure 5.5: DLProv provenance in Neo4j graph for a single AlexNet model training after
preprocessing the data.

a cross mark®) symbol indicates that the approach is not able to answer the query,
either because the relevant data is not captured or the necessary relationships between
elements are not established. The symbalenotes that the approach partially answers
the query. The colors in Table 5.3 distinguish between entity-level and relationship-level
queries. Light gray represents entity-level queries, which can be answered using meta-
data or by retrieving the input/output of a single DL work ow activity. Dark gray indi-
cates relationship-level queries, which require tracing the lineage of artifacts. These are
characteristic provenance queries, often involving graph traversal to explore dependencies
between entities and activities within the work ow. ML ow allows analyses during train-

ing through its user interface and using SQL when a database is available in the backend;
ML ow2PROV allows the generated provenance graph to be stored for further process-
INng in speci ¢ provenance storage systems or graph databagsgdNeo4J which can be
queried with the graph query language Cypher). DLProv allows queries to be submitted
to MonetDB while training the model, and to Neo4j after the model is trained. The data
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Figure 5.6: ML ow2PROV provenance in Neo4j graph for a single AlexNet model train-
ing after preprocessing the data.

captured by DLProv and stored in il Model Provenancean also be analyzed using
visualization libraries such as Kibana.

DLProv can answer Q1, using both SQL and Cypher, by Itering all trained models to
which the entityiTraining haslearning_rate = 0.002 . According to the instan-
tiated example in Figure 5.4, this result would be the enfigsting_101that has a re-
lationship ofwasGeneratedBwith the activity Training_101 thatusedlearning rate as
0.002 in theTraining_101in Figure 5.4.

To obtain the average of a speci ¢ metric of a work ow run in the ML ow Ul, direct cal-
culation within the ML ow Ul is not possible. In such cases, scientists must perform this
processing using external tools or scripts, typically by exporting the data. Consequently,
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Table 5.3: Query support of DLProv, ML ow, and ML ow2PROV.

Query | MLow | ML ow2PROV | DLProv
Q1 < < 3
Q2 3 7 3
Q3 3 7 3
Q4 3 3 3
Q5 7 7 3
Q6 3
Q7 3 3 3
Q8 3 & 3
Q9 3 3 3

Q10 7 3
Q11 7 7 3
Q12 7 7 3

gueries that require calculating the metric average Q2 and Q3 are not feasible within the
ML ow UlI, unless the average itself is logged as a metric. However, these queries can be
performed using SQL, querying the tableetricsandparams Q3, for instance, can be
answered by submitting a query to retrieve the average accuracy, then selecting the highest
one, and joining this result with the table that contains the hyperparameters of this spe-
ci c run. On the other hand, ML ow2PROV only generated provenance with the rstand
last training epoch. Therefore, we are unable to nd the average processing time or the
maximum training accuracy, which would answer Q2 and Q3, respectively. DLProv can
answer Q2 using both SQL and Cypher. Using Cypher, it can be simpli ddAECH
(a:Entity) RETURN avg(a. dlprov:elapsed_time") when we are con-
sidering just a single model. The result of this query (in this example, the time in sec-
onds) can be represented as the following JSP&lig(a. dlprov:elapsed_-

time")”: 10.414]. DLProv follows the same idea as ML ow to answer Q3,
which can be performed in both SQL and Cypher.

The scores for the evaluation stepe( test set) are not captured using the auto-logging
API of ML ow. Therefore, we were only able to answer query Q4 after adding annota-
tions to capture this metric. Regarding Q4, a query that requires the relationship between
different steps of the DL work ow, although minimum or maximum values cannot be
Itered in the ML ow UlI, this query can be easily answered using SQL. However, in a
scenario where there is not a considerable number of trained models in an experiment,
it is possible to make that analysis through the charts provided by ML ow. After iden-
tifying the model with the highest test accuracy, the hyperparameters can be checked in
the “Overview” tab. Since with the annotation, ML ow captures and stores this met-
ric, ML ow2PROV generates its provenance also with this information of tiyfegric.
Therefore, the scientist, after nding the highest test metric, can relate it to all the entities
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of type Paramto nd the hyperparameters. DLProv can easily answer this query using
SQL and the aggregation functiomax()and then relate the result to the hyperparameters
table. Using Cypher, it results in a derivation path fromafesting_101let us say that
this is the entity with attribute test accuracy with the highest value)whaGeneratedBy
Testing_10Xhat usedthe trained modeiTesting_10lthat wasGeneratedBthe activity
Training_101thatusedthe set of hyperparametdiraining_101

We are also unable to answer Q5 with ML ow2PROV and ML ow, since we could not
gather the data that was used to train the model. In the ML ow Ul as well as SQL, we can
nd some information about the data, such as feature shape and size. DLProv allows Q5
to be submitted to MonetDB, getting the highest test accuracy usang) , and relating

to the data used to train or evaluate that model, as stored by the entities generated by the
activity SplitData_101 This query can also be submitted to Neo4;.

Following a similar approach as Q2, we can answer Q6 using ML ow by executing an
SQL query to retrieve the minimum loss value using tiia() function and then joining

it with the params table to obtain the corresponding hyperparameter values. As in Q5,
some information about the dataset used can be retrieved, but not at a detailed level. With
ML ow2PROV, this query can be answered by identifying tietric entity with the min-

imum loss and tracing its relationships to the corresponBargmentities to extract the
associated hyperparameters, similar to Q4. DLProv enables answering this query through
both SQL and Cypher queries by following the derivation trace fronoffesting_10En-

tity to theiTraining_10landiDataSplit_10lentities, providing a structured way to trace

the dataset, hyperparameters, and evaluation metrics associated with the best-performing
model.

Q7 can also be answered through the ML ow Ul by checking the hyperparameter in the
“Overview” tab of a run or using SQL to select the parameters of a specic run like
SELECT * FROM params WHERE run_uuid=:value . ML ow2PROQOV can an-

swer this query following the same derivation path as Q1. To answer Q7, DLProv con-
siders the entity related to the hyperparameters that wsedin the activity training
(Training_103. The graph that represents the outcome of this query follows the entity
iTesting_101that wasGeneratedBgn activity Training_101that usedan entityiTrain-
ing_101containing the hyperparameters. DLProv can also answer this query using SQL.

ML ow captures information about the environment where the training was performed,
such as Python and Keras versions, as necessary to answer query Q8. This informa-
tion can be found in the “Artifacts” tab. However, information regarding the hardware

is not currently available. ML ow2PROV represents this information in an entity of
type RunTagand nameml ow.log-model.history To gather this information for a spe-

ci c run, a scientist can submit a query lIKAATCH (n:Entity{ prov:type".
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"RunTag’, name: “mliflow.log-model.history’}) RETURN n , Or use

the shortestPathfunction to nd the path from that to the entitiRegisteredModel To
answer Q8, DLProv follows the same rationale as Q7, but instead of the hyperparameters
used in the DL model training, we are interested in the computational envirorusedt

in the activity Training_101 nameddlprov:170.229.25.114This entity contains infor-
mation about the software used to preprocess the data, to train the model (like ML ow),
or even about the hardware, such as whether CPUs or GPUs were used in a speci c run.

Q9 is related to the scientistéd, agents) involved in the training steps of the ML
work ow. Although ML ow does not directly capture the metadata of the scientist,
the tool does contain the login of the machine where the training was performed,
answering Q9. ML ow2PROV uses these data captured by ML ow by de ning an
agent in the formagent(User?name\=&email\=, [name="", email="",

username =", username=“debora”, prov:type=

“User”])  and associates with the activity of model creation. In DLProv, this query fol-
lows the same rationale as the previous ones; however, in this case, we are interested in the
Agent thatwasAssociatedWittihe training activity. This query can be written bI\TCH
(a:Agent)<-[:wasAssociatedWith]-(b:Activity{_ meta:iden-

tifier_original :"Training_101"})) RETURN a, b

For Q10, preprocessing operations applied to the input data are considered. Data pre-
processing is a step.€., an activity) in the DL work ow. Therefore, instead of saving
preprocessing operations as parameters of a run in ML ow, we logged this code as an ar-
tifact. However, even with this information, Q10 is partially answered since we can look
for the hyperparameters in the ML ow using both Ul and SQL. To nd the preprocessing
Python code saved as an artifact, we would have to go through the local directory, and
there is no de nition of a relationship between the input data, the preprocessing, and the
model training. Therefore, Q10 cannot be fully answered. We could not nd this piece
of information in the ML ow2PROV graph in Neo4j. In DLProv, Q10 can be tackled

in SQL, during model training, obtaining dataset metadata and hyperparameters. After
training, a query using Cypher can provide the preprocessing operations applied to the
data.

ML ow does not capture how the data was split into train, validation, and test. There-
fore, Q11 and its modi ed version to gather the data used to evaluate the trained model
cannot be answered. Since ML ow2PROV generates its provenance based on ML ow,
these queries cannot be answered using ML ow2PRQOV as well. DLProv follows the data
derivation path from the trained modélesting_101that wasGeneratedBthe activity
Training_101thatuseda set of data, in this case, images, identi eddiyainingTuples_-

101, to answer Q11. The modi ed Q11 results in an entity by following the relationship
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usedfrom the activityTesting_101o the entityoTestingTuples_101For these queries,

the level of detail in the answer can vary depending on the granularity of provenance
captured in the preprocessing step. A coarse-grained answer might contain the dataset
name and source, while a ne-grained answer could provide the images used to train and
evaluate the trained model.

Q12 follows the same pattern as Q10 when considering ML ow and ML ow2PROV. Con-
sequently, neither ML ow nor ML ow2PRQV can answer this query. Although a recent
work (SCHLEGEL and SATTLER, 2024) states that ML ow2PRQOV can extract data pre-
processing and feature transformation ows from pipeline runs by leveraging attributes in
the Transform Activity, we were unable to answer this query using ML ow2PROV at the
time of these experiments. Q12 concerns which preprocessing operations were applied to
the input data (represented in tiputDataset _10ZEntity). Since DLProv allows for the
integration of these activities, it can be answered using Cypher. The result of this query
presents a data derivation path from the entity with the trained motgsting 10} to

the activities thatinputDataset_101 useih the preprocessing, which in this example is
just one QOperationl_101L

From Table 5.3, we observe that ML ow and ML ow2PRQV face challenges in an-
swering relationship-level queries, which require tracing dependencies between entities
and activities. While both can handle entity-level queries by retrieving metadata and
direct attributes of DL work ow components, they lack traceability capabilities. Al-
though ML ow2PROV cannot address all queries involving relationships between dif-
ferent work ow steps, it marks a valuable effort toward enhancing analysis capabilities
in DL. Its structured representation of experiments helps understand the different execu-
tions. ML ow2PROV focuses primarily on capturing provenance related to versioning,
rather than tracking the training process in detail, functioning more as a post-execution
tool than as an integrated provenance solution.

Some of these queries retain their signi cance even after the DL model has been de-
ployed and require ongoing maintenaneey( dealing with data drift). In such scenarios,
DLProv generates the PROV-N document or even the Neo4j database autonomously, ir-
respective of the framework that produced the DL model. This encapsulates the concept
of the model's provenance, not found in the solutions analyzed. Without this provenance
document, scientists need to revert to the solution that captured the data, like ML ow, re-
trieve data related to the deployed model, and run the query there, a process that indicates
a lack of autonomy in provenance analysis.
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5.3 Traceability in Different Scenarios

The experiments in this section focus on showing DLProv's independence from speci ¢
DL frameworks and computational environments, addressing RQ3. They highlight DL-
Prov's ability to capture provenance across different steps of the DL work ow, includ-
ing data preparation, DL model training, and evaluation, using DL frameworks such as
TensorFlow, PyTorch, and DeepXDE, while maintaining a consistent provenance repre-
sentation. This section also shows how DLProv can be used in diverse computational
environments, including Google Colab, Lobo Carneiro, Santos Dumont, Grid5000, and
personal laptops, as presented earlier.

5.3.1 Integrating DLProv for Keras and Google Colab

This experiment focuses on showing the feasibility of using DLProv within Google Co-
lab, enabling GPU-based execution and supporting the analysis of provenance data in
DL work ows. We evaluate the bene ts of DLProv through experiments with AlexNet
and DenseNet, which were executed in the Google Colab cloud. These experiments use
matplotlib to generate charts from the provenance data stored in the DLProv database,
showcasing DLProv's exibility in integrating with visualization libraries.

Google Colab is a tool that allows the user to integrate Python source code with text
(usually in markdown). This type of environment is commonly called a “Notebook”.
The advantage of notebooks is that they provide a collaborative environment with zero
con guration effort and access to several types of resources. Although there are some
disadvantages of using Colab for some ML experimeetg, (a series of automatic set-

tings are not suitable for ML experiments), the integration of DLProv for Keras and Colab
seems to be promising, especially because Colab provides access to several generations
of GPUs. This type of hardware is not easily available in commodity machines.

To integrate DLProv for Keras with Google Colab, an external environment had to be set.
Although it is possible (and easier) to deploy both the provenance system and the ML
application on the same machine, this is not recommended by Google Colab. The reason
is that when using Colab, the execution depends on the user's active session (which has a
timeout), and data persistence may last for more time than the set timeout. In addition, it
Is not recommended to install third-party components that depend on a Database Manage-
ment System (DBMS)k.g, MonetDB, and to execute Java Web Applicatierg( query
interface). A cloud solution was chosen to host both DLProv for Keras the prove-

nance system) and MonetDB. DigitalOc&avas elected because it offers resources with

low nancial cost and simplicity, providing easy installation of containers. MonetDB and

Shttps://www.digitalocean.com/
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DLProv for Keras, which are deployed as a single container, were installed in a private
virtual machine, and their services were con gured to be accessible from Google Colab
through a public IP address.

Figure 5.7 presents the architecture that integrates DLProv for Keras with Google Colab
and DigitalOceani(e., external environment). Although there is a communication over-
head between both virtual machines (in Colab and DigitalOcean), this con guration has
the bene t of separating ML experimentation and provenance infrastructure. Inside an
enterprise, for example, there are different expertise and responsibilities: the production
team would support the provenance system hosted in an appropriate infrastructure, on-
premise or cloud-based, while the data science team would be end-users, training new
applications and submitting provenance queries using Python notebooks transparently.

Figure 5.7: Architecture that integrates Google Colab with DLProv for Keras libraries
and services.

We evaluate the integration of DLProv for Keras and Google Colab with two real DL
experiments. The rst experiment uses AlexNet to evaluate aspects of data monitoring
and queries when using Google Colab and to analyze the limitations of deploying the
MonetDB DBMS, as the DLProv for Keras provenance persistent system, to the Colab
notebook. The second experiment used DenseNet to explore data analytical issues.

Differently from AlexNet, presented in Section 5.2.2, Dense Convolutional Networks
(i.e, DenseNet) (HUANGet al,, 2017) connect each layer of the neural network to every
other layer in a feed-forward way. This way, DenseNet presents L(L+1)/2 connections,
which is different from the L connections found in most neural networks. The use of
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DenseNets in many problems presents several advantageshey foster feature prop-
agation and (possibly the most important advantage) reduce the number of parameters.
In our experiments, a pre-trained DenseNet model with the ImageNet dataset is used as
a base layer with xed parameters. On top of this pre-trained model, we add a trainable
dense layer with dropout, batch normalization, and max-pooling, as well as a last dense
layer with softmax activation.

Although the integration of DLProv for Keras and Colab is promising and opens room
for many re nements, it presents a drawback regarding resource reservation. Since Colab
provides free computational resources, it automatically adjusts the hardware availability
at runtime €.g, during the training process of a neural network). This is a behavior
already found in many cloud providers,g, the AWS Spot market (PORTELLAt al,,

2019). Although Colab offers ways to provide on-demand virtual machines that guarantee
performance, this type of resource was not used in these experiments. Colab also offers
many types of GPUs to use, however, the types of GPUs that are available vary over time.
By the time the experiments were executed, the GPU con guration provided by Colab
was based on a Tesla T4 (which implements the Turing architecture). In addition, it is
not guaranteed that the experiments will be executed on a dedicated card. The amount
of memory in Colab virtual machines also varies from 12GB to 25GB over time, but the
amount of memory does not vary during the life cycle of a speci c virtual machine.

Similar to most DL experiments, we need to vary a set of hyperparameters to get the
best results possible. For AlexNet, we have chosen to evaluate the impact of the ac-
tivation function choice. Seven different activation functions are explared,Recti-

ed Linear Activation (ReLU) (NAIR and HINTON, 2010), Logistic (Sigmoid), Softmax
(GOODFELLOWEet al, 2016), Softplus (GLOROEt al.,, 2011), Softsign (GOODFEL-
LOW et al, 2016), Hyperbolic Tangent (Tanh) and Scaled exponential linear unit (SELU)
(KLAMBAUER et al, 2017). The hyperparameter settings for AlexNet are presented in
Table 5.4. The type of optimizer, the learning rate, the number of epochs, and the dropout
value are xed, and the activation function of the internal layers of the AlexNet network
is varied. Thus, experiments are performed for each of the aforementioned activation
functions. All these hyperparameters are automatically captured by DLProv for Keras.

Table 5.4: AlexNet Hyperparameter Con guration.

Fixed Parameters Varied Parameters
Optimizer | Learning | Epochs | Dropout Activation Function
Rate Rate
Adam 0.0001 100 0.4 RelLU, Sigmoid, Softmax, Softplus, Softsign, Tanh, SELU

With DenseNet, two experiments are performed. In the rst, different activation functions
are evaluated in the dense layer of the network, as presented in Table 5.5. While in
AlexNet the activation functions are related to multiple layers, in this experiment, the
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activation function that is varied is the one at the dense layer (except for the nal dense
layer) used on top of the pre-trained layers. In the second experiment, different learning
rates and dropout rates are evaluated, while the number of epochs, the optimizer, and the
activation function are xed, as presented in Table 5.6.

Table 5.5: DenseNet Hyperparameter Con guration - Experiment 1.

Fixed Parameters Varied Parameters
Optimizer | Learning | Epochs | Dropout Activation Function
Rate Rate
Adam 0.0001 100 0.4 ReLU, Sigmoid, Softmax, Softplus, Softsign, Tanh, SE[U

Table 5.6: DenseNet Hyperparameter Con guration - Experiment 2.

Fixed Parameters Varied Parameters
Optimizer | Activation | Epochs Dropout Learning Rate
Function Rate
Adam Softplus 10 0.2,0.4,0.6,0.8 0.001, 0.01, 0.1

It is worth noticing that the volume of data used in the experiments is relatively small, and
no cross-validation techniques were used. Thus, many of the analyses on the accuracy of
the models may be the result of random oscillations and, therefore, should not be seen
as effective conclusions about the overall performance of the models. The experiments
presented are data collected, including all executions in which the environment had to be
set up. We used the free version of Colab, the computational environment was shared
among many users, altering computational performance and measurements. Also, using
two environments generated the additional cost of sending external calls to DLProv. It is
noteworthy that, despite this, there is no harm to the goals of this experiment, which are to
explore the use of the DLProv for Keras integrated with Google Colab and not to evaluate
the effectiveness of the models.

As aforementioned, all collected provenance data is stored in the Provenance Database in
MonetDB. In the Colab notebookymonetdb is used to retrieve the provenance data
stored by DLProv for Keras. A series of queries can be submitted psimgnetdb . In

this experiment, a SQL query is submitted to retrieve the accuracy and the loss for each
evaluated activation function. Based on this provenance query result, Figure 5.8 presents
the accuracy and loss charts generated Mdtplotlib . By analyzing the results

in Figure 5.8, one can state that the activation function that obtained the best accuracy
and lowest loss is the Softplus activation function. This network con guration presents
a maximum accuracy of 76% and a minimum loss of 1.19, and both values occurred at
epoch 50. The performance of the accuracy and loss of other functions over the epochs
can be seen in Figure 5.8.

To further explore the capabilities and limitations of DLProv for Keras, two experiments
were carried out with DenseNet. The DenseNet model was pre-trained with the ImageNet
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