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Chapter 1
Introduction

Submarine cables have played a crucial role in international communication systems
since the late 19th century, when the first telegraph line was laid across the English
Channel, connecting London to the European telegraph network through Paris [T].
At that time, submarine cables were constructed using stranded copper conductors.
In parallel, satellites have emerged as an alternative technology for international data
transmission. Despite their inherent high latency, satellites remained competitive
with submarine cables until the mid-1980s, mainly because their available bandwidth
was not substantially inferior and offered the advantage of not requiring physical
cable infrastructure. However, the introduction of optical links in submarine cables
has drastically changed this scenario (as bandwidth on optical fibers can be very
large and have low errors). From then on, submarine cables became the primary
medium for intercontinental data transmission [I], and by the late 1980s they also
began to carry the Internet traffic.

Currently, hundreds of companies have installed more than a million kilometers
of optical links to provide Internet connectivity between cities, countries, and even
continents around the world. As an example, Figure shows Google’s Firmina
submarine cable, originally planned for service in early 2025 but ultimately acti-
vated in 2026. As can be seen in this figure, this cable links cities across the North
and South American continents. Since different submarine cables can be installed
at shared landing points (e.g., cities), it is possible to model them all as a sin-
gle network, called the Submarine Cable Network (SCN), which connects all the
landing points involved through their respective optical links. TeleGeography|[2] (a
telecommunications market research company) provides maps generated from the
SCN according to cables, countries, and years when the cables are ready for service.
Figure shows the global SCN map, indicating the position of all current sub-
marine cables (in different colors). In this map, each submarine cable is shown as
an independent network owned by a company (or consortium) that connects two or

more cities located on the coast of the same country or even spanning continents.



Figure 1.1: Firmina’s Cable Figure 1.2: The SCN Map

Since the end of the 20th century, submarine cables have been reshaping na-
tional boundaries while ensuring interconnection between countries and continents.
This is because those cables play a key role in defining the cyberspace of nations,
understood as “a fundamental domain beyond land, sea, and air space” [3]. Despite
the multiple definitions of cyberspace, Fang argues that “countries have explicitly
defined ‘cyberspace’ in their national cyberspace (Security) strategy according to
their strategic intention.” [4]. But regardless of your intentions, there is no cy-
berspace without an information and communication infrastructure with networked
links that span the world. Thus, there is no cyberspace without submarine cables,
as such cables constitute the backbone of the Internet of today, carrying more than
99 per cent of international data flows [5]. But unlike physical borders, cyberspace
boundaries regulate the flow of data packets through countries, instead of physically
restricting the movement of people and goods, as traditional borders do to prevent
unauthorized access.

In contrast to geographical borders, which are usually well-defined and resistant
to change, cyberspace boundaries remain without clear definition, as they depend
on the fluctuating status of nations connectivity. In particular, nations bound-
aries in cyberspace depend on the submarine cables that reach that country. When
viewed through Bauman’s concept of liquidity [6], which contrasts the stability and
predictability of ‘solid’ structures with the rise of flexible, transient and uncertain
structures, boundaries in cyberspace could be understood as ‘liquid borders’, as they
can be affected by deliberate interference of intermediary states seeking to restrict
the connectivity of countries that depend on their infrastructure for international
communication, but also by accidental or intentional ruptures of communication

cables.



1.1 Problem Statement

In an increasingly connected world, understanding the structure of communication
networks and how they evolve over time is essential for (i) planning infrastructure
expansion while minimizing costs and maximizing quality of service, (ii) assessing
resilience to failures or attacks, and (iii) optimizing latency and bandwidth to meet
future demand.

A fundamental cornerstone of the Internet is the SCN, which serves as the back-
bone of the modern digital economy. This is due to the high dependency of inter-
national traffic on submarine cables, which carry almost all intercontinental data
traffic [7], including services ranging from email to financial transactions. In ad-
dition, the SCN continues to expand each year, reflecting the growing demand for
international connectivity. Despite this importance, this network receives far less
attention than it deserves [8]. For example, Setianingrum et al. [9] present a review
based on bibliometric methods to address important topics related to submarine
cables. In their review, they highlight key trends and emerging technologies that
shape the future of the submarine cable industry. However, they did not emphasize
research that focused on characterizing the structure of the SCN. Although such a
network plays a critical role in global communications, its historical development is
still not adequately documented and is poorly understood.

Beyond its central role in global connectivity, the SCN can also be considered
a critical infrastructure, as cables failures may have the potential to disrupt or in-
terrupt internet traffic, generating substantial economic losses and posing risks to
national security. In recent years, concerns about the vulnerability of submarine ca-
bles have gained increasing attention in political and security debates. Indeed, recent
reports indicate that increasing geopolitical tensions may be associated with alleged
deliberate disruptions of submarine cables in multiple regions [I0]. For example,
political conflicts between the United States and China may have triggered cable
interruptions in the Asia-Pacific region, and tensions between Russia and NATO
may have triggered cable interruptions in the Baltic Sea [11] [12].

Although no investigation has concluded that recent submarine cable disruptions
were caused by sabotage, it is important to note that submarine cables are strategic
targets of a country’s infrastructure and their security is a core dimension of cur-
rent and future international governance, as stated by Bueger and Liebetrau [13].
So, the digital sovereignty of nations can be determined in terms of its authority
over its cyberspace, showing the risks of relying on a few submarine cables. In this
sense, “BRICS countries — Brazil, Russia, India, China, and South Africa—declared
that they would build an underwater BRICS cable system, to reduce dependence on
the United States and Europe [I3], which would improve their digital sovereignty,



thereby reducing the risk of surveillance and increasing the resilience of their con-
nectivity. Furthermore, analysts argue that concerns about potential attacks on
submarine cables may intensify in the future, particularly in the context of growing
geopolitical rivalries such as those between the United States and China [I4].
Despite the critical importance of submarine cables, relatively few academic stud-
ies have examined the role of SCN in the modern Internet. Much of the existing
research on network infrastructure has focused primarily on terrestrial communi-
cation systems, leaving important gaps in understanding the submarine cable in-
frastructure. In particular, the literature still lacks a comprehensive analysis of
the structural properties of the SCN, its long-term evolution, and the geopolitical
implications of its geographic distribution. This limited visibility into the global

submarine cable infrastructure leads to several fundamental challenges:

1. Lack of systematic characterization of the evolution of SCN topology
The characterization of the evolution of submarine cables can be traced back at
least to the year 2000 with the seminal work of Beaufils [15], who compared the
SCN with the satellite network. Link bandwidth and link usage were analyzed
over time, even before the advent of fiber optical submarine cables. Maleck:
and Wei [16] also examined the evolution of the SCN in 2009, highlighting
the progression of the network in terms of the number of cables, links, landing
points and total bandwidth. They also classified countries according to their
structural relevance. In 2018, Bischof et al. [§] discussed failures in SCN
and emphasized the need to systematically characterize SCN as a research
agenda, given its central role in global communication. More recently, Ma and
Jiang [17] examined the spatio-temporal evolution of the SCN from 1995 to
2023, showing how its current configuration reinforces the global digital divide
and complicates efforts to govern and mitigate this disparity. Last, Wang
et al. [18] discuss challenges to the evolution and design of the SCN from a

technical and networking perspective.

Currently, there is no comprehensive characterization of how the SCN topol-
ogy has evolved over time, how connectivity patterns have expanded, or how
structural properties have emerged. The absence of longitudinal analysis lim-
its our ability to identify long-term trends, evaluate infrastructure resilience,
and anticipate future dependencies. Besides, existing mathematical models
are unable to capture the intrinsic characteristics of the SCN’s topology, re-
stricting their ability to support a deeper understanding of its evolution and

reliably predict future structural changes.

2. Geopolitical exposure and security risks of the SCN.



A growing body of literature examines the geopolitical and sovereignty im-
plications of submarine cables. Khachidze et al. [19] examine how the SCN
has become a central component of contemporary geopolitical competition,
arguing that the strategic importance of submarine cables extends far beyond
their technical function by shaping global power through control over data
flows. This strategic relevance is reinforced by Agarwal et al. [20, 21|, who
highlight the growing importance of submarine infrastructure within national
security agendas and underscore the challenges in monitoring, protecting, and
governing these systems at the international level, while also proposing a
methodology to strengthen the resilience of the SCN. Complementing these
perspectives, Ganz et al. [22] demonstrate how the SCN poses structural chal-
lenges to digital sovereignty, noting that cross-jurisdictional ownership models
and the susceptibility of cables to accidental damage or malicious interference
undermine states’s ability to regulate and secure essential communication net-
works. Woods and Li |23 as well as Abels and Babi¢ [24] further show that
intensifying geopolitical tensions, particularly between the United States and
China, are reshaping the architecture and governance of the SCN, as states
increasingly prioritize security considerations over network efficiency, leading
to the construction of parallel and redundant cable systems despite higher
financial costs. Together, these studies reveal how economic interests, along
with geopolitical tensions and national sovereignty, collectively transform the
governance, configuration, and strategic significance of the global submarine

cable network.

Another latent concern with the SCN is its protection against accidental and
intentional failures. In this context, Franken et al. [25] analyze the prop-
erties of SCN, focusing on the remaining bandwidth capacities in different
failure scenarios, highlighting the need for preventive protection measures for
such a critical infrastructure. In this sense, Rai [26] presents a discussion on
sovereignty and India’s role in protecting submarine cables in the Indo-Pacific
region given rising geopolitical tensions. However, this work is focused on
a specific country and does not have a quantitative evaluation. Nevertheless,
despite submarine cables being widely recognized as strategic assets within na-
tional infrastructures, and concerns about politically motivated interference or
accidental and intentional failures are becoming increasingly frequent. There
is still no systematic framework to assess how the geographic distribution of
the submarine cable infrastructure influences the geopolitical exposure of indi-
vidual countries. In particular, the lack of analytical approaches linking cable
routes, regional dependencies, and geopolitical tensions prevents a deeper un-

derstanding of how the SCN shapes national cyberspace, digital sovereignty,



and global security.

An aspect of SCN that is still neglected concerns the study of robustness,
that is, the ability of landing points to remain connected when they lose ac-
cess to one or more cables or neighbors. To the best of our knowledge, no
existing work systematically examines how disruptions propagate or how vul-
nerable specific landing points are to partial disconnections. This limitation
is significant because many geopolitical risks emerge at the local level, where
targeted interference, regional conflicts, or infrastructure failures can impact
connectivity in specific areas. Without a structured framework to evaluate
these localized vulnerabilities, it remains difficult to quantify how geopolitical
tensions translate into tangible impacts on national or regional connectivity,
ultimately limiting our understanding of the SCN’s role in shaping uneven

exposure to digital and strategic risks.

1.2 Research Questions

In order to address the challenges identified in the previous section and to advance
the understanding of the SCN, this thesis is guided by the following research ques-

tions:

1. RQ1: What are the main structural properties of the Submarine
Cable Network? This question investigates the topological characteristics
of the SCN by analyzing network metrics such as connected components, de-
gree distribution, path length, and others. The goal is to identify distinctive

patterns that characterize the connectivity structure of this global network.

2. RQ2: How has the topology of the SCN evolved over time? This
question aims to understand the historical evolution of the SCN by examining
how its connectivity patterns and structural properties have changed as the

network expanded.

3. RQ3: Can a generative network model reproduce the structural
characteristics of the SCN? This question explores whether it is possible
to design a network growth model capable of generating synthetic networks
that reproduce the key structural properties observed in the SCN. This model
can help explain the mechanisms that drive the formation and expansion of

the submarine cable infrastructure.

4. RQ4: How does the position of countries within the SCN influence
their geopolitical exposure and digital sovereignty? This question in-

vestigates how the structural position of countries in the SCN affects their



dependence on foreign infrastructure, exposure to single points of failure, and

broader implications for national sovereignty in cyberspace.

5. RQ5: Is sovereignty in the SCN related to socioeconomic factors?
This question examines whether a country’s level of digital sovereignty within
the SCN is influenced by its socioeconomic conditions. Examines how dis-
parities in national wealth and development indexes influence the ability of
countries to control their links within the SCN, reduce dependence on foreign
actors, and establish more resilient and autonomous positions in the global

network.

Together, these research questions guide the methodological approach adopted
in this thesis, linking the structural analysis of the submarine cable network with

its geopolitical implications.

1.3 Research Objectives

The main objective of this thesis is to advance the understanding of the SCN by
characterizing its structural properties, analyzing its historical evolution, and as-
sessing the geopolitical implications associated with the position of countries within
this global infrastructure.

To achieve this goal, the research is organized around the following specific ob-

jectives:

1. Characterize the structural properties and temporal evolution of the
SCN. This objective aims to analyze the topological structure of the SCN
by examining network metrics over time. The goal is to identify distinctive
structural patterns that define the connectivity of this infrastructure and to

understand how its topology and connectivity patterns have evolved over time.

2. Develop and evaluate a generative network model for the SCN. This
objective aims to design a network growth model capable of generating syn-
thetic networks that reproduce the main structural characteristics observed in
the SCN. The purpose is to investigate the mechanisms that may explain the

formation and expansion of submarine cable infrastructure.

3. Assess the geopolitical exposure and digital sovereignty of countries
within the SCN. Based on the structural analysis of the network, this objec-
tive seeks to evaluate how the position of countries within the submarine cable
infrastructure influences their dependence on foreign connectivity for national

sovereignty in cyberspace.



Together, these objectives contribute to a more comprehensive understanding of
the SCN as both a technological infrastructure and a geopolitical asset, providing

insights relevant to infrastructure governance and cybersecurity policy.

1.4 Contributions

This thesis contributes to advancing the understanding of the SCN from both tech-
nological and geopolitical perspectives. The main contributions of this work are

summarized as follows:

e Temporal characterization of the SCN and development of a net-
work growth model. This work presents a longitudinal characterization of
the SCN using topological metrics to analyze how its structural properties have
evolved over time. Based on this analysis, a generative network growth model
called ASA was proposed. The ASA model is capable of generating synthetic
networks that reproduce structural properties observed in the SCN. These con-
tributions were published and awarded at the XXII Workshop em Desempenho
de Sistemas Computacionais e de Comunicagao (WPerformance 2023) in the
article entitled “Caracterizacgao Temporal e Modelagem Matematica da Rede
de Cabos Submarinos” [27].

¢ Extended analysis and validation of the ASA network growth model.
An extended study of the SCN characterization and the ASA model was pub-
lished in the article “Characterization over Time and Growth Model for the
Submarine Cable Network” in the Journal of Complex Networks [28]. This
work provides an updated structural characterization of the SCN and investi-
gates the influence of the model parameters, particularly the values of p and
¢, on the generation of synthetic networks. In addition, the ASA model was
compared with alternative network models whose parameters were calibrated

to realistically reproduce the evolutionary behavior of the SCN.

e Modeling the SCN as a hypergraph and analyzing countries’ posi-
tions in the network. This thesis introduces HyperSCN, a representation
of the SCN modeled as a hypergraph of countries. Using this representation,
the network was characterized over time through topological metrics, enabling
the analysis of structural relationships between countries within the submarine
cable infrastructure. Furthermore, metrics were proposed to evaluate national
sovereignty in cyberspace based on countries’ positions in this network. These
contributions were published in the XLIII Simpdsio Brasileiro de Redes de
Computadores e Sistemas Distribuidos (SBRC 2025) in the article “Evaluating



countries’ sovereignty from the point of view of the submarine cable network”
[29].

e Framework for assessing national sovereignty and robustness within
the SCN. An extended version of the previous work about HyperSCN was
submitted to the International Journal of Network Management. In addition
to presenting an updated characterization of the HyperSCN, this work eval-
uates the robustness of countries by analyzing the loss of connectivity to the
SCN under failure scenarios. The study also introduces new quantitative met-
rics to assess national sovereignty and investigates how sovereignty rankings

relate to socioeconomic indicators.

Together, these contributions provide new insights into the structural dynamics

of the SCN and its geopolitical implications.

1.5 Organization

the remainder of this thesis is organized as follows. Chapter [2] presents fundamental
concepts about networks, network models, SCN, and sovereignty. Chapter [3 presents
a detailed temporal characterization of submarine cables as a graph of landing points
and a hypergraph of countries . Chapter EI describes the ASA model and
an algorithm for generating networks using such a model and presents a direct
comparison between the SCN and different network growth models, including the
one proposed in this work. For each model, it is shown in detail how to parameterize
the respective models from observed data. Chapter [f| describes the metrics to assess
national sovereignty and presents the results. Lastly, the conclusion and future work

are presented in the Chapter [0}



Chapter 2
Background

This chapter provides the essential background required to support the development
and analyses presented in this thesis. It begins with a general overview of networks,
with particular emphasis on network growth models and the use of hypergraphs as a
modeling framework. It then focuses on the Submarine Cable Network, highlighting
its relevance as the empirical system of interest in this work. Finally, the concept of
sovereignty is introduced, outlining its interpretation within the context of network

analysis and its role throughout the thesis.

2.1 Networks

According to Newman, Barabdsi and Watts

Networks are everywhere. From the Internet and its close cousin
the World Wide Web to networks in economics, networks of dis-
ease transmission, and even terrorist networks. [30]

Therefore, they are in a wide range of domains whose elements and their rela-
tionships can have different meanings. In general, a network is an abstraction that
encodes the relationship between objects within a real-world context. Such a rela-
tionship can represent interactions or even connections between these objects. if the
relationship occurs between only two objects, it can be model using a graph since its
vertices can represent objects and its edges represent a pairwise relationship between
them. For example, modeling a communication network using graphs is common
practice. In particular, optical links in submarine cables connect two end-points,
and thus an edge represents pretty well such a link. However, in other real-world
networks, the relationship between objects may involve more than two objects at
the same time. For example, a single research paper can be co-authored by multiple
people. Similarly, a single submarine cable can connect multiple countries at the
same time. In such scenarios, it is more appropriate to model the network as a
hypergraph, which is described in detail in Section [2.1.1]

10



Real-world networks continuously expand by adding new vertices, which prefer-
entially connect to already well-connected vertices [31]. Consequently, most vertices
will have few connections, whereas a few vertices, called hubs, have a significantly
higher number of connections compared to the others. This network is defined by
Barabdsi and Albert as a scale-free network, which according to them is “a network
whose degree distribution follows a power law” [31I]. Once the degree distribution

follows a power-law, its is well approximated with
P~k (2.1)

where p;. is the probability of vertices with degree k and « is its degree exponent.
Such a distribution can be distinguished from the others by its heavy tail, a charac-
teristic where a significant portion of the probability mass is concentrated in the tail
of the distribution. In practical terms, the heavy tail indicates that outliers are more
than just rare exceptions, but are a fundamental aspect of this kind of distribution
by nature. To check this, the degree distribution can be plotted on a log-log scale.
If the probability decays linearly as the degree increases, it may indicate that the
network is a heavy-tailed distribution. Indeed, this is a scale-free network.

Other properties found on real-world networks are small-world phenomena and
high clustering. The former implies that most vertices can be accessed from any
other vertex through a relatively short path, while the latter indicates that vertices

often form closely connected groups, usually triangles.

2.1.1 Hypergraph

As aforementioned, there are real-world systems whose relationships are formed by
multiple objects at once. For example, within an SMTP system, a single e-mail can
be sent to multiple recipients simultaneously. Unfortunately, this type of relationship
cannot be represented in traditional graphs without loss of information, as they
encode interactions exclusively between pairs of vertices. Instead, hypergraphs can
be used as an alternative to model such systems. This is due their hyperedges can
encode the relationship between any number of vertices at once. In this context,
using hipergraph in the earlier example, each user corresponds to a vertex, while
each hyperedge represents the full set of recipients (vertices) associated with a given
e-mail.

Similarly, the SCN can be modeled as a hypergraph of countries since each sub-
marine cable system represents a set of landing points (LPs) that are interconnected
under the control of a single owner or a consortium of owners. For example, Fig-
ure [2.1] shows the Firmina submarine cable, owned by Google, modeled as a single

hyperedge with four vertices (countries). In this sense, this hyperedge represents
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the mutual relationship between the countries interconnected by the links of this ca-
ble. Figure shows the hypergraph considering multiple submarine cables, more
specifically all submarine cables incident to Brazil, each of them representing the
countries linked under the control of certain owners. In the center of this figure, it
is possible to see a hyperedge containing only Brazil. A hyperedge of this type, one
that contains only a single vertex, is called a singleton. In this context, this singleton

represents a submarine cable that connects cities located only within Brazil.
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Formally, a hypergraph is defined as H = {V, E}. Where V is the set of ver-
tices and F is a set of hyperedges and each hyperedge e € FE is a subset of V
with any cardinality [32], indicating a single relationship between several vertices
at once. The cardinality of a hyperedge, also known as its width, is the number of
vertices it contains. For example, the hyperedge in Figure 2.1 has width 4. Real
networks are bound to have hyperedges of different sizes. For example, the hyper-
graph constructed from 23 incident submarine cables to Brazil (Figure contains
hyperedges with widths ranging from 1 (singleton) to 9, corresponding to cables
connecting cities within Brazil and between Brazil and eight other countries.

The number of vertices (denoted by n = |V]) and hyperedges (denoted by m =
|E|) of a hypergraph are called order and size, respectively. Thus, the order and
size of the hypergraph in Figure are 25 (countries) and 23 (submarine cables),
respectively. Note that the degree of a vertex in a hypergraph is the number of
hyperedges that include that vertex, which is similar to the definition of degree in a
traditional graph. Thus, the degree of vertices in the hypergraph shown in Figure[2.2]
ranges from 1 to 23. Vertices of degree one correspond to those that belong to only

a single hyperedge, whereas the vertex with the highest degree are known as hubs.
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The intersection of two hyperedges can have multiple vertices and not only one
vertex as in traditional graphs. Based on this, Aksoy et al [33] propose a framework
to generalize graph properties to hypergraphs with s-walk, the hypergraph walk
(path) whose intersection between sequential hyperedges has at least s vertices in
common. Consider a s-walk as the sequence W= (eg, e1,--- , ey). This s-walk has
length N and the intersection of all hyperedges e; and e;,; in W must have at least
s vertices. For instance, the Figure shows the s-walk with length 2 from the
hypergraph shown in Figure [2.3] considering s = 3. Using the concept of s-walk,
one can describe s-components, s-diameter, and s-closeness. For example, the s-
component is a connected component of the hypergraph where all vertices can reach
each other using s-walks.

A cycle in a hypergraph differs fundamentally from the notion of a cycle in a
traditional graph. The first formal definition of hypergraph cycles was introduced
by Claude Berge [34]. According to him, it is an alternating sequence of distinct
vertices and hyperedges, except for the last vertex, which is the same as the first.
For example, Figure 2.3 shows a hypergraph with a few cycles according to Berge’s
definition. For instance, a cycle exists between Brazil and the United States because
one can travel from Brazil to the United States using the Globenet cable and return
via the Brusa cable, or the other way around. It should be emphasized that a
single hyperedge cannot create a cycle by itself. Therefore, although the Globenet
hyperedge links Brazil, Colombia, United States and Venezuela, this configuration
does not represent a cycle between such countries since they are part of the same

hyperedge. To check if a hypergraph has a cycle, it is required to verify if the
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bipartite graph from the respective hypergraph has a cycle. Considering that the
vertex-set of the bipartite graph (V') can be split into two subsets U and W such
that V' = U U W where U is the set of vertices and W is the set of hyperedges of
the respective hypergraph. In addition, every edge in the bipartite graph links one
vertex of U with another vertex of W. The aforementioned cycles on the hypergraph
shown in Figure[2.3]can be better seen in the respective bipartite graph in Figure 2.5
Beyond assisting in cycle verification, this graph plays a key role in hypergraph
analysis, as it enables a range of algorithmic and computational investigations.

A hypertree is a special class of hypergraphs that generalizes the notion of a
tree from graph to the hypergraph theory. Formally, a hypertree is a connected
hypergraph that contains no cycles. A hypertree can be constructed by incrementally
selecting hyperedges in a way that preserves both connectivity and acyclicity. In
this context, Figure [2.0] presents a possible hypertree derived from the hypergraph
shown in Figure[2.3] Note that not all hyperedges can be included in this hypertree,
as doing so would create a cycle. By definition, it is not always possible to construct
a spanning hypertree from an arbitrary hypergraph. A hyperedge may be essential
for covering all vertices, yet its inclusion would introduce a cycle in the structure.
Conversely, excluding that hyperedge preserves acyclicity but leaves at least one
vertex uncovered, since that vertex appears in no other hyperedge. This inherent
tension between acyclicity and full vertex coverage makes a spanning hypertree
impossible in such cases. One way to construct a hypertree from the hypergraph is to
remove any hyperedge whose inclusion would introduce cycles in the corresponding

bipartite graph. As a result, the remaining bipartite graph becomes a tree.
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2.2 Network models

The aim of network models is to create mathematical representations that capture
key aspects of real-world networks. There are two main types of such models: (i)
direct models and (ii) growth models. In direct models, the network structure is
defined directly, with a fixed number of vertices, such as the Erdos-Rényi model. In
contrast, growth models are based on an evolutionary process, adding vertices over
time, building the network gradually, reflecting the dynamic nature of real-world
networks. Examining these models, some insights can gained into the underlying

mechanisms that drive the formation and evolution of real-world networks.

2.2.1 Erdos-Rényi Model

The theory of random networks encompasses the construction and characterization
of networks whose connections are established without any other rule than random-
ness itself. Assuming links are placed randomly between the vertices,

A random network consists of N vertices where each pair of ver-
tices is connected with probability p. [35]

In order to generate random networks, the G(n,p) model was introduced by
Gilbert [36]. In this model, n represents the number of labeled vertices in the
network and p is the probability that controls the connection between each pair of
vertices independently. The network resulting from this model is undirected and
have no loops. Despite that this model has been introduced by Gilbert, it is known
as Erdos and Rényi (ER) model in honor of the Hungarian mathematicians Paul
Erdés and Alfréd Rényi, considered as the founders of random graph theory because
they studied this model and have proved fundamental theorems about its network
structure. This model is by far the most studied and applied in the literature on
random networks.

The degree distribution of a network generated by the ER model is the binomial
distribution, which can also be approximated by the Poisson distribution. In this
distribution, most vertices have a degree similar to the average degree, while a few
vertices have degrees much smaller or much larger than the average degree, and may

even be disregarded due to their negligible probability.

2.2.2 Barabasi-Albert Model

A long-established rule of connections is the Preferential Attachment (PA). This rule
incorporates the “rich get richer” principle, giving preference to creating connections

with more popular vertices within a network. This is because the probabilities of
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choosing vertices are proportional to the degree of vertices. Thus, vertices with larger
degrees are more attractive to new connections, further increasing their popularity.

Motivated by the growth of the World Wide Web, Barabdsi and Albert [31] pro-
posed a network model, known as Barabéasi-Albert (BA) model, which incorporates
the PA rule. In this model, at each time step, a new vertex is added to the network
with m links (parameter of the model). The other vertex of each of the m links
is chosen randomly from among the existing vertices according to their probability
which is proportional to their degree.

The degree distribution of a network generated by the BA model follows a power-
law distribution where most vertices have a smaller degree near the average degree,
whereas some vertices whose probability of existence cannot be disregarded can
have larger degrees. These outliers are commonly called hubs as they have many

connections.

2.2.3 Duplication model

Originally developed in the context of the World Wide Web [37], duplication models
constitute a family of network growth models that incorporate a copying mechanism,
in which new vertices create connections by replicating links to neighbors found at
a specific vertex. Although the copying process is distinct from PA, it also produces
degree distributions that follow a power-law distribution.

Despite the fact that there are many models based on the copying process, in
the following we describe the partial duplication model proposed by Chung et al.
[38], here simply called the DUP model. In this model, a network is constructed by
adding one vertex at a time. When a new vertex (v) is created, one anchor vertex
is chosen uniformly at random from the existing network (vertex u). Next, v is
connected to each neighbor of u with probability p, independently. Note that v can
also enter the network as an isolated vertex (with degree 0) if it does not connect
to any neighbor of u, thus creating a new connected component, which occurs with
probability (1 — p)®, where d, is the degree of the anchor vertex (u). But such

vertices will always be isolated, since they have no neighbors.

2.3 Submarine Cable Network

The submarine cable network (SCN) is a global communication network made up
of submarine cables that connect cities around the world through optical links that
are capable of transporting hundreds of terabytes per second (TB/s). Currently,
the main purpose of this network is to provide Internet connectivity between cities,

especially those separated by great distances.
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The infrastructure of submarine cables consists of devices located on the coast
(dry plant) and under the sea (wet plant). The dry plant comprises all digital
devices that together are responsible for transmitting and receiving optical signals
carried by optical links. Here, for simplification purposes, these devices are simply
called transmission terminals. In addition to optical links, the wet plant is made
up of repeaters and branching units, which are installed along the undersea cable.
While repeaters are responsible for extending the signal’s range, branching units
are used to split the signal from a trunk cable into other cables to carry data to
different destinations. To ensure the operation of both types of devices, transmission
terminals supply the necessary electrical energy through a copper conductor installed

around optical cables [1].

Figure 2.7: Firmina Submarine Cable as a graph

Each submarine cable can be considered as a distinct network because it can con-
nect multiple transmission terminals located in different cities within one country or
across different continents. Note that a single submarine cable can be composed of
several optic fiber cables that are interconnected by repeaters and branching units
depending on their needs. To illustrate, Figure |1.1| shows the Firmina submarine
cable that interconnects transmission terminals in each of the following countries:
Argentina, Brazil, the United States and Uruguay, using several optical links, which
due to distances between their cities require repeaters and branching units. Fig-
ure shows this cable modeled as a graph where its vertices are called landing
points. If a landing point is located on the coast, it represents the transmission
terminal of a city, in which case the city is represented as a leaf node in the graph.
However, landing points in the middle of oceans represent repeaters or branching
unit devices. Each edge indicates the existence of a direct link between two landing

points. In particular, the graph that represents the Firmina submarine cable has
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25 vertices (4 transmission terminals, 2 branching units, and 19 repeaters) and 24
edges.

Transmission terminals for multiple submarine cables are often installed in the
same cities. For example, the Figure shows eight submarine cables (AMX-1,
Brazilian Festoon, BRUSA, GlobeNet, Junior, Malbec, SAm-1 and SAC) installed
in Rio de Janeiro. Thus, two different cables share one or more landing points. We
assume that two transmission terminals of two or more cables that are located at
the same landing point are connected. Although a direct optic cable between their
transmission terminals may not exist, it is quite reasonable that they are connected
by a local terrestrial network. This assumption is made to generate the graph that
represents the global network comprising all submarine cables. This assumption
is adopted to construct a graph representing the global network that integrates all
submarine cables, that is, the SCN.

Rio de Janeiro, Brazil
1 Copy link

Figure 2.8: Cables installed at
Rio de Janeiro Figure 2.9: Cables connected to Brazil

Since all submarine cables have transmission terminals located in cities within
specific countries, it becomes possible to construct a submarine cable network from
the perspective of any given country. This can be seen in Figure[2.9] which shows the
map of submarine cables installed in Brazil (a total of 23 different cables), showing
that Brazil has a direct link to cities on the American, European, and African

continents.

2.4 Sovereignty

In political relations, sovereignty is a concept concerning the authority that states
have over their own territory, implying their ability to govern without external in-
terference. Li and Yang [3] provide a historical overview of this concept, trace
its origins, and examining how this has evolved to address the challenges of cy-
berspace. According to them, the first author to present the concept of sovereignty

was Jean Bodin, who stated that it is a power inherent to the State. However, only
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authors such as Hugo Grotius and Lassa Francis Lawrence Oppenheim associated
sovereignty with the idea of independence. For Grotius, ‘sovereignty means that
the exercise of power is not restricted by others’. however, Oppenheim says that
although sovereignty constitutes the highest authority of a state, this does not imply
superiority over other states; rather, it means its complete independence.

Unlike in the physical world, where sovereignty refers to the authority a state
exercises over its territorial domain, in the digital realm, sovereignty denotes the
capacity to maintain independence, control and autonomy over digital infrastruc-
tures, technologies, and data [39]. In this context, the literature has different terms
to cover a range of aspects of digital sovereignty, such as cyber sovereignty, data

sovereignty, and technological sovereignty [40] to name a few.
According to Couture and Toupin

cyberspace sovereignty is articulated as an opposition to state

sovereignty [39]
This idea took shape in the 1990s with Barlow’s Declaration of the Independence
of Cyberspace [41], which contends that governments should not assert authority
over cyberspace, as these digital environments are defined by their users rather than
by state institutions. However, this argument differs from the position adopted by
countries that restrict Internet access within their borders, as states retain the ability
to control the physical infrastructure required for connectivity, as highlighted by
Wu [42]. Overall, cyberspace sovereignty captures the tension between the inherently
global nature of digital networks and the territorially bounded authority of states.

Data sovereignty can be understood as a key dimension of digital sovereignty,
centered on the control, ownership, and governance of data within digital environ-
ments [39]. For Aydin and Bensghir [43] data sovereignty extends beyond legal
control to include technological capabilities and institutional governance, highlight-
ing that it requires not only regulatory authority but also the infrastructure and
expertise to manage data effectively. Thus, rather than being understood as a
state-based concept, data sovereignty should be seen as distributed among multiple
actors, including governments, businesses, and civil society.

As discussed by Guitton [44], technological sovereignty can be defined as the
ability of a state to independently design, develop, and govern the technologies that
are crucial to its political, economic, and social operations This definition aligns
with the position of the Science Council of Canada, which in 1967 already argued
that attaining national sovereignty depends on building and maintaining technolog-
ical capacity. This strategy included, among other measures, promoting Canadian
ownership of technology firms and fostering domestic innovation [45].

Two other terms bring the concept of sovereignty to networks: ‘network

sovereignty’ and ‘internet sovereignty’. Although they are part of the same do-
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main, there are different understandings regarding these terms. For example, Li
and Yang [3] declare that “network sovereignty determines the rationality of the
state jurisdiction over the infrastructure and information content of cyberspace and
the right of external defense”. Meanwhile, Janardhanan et al. [46] qualitatively
define network sovereignty, as “an organization’s ability to operate a network while
minimizing dependencies on a particular manufacturer”. Finally, according to Zeng
et al. A7), Internet sovereignty is understood as the right of a state to regulate and
control cyberspace within its borders, according to its national laws and interests.
In this work, we examine the network sovereignty from the perspective of each
individual node. Specifically, we assess node independence based on their connec-
tivity, that is, on the links that integrate each node into the overall topology. In
this context, a sovereign node is one that maintains multiple alternative paths to a
large set of other nodes, thereby reducing its dependence on any specific interme-
diate node or link. In the extreme case, the most sovereign node would be directly
connected to all others, achieving full independence albeit at a significantly higher
cost. Conversely, the least sovereign node corresponds to a leaf in a network with a

linear topology.
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Chapter 3

Temporal analysis of submarine

cables

In this chapter, we examine the temporal evolution of submarine cables. This anal-
ysis is made possible by data provided by TeleGeography, which provides a rich data
set of submarine cables organized across multiple files in JSON| format. Each city,
cable and country is represented with its own JSON file. For each cable, the dataset
contains the geographic coordinates of its landing points (including city names) as
well as the year when each cable was ready for service, enabling the reconstruction of
the submarine cable networks over the years, allowing for a detailed characterization
of its evolution. More details about the repository will be presented in the Annex
[Al

The following sections analyze the temporal evolution of the topological prop-
erties of submarine cable networks, modeled using graph and hypergraph represen-
tations in Sections and [3.2] respectively. When represented as a graph, the
network is referred to as the SCN, whereas its hypergraph representation is called
HyperSCN . The results presented are related to data from the last 40 years, which
was extracted from TeleGeography in July 2025. For each year from 1989 to 2028,
we construct both an SCN and a HyperSCN by considering cables ready for service
or planned to be installed each year, giving rise to 40 different representations (one
per year). The available data have a year granularity, and thus the choice of year
timescale for analyzing the evolution of submarine cables over time. Note that the
set of cables active in a given year is almost always different from the set of the
previous year, as new cables are installed or expanded.

The final year is 2028 because TeleGeography reports data on submarine cables
not only installed, but also in the process of deployment or planned for future

deployment. However, there is a limitation in the data set in terms of the validity

! Javascript Object Notation (JSON)
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of each cable. Each cable has only the year when it was ready for service as if all
your optical links were installed at the same time. Furthermore, it is impossible to
determine whether a specific cable has been discontinued. This lack of information
hampers the effective tracking of the lifecycle of submarine cables and the SCN
effectively.

In modeling the SCN using graphs or hypergraphs, we did not incorporate the
transmission capacity of the cables connecting landing points or countries, which
would differentiate the edges in both models. However, this could be done, as
the data repository provides cable lengths that could be used to estimate their
bandwidth as well as the year they became operational.

The Python package igraph [48] was used to model the SCN and compute its
topological properties, including density, diameter, and other metrics relevant to
characterizing the structure of this network. To construct the HyperSCN and ana-
lyze its structural properties, we additionally employed the Python package Hyper-
NetworkX [49], which provides the necessary tools for hypergraph-based modeling,

including generalized formulations of s-paths, s-components, and s-proximity

3.1 SCN over Time

In the SCN, each submarine cable is modeled as a distinct graph whose vertices
represent transmission terminals, repeaters, or branching units, and whose edges
correspond to the optical links connecting these LPs (as defined by the respective
cable). Since multiple submarine cables may connect the same pair of LPs, the
corresponding graph allows multiple edges between the same pair of vertices. Thus,
given a set of submarine cables, an SCN is constructed that represents them (their
landing points and the direct optical links between them).

One could model the network using only cities as vertices, disregarding repeaters
and branching units. However, this simplification would produce graphs that devi-
ate from the real topology and omit essential structural information. In practice,
submarine cables often include branching units that enable a single cable to reach
multiple destinations. Ignoring these components would incorrectly imply direct
connections between cities, in particular those involved in a bifurcation, which does
not reflect the actual physical layout. Additionally, although the number of repeaters
can be estimated based on the distance between connected cities, this estimate is
not always reliable, as branching units may be positioned off the direct path between
them, significantly increasing the total cable length and, consequently, the number
of repeaters required. For these reasons, in this work repeaters and branching units
are explicitly modeled as vertices to preserve the fidelity of the SCN graph to the

real-world network.
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In the following, we will present how SCN has evolved over the last four decades.
First, Figure shows how the number of vertices and edges has evolved over the
years. As can be seen in this figure, the SCN has experienced substantial growth
going from around 10 vertices to 10.000 vertices in 40 years. Notice that until the
early 2000s, the number of edges was smaller than the number of vertices, as most
cables connected only two LPs (one edge for two vertices). However, this trend
reversed in the subsequent years, with the number of edges exceeding the number of
vertices. Despite this increase, the density of the network (fraction of edges present)
decreased significantly over the years, as shown in Figure showing that the

SCN becomes more sparse every year, as occurs in other real-world networks.
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Figure 3.1: Vertices and edges (3.1al), density (3.1b]), Relative GCC’s size (3.1c)
and Components (3.1d)) of the SCN over time

Despite being sparse, most real-world networks are almost completely connected
since the majority of their vertices belong to the same component, known as the
Giant Connected Component (GCC). The evolution of the relative GCC’s size for
the SCN is shown in Figure [3.1c. Although it has its ups and downs, overall the
GCC’s size has been growing over the years and currently contains nearly 75% of
the vertices. Therefore, the SCN has become more connected over the years, as
most of the vertices are in the GCC, although the network is still very sparse and
consists of many connected components, as shown in Figure[3.1dl Indeed, this figure
shows that the number of connected components in the SCN grows monotonically
over time, indicating that many new cables do not share landing points with prior
cables that form the GCC. Interestingly, both the GCC’s size and the number of
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Figure 3.2: Average Path Length (3.2a)), GCC’s diameter (3.2b)), average degree

(3-2¢) and largest degree (i3.2d|) of the SCN over time

connected components increase over the years. Today, about 25% of SCN’s vertices
are spread across more than 250 components (other than GCC).

Figure [3.2a] shows the evolution of the average path length (APL) over the years.
Note that the APL has an increasing trend over the years but with a decrease in
some years, notably the last five. Its current value is around 65 (in 2028). This
suggests that the SCN has expanded in size and structural complexity. Figure [3.2h]
shows how the largest distance between any pair of nodes in the GCC (the GCC’s di-
ameter) has evolved over the years. Again, there is an increasing trend in the GCC’s
diameter over the years but with a decrease in some years. In fact, the evolution of
the GCC’s diameter is similar to the evolution of the APL (in Figure [3.2a]). Inter-
estingly, the GCC’s diameter did not change substantially between 2004 and 2015
(as well as the APL), while the number of nodes almost doubled during the same
period, suggesting that the network contains hubs, i.e., nodes of large degrees (much
larger than average) that maintain the network connected with small distances (and
diameter).

The occasional decreases in the diameter of the GCC’s observed in Figure [3.2b]
can be attributed to the emergence of hubs. As the SCN grows, new cables are
occasionally installed in LPs that already concentrate a large number of connections,
further increasing their degree. When this happens, it introduces shorter alternative
paths between previously distant vertices, thereby reducing the diameter of the

network. This effect is consistent with the well-known role of hubs in scale-free
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lowest degrees ([3.3b)), simple path components (3.3c)) and triangles (3.3d) of the

SCN over time

networks, where a small number of hubs act as shortcuts that compress the overall
structure. Therefore, although the general trend of the GCC diameter is upward,
reflecting network expansion, intermittent decreases indicate the formation of hubs
that temporarily counteract this growth.

The evolution of vertex’s degrees in the SCN reveals some unique properties of
the SCN. For instance, Figure shows the evolution of the average degree. This
figure shows that it has remained practically constant for the past 30 years, with
an approximate value of 2. Interestingly, the largest degree of SCN evolves very
differently, as shown in Figure Since 2000, the largest degree was already four
times larger than the average degree. Furthermore, the largest degree continued to
grow, albeit slowly over time, reaching the value of 26 in 2028, being more than ten
times larger than the average degree, suggesting that the degree of the largest hub
is also increasing over time.

The degree distribution may indicate the existence of hubs in networks if it is a
heavy-tailed distribution, which denotes the existence of nodes with degrees much
larger than average. Figure [3.3a] shows the complementary cumulative distribution
function (CCDF) of the degree distribution of the SCN for the year 2025. It is
possible to see in this figure that it is a heavy-tailed distribution due to the linear
decay of the probability as the degree increases. More rigorously, we estimate the

exponent around 3.0 for a power-law distribution that best fits the observed data,
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which was obtained by linear regression using the ordinary least squares method.
This suggests that the SCN is scale-free, despite having a limited range of degrees.
Figure [3.34] also shows the theoretical linear function whose slope is the estimated
exponent (3.0), indicating its agreement with the empirical SCN’s degree distribu-
tion. Clearly, today the SCN is a network with hubs.

Figure shows the fraction of vertices with the smallest degrees (degrees 1, 2,
and 3) in the SCN over the years. Interestingly, the fraction of vertices with degree
1 has remained constant for the past 28 years, around 9%. During almost the entire
period, the fraction of vertices with degree 2 is around 80%. In contrast, the fraction
of vertices with degree 3 has increased slowly in the last 28 years, reaching around
8% in the last year. Note that only a small fraction of vertices (3%) have a degree
larger than 3 in the current SCN, suggesting that there are very few hubs in this
network.

Given that a large fraction of vertices have degree 2, a constant fraction have
degree 1 and the fact that the network has many small connected components, it
seems intuitive that some of these components are simple paths: two vertices with
degree 1 (end vertices) and all other vertices with degree 2 (intermediary vertices).
In such cases, the underlying network topology follows a point-to-point structure,
with each vertex connected only to its immediate neighbors in a linear arrangement.
A simple path may correspond to either a direct link between two cities or to a longer
chain of LPs, where the endpoints represent cities, and the intermediate vertices are
repeaters. Figure|3.3¢ shows the fraction of components in the SCN that is a simple
path over the years. As can be seen in this figure, the vast majority of components in
the SCN are simple paths, in accordance with their inherent nature of representing
submarine cables.

The clustering coefficient is one of the important characteristics of real-world
networks, since they are directly related to network transitivity and robustness.
This metric indicates the tendency of neighbors of a given node to be linked to each
other, which can provide important clues about the presence of communities. To
calculate the clustering coefficient, it is necessary to measure the number of triangles
(cycles of length three). The clustering coefficient of the SCN is insignificant. This
can be seen in Figure [3.3d, which shows that until 1998 the SCN had no triangles
and from 1998 to 2011 it had only one triangle. Although in the current year there
are 10 triangles, they can be considered negligible given the size of the network and
the number of paths of size two. This implies that, like other technological networks
such as autonomous systems, power grids, and transportation infrastructures, the
SCN tend to exhibit low transitivity as they are designed for efficiency, robustness,
and cost-effectiveness, rather than to form highly clustered structures such as social

or biological networks.
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Finally, Table summarizes the properties identified when analyzing the evo-

lution of SCN.

Table 3.1: Peculiar properties found on the SCN.

Metric

Result

Interpretation

Vertices and Edges

Density

Relative GCC’s size

Components

APL

GC(C’s diameter

Average degree

Largest degree

Lowest degrees

Both increase at similar rate

over the years
Decreases over the years

It grows over the years and
encompasses 80% of the ver-
tices

It increases in a nearly lin-

ear manner over the years

It has shown a consistent

upward trend over the years

Increases at a rate signifi-

cantly exceeding logn

It has remained nearly con-
stant over the past 30 years,
at approximately 2

It increases over time, and
since 2000 the maximum de-
gree has been about four
times the average

Most vertices have low de-
grees, dominated by degree
2 (=~ 80%), with stable de-
gree 1 (=~ 9%) and a slowly

increasing share of degree 3

(=~ 8%)

The SCN is expanding over
time, with more cables and
connecting more LPs

The SCN is becoming pro-
gressively more sparse

The majority of LPs are
concentrated within the
GCC

The SCN is
formed by many compo-
nents, including the GCC
The SCN has expanded in
size and structural complex-
ity

Indicates that the SCN does
not exhibit the small-world
property

May indicate simple paths

a network

as the predominant topol-
ogy of most components
The SCN contains hubs

Hubs are scarce in the SCN.

Continued on next page
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Metric

Result

Interpretation

Degree’s CCDF

Ratio of simple paths

Triangles

This reflects a heavily tailed
degree distribution in the
SCN.

The vast majority of com-
ponents in the SCN are sim-
ple paths

Is negligible relative to the

The SCN is scale-free, with

a limited degree range

Outside the GCC, all ver-
tices belong to cables form-

ing chains between LPs
Indicates that the SCN does

network size not exhibit the small-world

property

3.2 HyperSCN over time

Most networks, but especially communication networks, are commonly represented
by graphs, allowing for the extraction of crucial topological information to under-
stand the complexity and behavior of these networks. Although still relatively un-
derexplored, hypergraphs can also serve as a useful representation of networks. Some
works in the literature have already used hypergraphs to model telecommunication
networks. For example, in 1998, Sarkar and Sivarajan [50] have used hypergraphs
to model cellular mobile communication systems. This was also done by Ganesan et
al. in recent work [51H53]. However, to the best of our knowledge, there have been
no prior work modeling and characterizing the SCN as a hypergraph.

As each submarine cable has complex connections that interconnect a group of
cities from different countries (with repeaters and branching units) under the same
owner, we can model the SCN as a hypergraph. Since we are interested in measuring
national sovereignty (discussed later in the Chapter [5)), we can model the SCN as a
hypergraph in which its nodes correspond to countries and the hyperedges represent
the submarine cables that connect them. Note that submarine cables that inter-
connect cities in the same country will be transformed into a singleton. The union
of all submarine cables, each represented as a hyperedge, gives rise to the Hyper-
SCN — the hypergraph that models global connectivity among countries according
to the underlying SCN. In this abstraction, we intentionally ignore the remaining
physical infrastructure required to enable these connections, focusing solely on the
country-to-country relationships induced by the cables.

Figure [3.4a] presents how the order and size of HyperSCN evolve over the years.
Although at different rates, both metrics increase over the years, indicating that
the total number of countries and submarine cables increases over the years. Notice

that since 2012 the order (number of vertices) grows very slowly, whereas the size
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Figure 3.4: HyperSCN order and size (3.4a)) and its hyperedge’s width over time
(13.4h))

(number of hyperedges) continues to increase almost linearly over the years. This
means the HyperSCN is densifying since roughly the same set of countries has seen
a large increase in the number of submarine cables in the the last 16 years.
Another important property to be analyzed in the HyperSCN is the width of its
hyperedges, as they represent how many countries are connected by a given subma-
rine cable. Figure shows that, throughout all years, most hyperedges have a
width between 1 and 3, meaning that many submarine cables link LPs belonging to
only a small number of countries, usually no more than three. However, note that
there are several outliers in Figure i.e, a few cables capable of interconnecting

up to dozens of different countries in the same cable (cables with a larger width).
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Figure 3.5: Fraction of hyperedges with width 1, 2, and 3 (3.5a)) and singletons

(3.5b)) over time.

To better understand the evolution of the hyperedge’s width found on Hyper-
SCN, Figure shows how the fraction of submarine cables with widths 1, 2, and
3 evolve over the years. Interestingly, despite the growth in order and size, these
fractions do not vary significantly over time, and considering data from last year, we
can see that only 8% of cables connect three different countries, 34% are responsible
for connecting two different countries, and 43% are singletons. Finally, only 15% of
the cables interconnect four or more countries. Given the large fraction of singletons,

Figure shows how the number of singletons evolves over time. Note that the
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number of singletons increases almost linearly over the years, indicating that sub-
marine cables are being used to connect cities within the same country. This could
be explained because beneath the ocean, cables are less exposed to hazards such
as construction work, theft, vandalism, or complex land-use regulations, which can
significantly increase the cost and difficulty of maintaining terrestrial infrastructure.
In addition, coastal cities can be linked more efficiently by routing cables along the
seabed, avoiding mountains, forests, deserts, or densely populated areas. As a re-
sult, submarine cables frequently offer lower installation costs, fewer interruptions,

and greater long-term reliability, compared to their terrestrial cables.
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Figure 3.6: Fraction of vertices in the S-GCC ({3.6al) and the s-diameter of the largest
s-component ([3.6b|) over time (for s = 1,2,3)..

Recall that a hypergraph can have multiple s-components (for each value of s).
Each s-component of the hypergraph has a size that is given by its number of vertices,
and the largest one is known as S-GCC. Analyzing the evolution of the relative size
of the S-GCC found on the HyperSCN for different values of s (Figure , it
can be seen that for s = 1, almost all countries are within the S-GCC since the
beginning of this century. This means that today practically all countries have on
this territory at least one submarine cable capable of reaching any other country.
The relative size of the S-GCC considering s = 2 and 3 also increased with time,
indicating that redundancy is being added by different countries over time. Note
that more than half of the countries belong to the S-GCC for s = 2 and 3 in recent
years. Thus, the majority of countries have redundant connections between them.

The Figure [3.6b| reveals that the s-diameter in the S-GCC has increased and
decreased for s = 1 and slowly increases for s = 2 and s = 3. Interestingly, in the
most recent network, the s-diameters are the same, 6. This means that a country in
the S-GCC can reach any other country within the S-GCC with a sequence of six
or fewer submarine cables. This is very low considering the number of countries in
the S-GCC. The s-diameter for s = 2 and 3 is smaller than the s-diameter s = 1 for
all years. This could be explained because the S-GCC considering s = 2 and s = 3
is smaller than the S-GCC considering s = 1.
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Figure 3.7: Average degree of the HyperSCN (i3.7al) and three largest degrees. (3.7h)
found on HyperSCN over time

The evolution of vertex’s degrees in the HyperSCN reveals some unique proper-
ties of this network. Figure depicts the evolution of the average degree. This
figure shows that the average degree increases over the years, supporting the den-
sification of the HyperSCN (more cables are added than countries). The temporal
evolution of the largest, second largest and third largest degrees in HyperSCN is de-
picted in Figure Over the past decades, the three largest degrees have shown
a consistent increase, indicating that the most connected countries are increasingly
participating in more cable with other countries. Note that since early 2000, the
largest degree is more than ten times larger than the average degree, suggesting that
hubs exist in the HyperSCN and its degrees are also increasing over time. Finally,
the gap between the largest and second largest degrees has widened, suggesting a
growing centralization of connectivity around a few dominant hubs. This reflects
strategic efforts by certain countries to improve their redundancy and global reach

by investing in cable infrastructures that reach a diverse set of countries.
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Figure 3.8: Fraction of vertices with degree 1, 2 and 3 found on HyperSCN over time
(3-8al) and Degree’s CCDF for years 2005, 2015, and 2025 (in log-log scale, with line
with estimated slope «) in W

Figure shows the fraction of vertices (countries) with degrees 1, 2, and 3 in
HyperSCN over time. Until 2020, more than 50% of the vertices had degree 1, 2,

or 3. However, the fraction of low degree vertices has been decreasing in the last 20
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years. This also indicates that countries are building redundancy by participating
in more submarine cables.

The degree CCDF for the HyperSCN in the years 2004, 2014 and 2024 is shown
in Figure m (on a log-log scale). Note that the three distributions follow a heavy-
tailed distribution due to a roughly linear decay of the probability. More strictly, we
estimate the exponent («) for a power law distribution that best fits the observed
data for each year, which was obtained by linear regression using the ordinary least
squares method. This suggests that HyperSCN is scale-free (despite the limited
range of degrees) and that the hubs are growing over time, since a decreases over the
three distributions. Figure also shows the sloped lines given by « for each year,

indicating its relative agreement with the respective empirical degree distribution.

Finally, Table summarizes the properties identified when analyzing the evo-
lution of the HyperSCN.

Table 3.2: Peculiar properties found on the SCN.

Metric

Result

Interpretation

Order and Size

Hyperedge’s
width

Ratio of smaller

hyperedges

Singletons

Since 2012, the number of ver-
tices has grown slowly, while
the number of hyperedges has
increased almost linearly over
time.

Most hyperedges have width
between 1 and 3, although

there are outliers.

They remain stable over time,
with ~ 43% singletons, ~ 34%
connecting two countries, =~
8% three countries, and ~ 15%
four or more countries.

Increases almost linearly over

time.

The HyperSCN has been densifying,
as a relatively fixed set of countries
has experienced a large increase in

submarine cables in recent years.

This indicates that submarine cables
typically connect up to three coun-
tries, though some link dozens of
countries.

Its evolution does not significantly
change cable operating patterns, re-
maining predominantly with limited

multi-country routing.

This indicates an increasing use of
submarine cables to connect cities

within the same country.

Continued on next page
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Metric

Result

Interpretation

Relative S-
GCC(C'’s size

GCC’s diameter

Average degree

Largest degrees

Ratio of lowest

degrees

Degree’s CCDFs

Very high for s = 1 and in-
creasing over time for s = 2

and s = 3.

It fluctuates for (s=1) and in-
creases slowly for (s=2) and
(s=3), while all diameters re-
main relatively low.

Increases over the years.

Over the past decades, the
three largest degrees have con-
sistently increased.

Until 2020, over 50% of ver-
tices had degree 1-3, but the
fraction of low-degree vertices
has decreased over the past 20
years.

The three distributions are
heavy-tailed, exhibiting an ap-
proximately linear decay in

probability.

Practically all countries have at least
one submarine cable enabling con-
nectivity to any other country (for
s = 1) and Redundancy is increasing
over time across countries (for s = 2
and s = 3).

Countries can reach each other
through a few submarine cables, sug-

gesting a small-world property.

This confirms HyperSCN densifica-
tion, as cables increase faster than
countries.

Most connected countries are in-
creasingly participating in more ca-
ble with other countries.

Indicates that countries are increas-
ing redundancy by joining more sub-

marine cables.

The HyperSCN is scale-free, with
hubs increasing over time as « de-

creases across the distributions.

3.2.1 Robustness Analysis

To evaluate the robustness of HyperSCN, we quantified each country’s dependence

on its own cables and those of its neighbors, since both can isolate a country from

the others. In particular, we measure the connected component size to which each

country belongs after iteratively removing its cables and its neighbors.

For this

analysis, we consider the most recent HyperSCN, specifically the data for the latest
available year (2028).

The size of the connected component to which each country belongs is calculated

when the cables incident to this country are removed, a measure we refer to as cable

dependency. Cables were removed iteratively in the increasing order of cable size (i.e.
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those connecting fewer countries were removed first) to disconnect the country as
slowly as possible. Cables are removed until the component containing the country
of interest is less than or equal to half the GCC. This number of cables that must
be removed is an indicator of that country’s dependence on its cable infrastructure,
i.e., its cable dependency. A lower value of cable dependency indicates reduced
structural robustness for a country, since few cables need to be removed to affect

the connectivity of the respective country.
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Figure 3.9: Evolution of the relative component size of countries with respect to the
GCC during cable removal

The robustness to cable removal of all countries is presented in Figure [3.9 where
each colored line represents a different country. The y-axis represents the relative
size of the component to which each country belongs with respect to the GCC.
The x-axis shows the number of cables removed. Although most countries start
at 1, meaning that they belong to the GCC, they exhibit very different robustness
patterns as cables are removed. Some countries experience abrupt drops to zero
after only a small number of removals. Others remain close to the GCC for a much
wider range of removals and then also suffer abrupt drops to zero.

Interestingly, these abrupt drops in the relative size of the components seem
to indicate that all cables were removed, isolating the country all at once instead
of gradually reducing the reach of the respective country. Therefore, it appears
that countries become disconnected from most of the network only when all their
cables are removed. To confirm this, Figure [3.10| presents the relationship between
cable dependency and the degree of countries. This scatter plot reveals a clear
correlation between these two variables. Countries with a higher degree generally
require the removal of a larger number of cables before being disconnected from the
GCC. Low-degree countries are concentrated on the left side of the plot and tend

to lose connectivity after only a few cable removals. Indeed, the empirical Pearson
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Figure 3.10: The relationship between cable dependency and degree

correlation coefficient was 0.99992, revealing an almost perfect correlation.

Next, we evaluate the robustness of a country with respect to its neighbors. In
particular, we calculated the relative size of the connected component of a country
when its neighboring countries, along with their respective connections, are removed,
a measure we refer to as neighbor dependency. Neighbors were gradually removed in
decreasing order of the neighbor’s degree (i.e., neighbors incident on more countries
are removed first) in order to disconnect the country as quickly as possible (in
contrast to cable dependency). Again, once the component containing the country
of interest has a size smaller than or equal to half of the GCC, we take that number
of removals as its neighbor dependency. As in cable dependency, lower neighbor

dependency values indicate less robustness.

1.0

e
™

2
o

o
>

Component size

o
[N]

<
(=)

0 20 40 60 80 100 120 140
Neighbor dependency

Figure 3.11: Evolution of the relative component size of countries with respect to
the GCC during neighbor removal

The relative size of the components when neighboring countries are removed is
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presented in Figure [3.11] Each color corresponds to a different country. In general,
most countries exhibit a gradual decline in relative component size, indicating that
the removal of a few neighbors only partially reduces their connectivity to the GCC.
Interestingly, the removal of countries (to a high degree) reduces the relative size of
the component much faster than the removal of cables (to a small size), as shown in
Figure[3.9] In any case, the smooth decline in relative size is typically followed by an
abrupt drop to zero. These abrupt drops suggest that a country becomes isolated if
all of its neighboring countries are removed. This trend is further supported by the
positive correlation between the number of removed neighbors and neighborhood
size, as evidenced by the scatter plot in Figure and confirmed by the Pearson

correlation coeflicient of 0.938 between these two variables.
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Figure 3.12: The relationship between neighbor dependency and neighborhood size

Figures and reveal that some countries take considerably longer to show
a decrease in component size during gradual removal of cables and neighbors, respec-
tively. This pattern arises because a country remains part of the GCC as long as at
least one cable or neighbor survives, becoming isolated only when the last cable or
neighbor is removed. Consequently, countries that maintain connectivity for longer
are those with a higher degree or larger neighborhood size. Taken together, these
results suggest that resilience in HyperSCN is primarily a function of connectivity
volume, in terms of the number of cables and neighbors, rather than the individual
importance of any particular cable or neighboring country.

Based on these results, almost all countries can be considered robust because
they remain resilient to the loss of cables or connections to neighboring countries,
since only when all cables or neighboring countries are removed, a country becomes
disconnected from the GCC and this isolated.

Although we did not assess the robustness after removing vertices or edges ac-
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cording to their importance, we expect the outcome to be similar since the SCN
only fails once all cables or neighbors have been removed, regardless of whether the
less important ones are eliminated first and the more important ones later, or the

reverse.
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Chapter 4

Add-Stretch-Attach model

According to the temporal analysis presented in the previous chapter, the SCN, when
represented as a graph of LPs , consists of many connected components from
which a large fraction (around 80%) are simple paths, while it also has a GCC con-
taining approximately 80% vertices. The SCN has a heavy-tailed degree distribution
with a large fraction of vertices (around 80%) with degree 2 and consequently the
average degree approximately equal to 2. Moreover, the SCN is extremely sparse,
and the number of triangles (cycles of length three) is negligible. Although the SCN
exhibits additional properties when represented as a hypergraph (section , the
model presented in this chapter focuses on capturing its characteristics as a graph
of LPs.

These findings motivate a novel network growth model based on the following
three mechanisms: (i) add vertices to form new connected components; (ii) stretch
paths in the network by connecting new vertices to vertices with degree 1 already
in the network; (iii) attach new vertices to popular ones by PA, i.e. vertices already
in the network are chosen with probability proportional to its current degree. Thus,
the goal of the proposed Add-Stretch-Attach (ASA) model is to capture the essence
of SCN growth and adequately represent its evolution over time. The acronym ASA
reflects the three fundamental mechanisms that drive the model: adding new com-
ponents(A), stretching existing paths(S), and attaching vertices to form hubs(A).

Consider discrete time steps t = 1,2, ... and let GG; denote the random graph at
time ¢. At each time step ¢, a 2-clique (the simplest possible clique in a graph) (two
vertices connected by an edge) is added to the existing graph G;_1, giving rise to G;.
Vertices are numbered sequentially according to their arrival times, such that vertices
2t —1 and 2t form the 2-clique added to the graph at time t. With probability P, the
2-clique created at time ¢ is added to G;_; as a new connected component (without
edges to any existing vertex). But with probability 1— P, the newly created 2-clique
will be connected to a vertex in G;_;. The edge responsible for this connection

will be created between the 2-clique and an anchor vertex chosen according to two

38



distinct mechanisms. With probability ¢, it will be chosen uniformly at random from
leaf vertices (those of degree 1) in G;_; (to stretch a path), and with probability
1 —gq it will be chosen from vertices of G;_; according to PA. Then, an edge is added
between the anchor vertex and a random vertex from the 2-clique. For completeness,
let P;(t) and d;(t) denote the probability that vertex i is selected at time ¢ and the
degree of vertex i at time t. Pi(t) = I(di(t — 1) = 1)/ 32V I(dj(t — 1) = 1)
given the stretching mechanism, where I() is the indicator function, and P;(t) =
d;(t—1)/ Z?S;l) d;(t — 1) given the PA mechanism.

Algorithm 1 Generating a random network with the ASA model

Require: n, P, q
1:t+1
2: Gt—l < {}
3: while t <n/2 do

4: g < new_2clique(2t — 1,2t)

5: if uniform(0,1) > P then

6: if uniform(0,1) < ¢ then

7 w < Gi_.get_vertex(deg = {1}, pa = False)
8: else

9: w < Gy_1.get_vertex(deg = {all}, pa = True)
10: end if

11: x < g.get_vertex(deg = {1}, pa = False)

12: Gy < Gy_y.add_link(z,w)

13: else

14: Gy « Gy_1.add__graph(g)

15: end if

16: t+—t+1
17: end while
18: Return: G

The algorithm |1 describes the generation of a random network (G) according to
the ASA model. The parameters of the algorithm are n, the number of vertices in
the network to be generated (assuming that it is even) and the probabilities P and
q as previously discussed. At each iteration, the 2-clique is created with vertices
2t — 1 and 2t linked by one edge (line [4f) and added to G;_; as a new component
(line with probability P. Otherwise, this new component can be connected to
the existing network with probability 1-P (line . In this case, the choice for the
anchor vertex (w) in Gy_; can follow the stretching mechanism (with probability
q, line @ or the PA mechanism(with probability 1 — ¢, line E[) Finally, a random
vertex (x) in g is selected and connected to the chosen anchor vertex (lines [11] and
respectively).

The function get wvertex in Algorithm [I] selects a vertex at random according

to its two parameters. The first parameter (deg) determines the degrees of the
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Figure 4.1: Example of network growth using the ASA model

(d) (f)

nodes to be considered in the random selection, while the second parameter (pa)
determines whether the vertices should be chosen uniformly at random (pa = False)
or proportional to their degree (pa = True).

Figure[d.T exemplifies the growth of a synthetic network using the ASA model. At
each step, cliques of size 2 are added to the network. In the beginning, (Figure ,
the clique 1 — 2 is added as a new component because there are no vertices in the
network. Next, clique 3—4 is added to the network, and by chance, with probability
(1 — P)q, was connected to an anchor vertex (vertex 1), stretching the path of the
existing component, as shown in Figure [f.Ip. Then, clique 5 — 6 is added to the
network in Figure [4.Ik, connecting to vertex 3, which has degree 2 and a greater
chance under PA with probability (P(1 — ¢)). Figure shows that the clique
7 — 8 is created as a new connected component, which occurs with probability P.
Figure shows that the clique 9— 10 connects to the vertex 8, stretching the path
of this new component. Finally, to illustrate the appearance of the hubs, Figure
shows that the clique 11 — 12 is connected according to PA to the vertex 3. Note
that the degree of vertex 3 became twice the average, indicating that it is a hub.

Note that the ASA model adds two vertices and one or two edges at each time
step. Thus, G, has exactly 2t vertices and ¢(2—p) edges in expectation, and therefore
an average degree of 2t(2 — p)/2t = 2 — p, which is independent of t. Another
property is that G; does not have cycles, as at most one edge is added between the
new clique and the anchor vertex of the existing graph. Finally, each component
grows independently of the other components, as they are never interconnected.

The ASA model contributes to understanding the structure of the SCN by en-
abling predictions of its future growth, including the emergence and connectivity of
the main hubs. Such predictive capability offers a foundation for exploring how alter-
native network configurations or expansion strategies could enhance global Internet
traffic performance

Despite being designed for the SCN. the ASA model incorporates structural
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principles that are also present in other real-world infrastructures, such as power
grids, whose topologies evolve slowly due to high deployment and maintenance costs,
just like the SCN. These systems often exhibit PA behavior, as major urban centers
naturally attract more connections to meet higher demand. By contrast, ASA is
not directly suitable for modeling highly flexible infrastructures such as satellite
communication networks. Nevertheless, if its parameters are reconfigured to account
for alternative environmental and technological conditions, ASA can be adapted to
represent other classes of networks. In this sense, ASA should not be viewed as a
model restricted to the SCN, but rather as a flexible framework that can be extended

or modified to explore the evolution of diverse networked infrastructures.

4.1 Characterization of ASA model

In addition to the number of vertices (n), the ASA model has only the parameters
P and ¢g. As discussed, P controls the rate at which new connected components
are created in the network, and ¢ controls the balance between the stretching and
PA mechanisms. Interestingly, when P = 0 and q = 0 the ASA model is almost
equivalent to the BA model [31], and thus is bound to generate networks that have a
power-law degree distribution (The difference is that the ASA model adds 2-cliques
at each time step, while the BA model adds a single node). Moreover, when P = 0
and ¢ = 1, the ASA produces a single-path network in which all internal vertices
have degree 2 , while only the two end vertices have degree 1. Also note that if P =1
then ASA generates a network with n/2 connected components each corresponding
to a 2-clique, independently of ¢. Thus, the values of P and ¢ play a fundamental
role in the structure of the random graph G;. generating networks with multiple
connected components, including the GCC and many other components that are
paths. Moreover, G; has a heavy-tailed degree distribution. Therefore, the ASA
model captures the essence of the mechanisms that drive the growth of the SCN
and can be applied to represent the evolution of the SCN, under the right choice of
parameters (to be discussed).

To understand the role of P and ¢ in the ASA model, the heatmaps are plotted
in Figure 4.2 showing the average value of different network properties for different
values of P and ¢. Each heatmap was generated considering data from 100 indepen-
dent synthetic networks, each with 10,000 vertices generated by ASA. The values
of P and ¢ varied from 0.1 to 1.0.

The heatmap of the connected components in Figure shows that as P in-
creases, the number of components increases. Furthermore, the value of ¢ does not
influence this metric, as expected. In contrast, Figure [£.2h] shows how the relative
size of GCC is influenced by the values of P and g. Note that the largest GCC occurs
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Figure 4.2: Heatmaps in function of p and ¢ indicating the average number of compo-
nents (4.2a)), average size of the GCC (4.2b)), average ratio of connected components

that are simple paths (4.2d) and average largest degree (4.2d) (average over 100
independent samples of the ASA model).

when P is equal to 0.1. When P > .5, the GCC has less than 15% of vertices, but
decreases monotonically with P. In this regime, ¢ has little influence on the size of
the GCC.

The parameter ¢ plays a role in the ratio of simple paths. Figure shows that
the larger the value of ¢, the larger is the ratio of components that are simple paths.
This is because the PA growth mechanism is used with probability 1 — ¢ and this
mechanism creates components that have vertices with degrees greater than 2, thus
breaking simple paths. Note that P also impacts this metric, and when P increases,
more components appear in the network, and consequently a larger fraction of these
components are simple paths (see Figure .

Another network property significantly influenced by ¢ is the largest degree of the
network, as shown in Figure [£.2d] As g decreases, the largest degree increases, and

this is due to PA growth mechanism that is known to generate vertices with large
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degrees. However, P also influences the largest degree, as lower values of P generate
fewer components and allow arriving 2-clique vertices to connect to existing vertices.
By connecting to existing vertices, the value of the largest degree can increase. Thus,
for a fixed ¢, decreasing P increases the value of the largest degree, as shown in this
figure.

Some network properties are not influenced by the values of P and q. For ex-
ample, the number of triangles generated by the ASA model is always zero, inde-
pendent of P and ¢. In fact, ASA never generates a cycle in the network because
it connects a 2-clique to some existing vertex or creates a new component. An-
other example is the edge density of the network that does not depend on ¢. In
fact, the average number of edges generated by the ASA model with n vertices is
n/2x(P+2(1— P))=n(1l— P/2). Thus, when P = 1, the number of edges is n/2,
whereas for P = 0 it is n — 1. Consequently, the average edge density of ASA is
2-P

==7. Note that the average density depends on P but only linearly and decreases

to zero with n (since we divide by n).

4.2 Comparison between ASA and Growth Models

In this section, the ASA model is compared with alternative models for modeling the
SCN’s growth. The experiments were designed to analyze the temporal evolution
of synthetic networks generated by these models and to compare them with the
evolution observed in the real SCN. This comparison aims to identify which model
reproduces the structural dynamics of the SCN with the most accuracy.

The class of models that perhaps most closely resembles the SCN is tree-based
models [54]. This is due they are useful for representing hierarchical systems whose
physical topology approximates a tree, such as electrical or water distribution net-
works, as well as certain types of technological network. The general procedure for
building a tree-like network starts with a single node, called the root. In the first
generation, two leaf nodes are connected to this root. In subsequent generations,
each leaf node produced in the previous step gives rise to two new child nodes. Each
newly added node is linked to its immediate parent, thereby maintaining the hier-
archical tree structure throughout the growth of the network. However, this and
other tree-based models create networks with a single connected component and
without hubs, which are essential properties of the SCN. Therefore, none of these
tree-like network models is suitable for representing the SCN. Unlike ASA, which
was specifically designed to represent networks with the same properties as SCN.

To evaluate whether the ASA model is appropriate for the intended purpose, we
compared it with two other network models that, although not specifically tailored

for representing SCNs, are capable of generating networks with hubs: The BA and
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DUP models. While BA employs preferential-attachment (PA), DUP model employs
copying as the growth mechanism. In PA, new vertices tend to connect to highly
connected ones, reinforcing their popularity, whereas in DUP, a new vertex forms
links by replicating the neighborhood of a selected existing node.

These models were chosen for comparison with the ASA model because they
are well-established growth network models known to generate networks with
heavy-tailed degree distributions (in fact, follows a power-law distribution), as ob-
served in the SCN (which is certainly heavy-tailed). However, both models were
adapted to allow the generation of multiple connected components, reflecting an-
other key structural characteristic of the SCN (details provided below).

To enable a direct comparison between the temporal evolution of the real net-
work (SCN) and the synthetic networks created with the aforementioned models,
all synthetic networks were generated with the same number of vertices as the SCN
for each corresponding year. For standardization purposes, the initial network for
each model is a 2-clique, ensuring that all synthetic networks start identically. To
simplify the construction of synthetic networks, we set the parameters of each model
using data from the SCN of year 2025. Consequently, all networks were generated
with the same parameter values throughout all years. In addition, for each model,
30 independent networks were generated for each year and each model, and the
resulting statistics are presented as yearly averages specific to the model, whose
standard deviations are presented in the appendix [A] This appendix presents the
minimum, the average and maximum standard deviations obtained from computing
the metrics for each model. Considering that 30 different networks were generated
across all years, the standard deviation for each metric was calculated for each of the
40 years. To avoid listing the standard deviation values for every individual year,
the minimum, average, and maximum standard deviation obtained for each metric

and model are presented in the respective appendix.

4.2.1 Results with Barabasi-Albert networks

The BA model incorporates the growth mechanism that gives preference to creating
connections with more popular vertices within a network (PA mechanism). In this
model, at each time step, each new vertex is added to the network with m incident
edges (m is a parameter of the model). The m neighboring vertices of each new
vertex are randomly chosen from the existing vertices with a probability proportional
to their degree. Thus, a vertex with a degree k times larger than another will have
k times more chance to be chosen as the neighbor. This mechanism will increase
the degree of vertices that have larger degrees, consequently generating hubs

To allow the classic BA model to generate multiple connected components, we
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introduce a modification in which each new vertex may remain isolated by forming
a self-loop edge with probability p, which is introduced as an additional parameter
of this variation of the BA model. With probability 1 — p, the new vertex is added
according to PA mechanism as the classic BA model. Thus, the expected number of
connected components generated by this variation of the BA model when n vertices
are added to the network is E[C] = np. Thus, the number of connected components
can be used to determine the value of p.

For our experiments, we define the number of vertices added by the BA model
each year as the number of vertices in the SCN in the corresponding year minus the
number of vertices in the SCN of the previous year. The number of edges added
with a new vertex (parameter m) was set to m = 1. This is because the average
degree of the SCN in 2025 is 2.1. As the expected average degree of the BA model
is 2m, m was assigned to 1 because it is the closest integer to reach 2.1. Note that
with m = 1 there are no cycles (and thus no triangles) in the resulting network and
the connected components are not merged by an incoming vertex. Lastly, p was
obtained taking into account the number of connected components (¢ = 271) and
vertices (n = 9434) of the SCN in 2025. Therefore, p = 0.029. In what follows, this
variation of the BA model is analyzed and compared with the SCN.
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Figure 4.3: Results of the SCN and model networks over time

Figure shows how the number of vertices and edges in the BA networks
evolves over time. As the figure indicates, these quantities remain identical through-
out all years because the parameter m was set to 1 for the entire period. In contrast,
the SCN follows a different pattern, with the number of edges surpassing the num-
ber of vertices over the years, as shown in Figure As the number of vertices
and edges remains constant, the density of BA networks decreases as the number
of vertices increases over the years. This behavior can be observed in Figure ,

which shows how the density of BA networks evolves over time. Once the density

!Plots in this chapter include curves for the SCN data, as well as for the synthetic networks
generated by the models discussed in this and the following sections.
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equation is defined as:
2m

e (4.1)

p:

an interesting pattern emerges when the number of vertices n and edges m in-
creases proportionally, the density decreases over time because the denominator
grows quadratically, whereas the numerator grows linearly. Figure [£.3h also shows
that the densities of the BA networks decline at rates comparable to those of the

SCN, showing that both structures are extremely sparse.
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Figure 4.4: Results of the SCN and model networks over time

The number of connected components in BA networks grows linearly with the
number of vertices, because p is constant and m = 1. This is similar to the growth
of connected components in the SCN, as can be seen in Figure [{.4a] Since p was
set based on the number of components in the SCN in 2025. Hence, the two curves
have been very similar over the last decade. Although this variation of the BA
model produces multiple components, it still forms a GCC. However, its relative
size gradually decreases with time, reaching about 80% of the vertices in recent
years. In contrast, the relative size of the GCC in the SCN increases over the years,
reaching approximately 72% in the most recent period, as shown in Figure [4.4b]

Figure [f.4c|shows that the GCC’s diameter in the BA networks grows very slowly
compared to the GCC’s diameter of the SCN. For example, in the last 15 years, the
GCC’s diameter in BA networks is between 20 and 25 while the GCC’s diameter of
the SCN is almost 10 times greater in the same period. A similar pattern appears
when examining APL within the GCC of BA networks compared to the SCN (see

Figure |4.4d)).
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The evolution of the average degree in BA networks is shown in Figure
and, as indicated, it follows the same trend observed in the SCN from the last two
decades, although with slightly lower values in the most recent years. In contrast,
Figure shows that the largest degree in the BA networks grows much faster
than in the SCN. revealing that the hubs generated by the BA model are much
larger than in the SCN. In particular, in 2025, the largest degree in BA networks is
about seven times larger than that of the SCN.
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Figure 4.5: Results of the SCN and model networks over time

Unlike the SCN, Figure shows that the majority of vertices in BA networks
have degree 1 (around 65%), while in the SCN, most vertices have degree 2 (around
80%). Considering vertices with degree 3, both have an equivalent proportion,
around 8%. Finally, few vertices in BA networks have degree 2 (around 20%),
which is very different from SCN. Thus, the BA model does not capture neither the
smallest degrees (their proportion) nor the largest degrees (their values) of the SCN.

Although this customized version of the BA model produces multiple connected
components, the fraction of those that correspond to simple paths has remained
between 25% and 30% over the past 25 years, as shown in Figure [£.5d} This differs
significantly from SCN, where around 80% of the connected components are simple

paths.

4.2.2 Results with Partial Duplication networks

In the DUP model, a network is constructed by adding one vertex at a time. When

a new vertex (v) is created, an anchor vertex u is chosen uniformly at random from
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the existing network. Next, v is connected to each neighbor of u with probability
P, independently. Note that v can also enter the network as an isolated vertex
(with degree 0) if it does not connect to any neighbor of w, thus creating a new
connected component, which occurs with probability (1 — P)d,, where d, is the
degree of the anchor vertex u. But such vertices will always be isolated, since they
have no neighbors.

Different from the original DUP, we consider a variation in which if the anchor
vertex u has no neighbors, the new vertex v could also be connected to u with
probability P. With probability 1 — P, the new vertex v also enters the network
as an isolated node of degree 0. Note that this variation allows for the growth of
isolated nodes as new connected components. In contrast to the traditional DUP
model, in which the generated networks have only a single connected component.

To produce synthetic networks that capture the temporal evolution of the SCN
using the DUP model, it is required to define P using SCN’s data. Considering two
networks with one year difference (G;_; and G;), we can extract from each network
the number of vertices (n(t)) and edges (m(t)) for each year. Since the SCN at time
t is an evolution of the network at time ¢t — 1, the number of vertices and edges
added by the DUP model to the network at time ¢ is the difference in the SCN data
between t and ¢t — 1, respectively.

Note that the expected number of edges created by a new vertex in the DUP
model that enters at time ¢ is Pd,_; where d;_; is the average degree of the network
at time £ — 1. We assume that all new vertices entering a given year experience the
same average degree. Thus, the number of edges added by the number of vertices
entered in year ¢ is Pd,_(n(t) — n(t — 1)). This should be equal to m(t) — m(t — 1)
at time ¢. Furthermore, by definition, we have d;_; = 2m(t —1)/n(t — 1). Thus, the

parameter P for a given year t can be defined as follows:

_n(t = 1)(m(t) — m(t 1))
P omt = D)(n(t) — n(t —1)

(4.2)

Using SCN data in 2025 (n=9434 and m = 9732) and 2024 (n=8842 and m = 9086),
the value of P is approximately equal to p = 0.530 according to Equation [£.2] Since
the model has a fixed value for P, which does not change over time, this value was
used throughout the years.

Figure shows the number of vertices and edges in DUP networks over time.
The figure indicates that DUP networks have more edges than vertices, similar to
what occurs in the SCN, except in recent years, when the gap between the number
of vertices and edges in DUP networks has become slightly larger than in the SCN.
Consequently, the density of the DUP networks falls at a less pronounced rate than
in the SCN over the years (Figure [.3b). However, this does not significantly impact
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Figure 4.6: Results of DUP networks over time

the density of DUP networks compared to SCN. Indeed, DUP networks are also
sparse.

When comparing the evolution of the connected components of SCN and DUP
networks, it is possible to see that the DUP model generates networks with a huge
number of connected components compared to the SCN. Figure [4.4a] shows that in
the early 2000s DUP networks had hundreds of components, whereas the SCN had
fewer than 100 components in the same period.

Compared to the SCN, the vertices in DUP networks are more widely distributed
across components, whereas in the SCN they are more concentrated in the GCC. Ac-
cording to Figure the GCC'’s size of DUP networks begins with 60% of vertices
and decreases over the years, reaching less than 10% of vertices in recent years. This
is quite different from the SCN, where this proportion increases over the years to
about 80% of the vertices belonging to the GCC in the same period. Regarding the
diameter of the GCC, shown in Figure the DUP networks have a low diameter,
especially because the GCC has fewer vertices. Over time, the diameter of the GCC
in DUP networks remained close to 10, while in the SCN it reached approximately
270 in recent years. A similar pattern appears when examining the APL within the
GCC of DUP networks compared to the SCN (see Figure [.4d)).

Until 2010, the average degree of DUP networks, shown in Figure [{.5a] was
lower than that of the SCN; thereafter, it increased, although it remained close to
the average degree observed in the SCN. Figure shows that the largest degree
of DUP networks partially follows the growth trend of the BA networks, increasing
over time and substantially larger than the largest degree in the SCN. So, DUP
networks have hubs with degrees much larger than hubs in the SCN.

Figure [4.6b] shows the proportion of lowest degrees of DUP networks. Unlike
SCN, DUP networks have around 15% vertices with degree 2, whereas SCN has
approximately 80%. On the other hand, almost 40% of the vertices have degree 1
in DUP networks, while less than 10% have such degree in the SCN. Considering

the proportion of vertices with degree 3, both networks have similar proportions. In
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addition, as shown in this figure, almost 40% of the vertices in DUP networks have
degrees different from 1, 2 and 3. This does not necessarily mean that such vertices
are hubs because this model also allows the generation of vertices with degree zero.

Although DUP networks have many more connected components compared to
the SCN. Figure[.5dshows that the fraction of them that correspond to simple paths
is approximately three times smaller than the fraction of simple path components
observed in the SCN.

4.2.3 Results with Add-Stretch-Attach networks

In order to compare the ASA model with the SCN and other growth models, It is
necessary to adjust its parameters, namely p and ¢, so that it can generate networks
as close as possible to the SCN. For this purpose, the SCN data will be used in the
following way:

Let C be the (random) number of connected components generated by the ASA
model for a network with n vertices. Note that the expected number of connected
components is given by E[C] = np/2, because for every 2-clique added to the net-
work, a new connected component is created with probability p. Thus, if ¢ is the

number of connected components in the SCN, p can be determined as follows:

p=— (4.3)

n

Consider the probability that the ASA model generates vertices with degree 2
when a newly created 2-clique is added to the network. With probability p no node
with degree 2 is created. In contrast, with probability 1 — p, the newly created
2-clique will be connected to some existing vertex in the network. Then, with
probability ¢, one node from the 2-clique will be connected to a existing vertex with
degree 1 (stretching a component). In this case, two verticrs will have degree 2 after
such connection: one from the 2-clique and one from the existing network. On the
other hand, with probability 1 — ¢, at least one vertex will have degree 2 (one of
the clique’s vertices). This is because it is unlikely that the chosen anchor vertex
has degree 1, since PA will give low probability to such vertices. Hence we consider
that only one vertex will have degree 2 in this case. Therefore, assuming that n/2
2-cliques are added to the network, the average number of vertices with degree 2

can be approximated by the following equation:

Dy =~ (2(1-p)g+(1-p)(1—q)) (4.4)

NS

The probability ¢ can be obtained analytically manipulating equation [.4] and
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is given by - : )
2Dy +n(p —

n(l—p)

Thus, ¢ is determined using n, p and ds, the number of nodes with degree 2

in the SCN. Using SCN’s data in 2025, we have: ¢ = 271, dy = 7557 and n =
9434. Therefore, applying equations [4.3] and [4.5] we obtain p = 0.06 and ¢ = 0.70,

respectively, which are the parameters used to create the ASA networks for all years.

(4.5)
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Figure 4.7: Results of ASA networks over time

First, Figure indicates that the number of vertices and edges in ASA net-
works is slightly different from what occurs in the SCN. However, this does not
cause a difference between the ASA networks and the SCN in terms of density, as
can be seen in Figure Indeed, as with the other models in this chapter, the
ASA model generates extremely sparse networks like the SCN. This is because fewer
edges than vertices are added to the network at each step, in particular 2 vertices
and 2 — p edges for each step in expectation.

An advantage of the ASA model is that it produces networks with multiple
connected components in the equivalent proportion as found in the SCN, especially
in recent years, which can be confirmed in Figure [d.4a] Ounly in the early years, the
total of connected components between SCN and ASA model networks was different.
But since the early 2000s such values have been very close. In addition to the ASA
model, only the BA model also captured this property of the SCN.

Considering the evolution of the GCC, Figure [4.4b| shows that the GCC’size of
ASA networks gradually decreases over the years and, in the last year, it has 34% of
the vertices, which differs from what is found in the SCN. In relation to its diameter
and APL, Figures {.4c¢| and [4.4d| show that the GCC of the ASA networks has a
diameter and APL relatively smaller than that of the SCN in all years, although

it is the model that most closely approximates the SCN in terms of these metrics.

Unfortunately, the ASA model did not capture the GCC properties observed in
the SCN; however, compared to the BA and DUP models, it provides a better
representation of the SCN. For example, the GCC’s size of SCN and ASA model
networks is similar between the years 2010 and 2017 while the other models did not
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produce values close to SCN for similar periods. Moreover, the ASA model produces
networks whose GCC’s diameter and APL are bigger than the GCC’s diameter and
APL from networks generated by BA and DUP models for all years.

The ASA model produces networks with an average degree similar to SCN, al-
though slightly lower throughout the entire period (Figure. Despite the largest
degree of ASA networks is relatively smaller than those found in the SCN (Fig-
ure for almost every year, such degrees can be considered closer to what can
be found in the SCN. Compared with the largest degree of networks generated with
the BA and DUP models, it is possible to see that such models generate much larger
degrees than those found in the SCN. Therefore, in this metric, we consider the ASA
model to be more suitable. Figure shows the proportion of the lowest degrees
found in the ASA networks.

Approximately 80% of the vertices have degree 2, practically the same proportion
as that found in the SCN. It also produces a similar proportion of vertices with degree
3 as in the SCN (around 8%). However, when considering vertices with degree 1,
the ASA networks have around 12% while the SCN has around 9%. Compared to
the BA and DUP models, the ASA model is more suitable for modeling the SCN
with respect to the proportion of lowest degrees, especially those with degree 2.

Figure shows that the majority components in ASA networks are simple
paths, converging to about 65% in the last 25 years, despite the increase in the
number of components. This is a significant difference between the ASA and other
growth models, with ASA being much closer to the SCN where the fraction of

components that are simple paths is around 80%.

Table 4.1: Properties found on model networks compared to SCN

o9
>

Metric DUP ASA

Vertices and Edges
Density

Relative GCC’s size
Components

APL

GCC’s diameter
Average degree
Largest degree

Ratio of Lowest degree
Triangles

Ratio of Simple Paths

X N X X N X X KN N A X
X NOX X A X X X X oA
N N N N W N N G N ¢

Finally, Table summarizes the properties of synthetic networks generated
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by the models compared to the SCN. A v indicates that for a specific metric, the
values obtained from one model closely match those of the real network, whereas
a X indicates otherwise. Note that the ASA model most closely matches the SCN
characteristics according to the network metrics, outperforming both the BA and
DUP models.

ASA fails to adequately capture certain metrics, namely: (i) the number of
vertices and edges, and (ii) the relative size of the GCC. These limitations arise
from the underlying structure of the model. At most, the number of edges can
only match the number of vertices, since each iteration introduces two new vertices
and only one or two edges. Furthermore, because the model does not allow for
the creation of edges between already existing components, previously disconnected
components can never merge into the GCC, keeping its relative size consistently
smaller than that observed in the real SCN.
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Chapter 5

National Sovereignty within
HyperSCN

As discussed in the introduction and background chapters, an important aspect of
national sovereignty concerns how a country is interconnected with others, particu-
larly through its internet connections, as these shape its cyberspace. In particular,
network sovereignty can be understood as the measure of autonomy of individual
nodes within a network in terms of their links to the overall topology. In this sense,
considering the SCN as the main structure of the internet, the network sovereignty
of countries can be determined by characterizing its structural positions within the
SCN. Therefore, to assess national sovereignty, this chapter considers the SCN rep-
resented as a hypergraph of countries, referred to as the HyperSCN (as introduced
in Section |3.2)).

Since in the HyperSCN, countries are nodes, the sovereignty metrics should ul-
timately reflect the level of independence of nodes (countries) within the network.
In essence, if the global connectivity of a given node can be constrained by a few
other countries, then this country cannot be regarded fully sovereign. This occurs
when the paths originating from that country depend on a few intermediate coun-
tries that potentially restrict its communication with the rest of the network. In
what follows three specific metrics that capture this idea are proposed and eval-
uated. First, Section [5.1] presents proposed network sovereignty metrics based on
nodes (node sovereignty metrics). Then, Section[5.2) presents the results of the eval-
uation of node sovereignty in the HyperSCN using the structural properties from

each country’s perspective.
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5.1 Node Sovereignty Metrics

Given the scope of a node sovereignty metric, a naive metric would be simply the
node degree, as it denotes the number of incident hyperedges (i.e., submarine cables).
A higher degree implies that a node can possibly reach more countries directly,
without relying on paths across intermediate nodes, that is, without depending on
cables that are not installed within its own territory. In this sense, the sovereignty
of a country should be proportional to its degree. Thus, nodes with a higher degree
(hubs) would be the most sovereign. However, this idea does not measure the number
of nodes that a given node can reach directly since hyperedges have different widths
and two hyperedges can be incident on overlapping sets of nodes.

To quantify the number of countries that can be reached directly via a hyperedge,
we propose using the neighborhood size. In a hypergraph, the neighborhood of node
v is the set of nodes that share at least one hyperedge with v. This can be determined

as follows:

N(v):U{uMLEe/\UEe/\u#U} (5.1)

c€E

N(v) is a set resulting from the union of the nodes u that belong to the hyperedge
e among all hyperedges (E) that also contain v and are different from v. The
neighborhood size |N(v)| is simply the size of this set. The larger the neighborhood
size of a given country, the more sovereign it becomes. This is due to the possibility
of reaching more countries using only cables installed on their own territory, without
relying on intermediary nodes.

However, the neighborhood size does not account for the global connectivity and
dependence of the node within the network. Intuitively, a sovereignty metric should
also capture the distances required to reach other nodes that cannot be reached
directly by cable. To estimate the number of hyperedges required to reach any node
in the network, we propose the use of the s-closeness metric, which is a generalization
of closeness centrality for hypergraphs [33]. This metric calculates the proximity of
a given node to all other nodes, taking into account that hyperedges can have widths
s or larger. In particular, it is the inverse of the sum of the distances between a
given node and all others in the same s-component, multiplied by the number of

nodes minus 1, given as follows:

Vi-1

SS(U) = Zu;éyev ds(U,’LL)

(5.2)

where ds(v,u) is the distance between the nodes u and v considering a s-walk (for
some given s). The closer Ss(v) is to 1, the closer the node v is to all other nodes.

This measure is related to sovereignty in the following way: sovereign nodes are those
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that have the highest s-closeness values, allowing such a node to reach a large number
of nodes via a small number of hyperedges, reducing the number of intermediate
nodes along the paths that can disrupt connectivity. On the other hand, low values
for s-closeness indicate that the distance between v and other nodes depends on
many hyperedges (and many intermediate nodes). So, less sovereign countries are
those with lower s-closeness.

However, s-closeness does not capture the dependence on specific nodes along
the s-walk. For example, a node with large s-closeness that has most of its s-
walks traversing a single hub node is not necessarily very sovereign, since it strongly

depends on this specific hub node.

5.1.1 Node dependency metric

In order to assess the independence of a node within the network — and thus its
sovereignty — we propose a metric that captures the extent to which a node relies on
intermediate nodes to reach all other nodes in the network. To this end, we assess
the sovereignty of a given node by constructing a hypertree rooted in it, thereby
capturing the hierarchical structure of its connectivity within the hypergraph. Using
this rooted hypertree, the size of the subtrees of each node is calculated, as this
indicates the number of nodes that are reachable through that intermediate node.
Finally, the sizes of all subtrees below each node are summed to compute the cost of
that node. The sovereignty value is the cost of the root, denoted here by D(v). With
this metric, it is possible to quantify the structural dependence and reachability of
the nodes within the network. The lower this value, the less dependent is the root
node on the intermediate nodes, making it more sovereign.

More formally, this node dependency metric is defined as follows:

D)= Y cu) (5.3)

ueT (v)

where T'(v) is a hypertree rooted in v and c(u) is the size (number of nodes) of the
sub-hypertree T'(u) rooted in node u, including w itself. The normalized version of
this metric is simply D(v)/(|7'(v)| — 1), where the denominator is the hypertree size
(usually equal to the hypergraph nodes, but not always) minus one.

To illustrate this metric, Figure [5.1] shows three possible hypertrees containing
eight nodes, rooted at node A. Note that in Figure , D(A) = 11 because we
add 1 for each leaf node (there are 5 leaf nodes) and 3 for nodes B and C, since
each of them provides access to two additional nodes besides itself. The sum of all
these values results in 11. Figures and show the hypertrees in which node

A has the most and least favorable position in the network, in terms of sovereignty.
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Figure 5.1: Three hypertrees rooted at node ‘A’. In the root is in an arbitrary
position. In the root is in the best possible position, possessing the maximum
sovereignty value. In contrast, in [5.1d, the root is in the worst possible position,
possessing the lowest sovereignty value.

In Figurep.1b, D(A) = 7 because it can directly reach all the other seven nodes (all
other are leaf nodes), as it shares a hyperedge with each of them. This configuration
represents the topology with the largest sovereignty for node A. Moreover, all other
nodes have the same level of sovereignty, since they need to all pass through A to
reach all other nodes. In contrast, the hypertree in Figure shows that node A
relies on node B to reach all other nodes — except B itself, resulting in a possible
topology where node A is least soveregin. Note that D(A) = 28 in this case. The
subtree rooted at B has size 7, as it contains six nodes beneath it. This value is
added to the size of the subtree rooted in C, which is 6 because it contains five
nodes below it, and the process continues similarly down to the leaf nodes, which
contributes with a value of 1 (corresponding to the node itself). Summing all these
contributions yields a total of 28. In this topology, the most sovereign node is D
because it is more central. Therefore, by normalizing the node dependency values
by the number of nodes for the three hypertrees, we obtain approximately 1.57, 1,
and 4. Consequently, the node-dependency value of the first hypertree (Figure
lies between the lower and upper bounds for hypertrees with eight nodes.

By considering a node in the center of a star and a node at the end of a line
topologies as the most and least favorable topologies for the node dependency metric,
we can determine a lower and upper bound for D(v) when considering hypertrees

with n nodes. The lower bound for node dependency is obtained by considering
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the central node A in a star topology. Since all other nodes are leaves, we have
D(A) = n — 1, as each leaf contributes a value of 1 to the metric. In contrast, the
upper bound is obtained by considering the leaf node A in a line topology. In this
case, D(A) = S0'"i = n(n — 1)/2. When considering the normalized version of
the metric, we have the lower bound of 1 and the upper bound of n/2, indicating
possibly large differences between different rooted hypertrees.

Algorithm [2| shows the pseudo-code for the node dependency within a hyper-
graph by first constructing a spanning hypertree rooted at the target node and then
measuring the sub-hypertrees size of each node. The spanning hypertree procedure
performs a breadth-first search (BFS) of the hypergraph, adding incident hyperedges
in the largest-to-smallest order while preventing cycles in the respective bipartite
graph representation. Once the hypertree is built (denoted by HT'), the sovereignty
value is obtained through a sum performed by the depth-first search (DFS) that
recursively traverses all hyperedges reachable from the root, accumulating the total
number of nodes in each subtree. The final sovereignty value (INV.S) corresponds to
D(v) where v is the target node.

Note that the computational cost of Algorithm [2]is O(n + m) as it performs a
BFS followed by a DFS to compute the node depency metric. Thus, this metric
can be computed in linear time, in the number of nodes and hyperedges of the

hypergraph.

5.2 Results on national sovereignty

This section reports the empirical findings on country sovereignty using the metrics
proposed in this work. The results in [5.2.1) and [5.2.2] are related to the countries
that are members of the UN from the HyperSCN of year 2028, which is the most
updated SCN publicly available.

5.2.1 Node Sovereignty Results

In this section, we assess node sovereignty in the HyperSCN through the metrics
of relative neighborhood size, s-closeness, and relative node dependency. Together,
these measures offer perspectives on each country’s level of independence in the SCN,
according to its topological position. While the relative neighborhood size captures
the extent of direct connectivity between countries, the s-Closeness reflects how
efficiently a country can reach other nodes and the node dependency metric measures
how strongly a country relies on other nodes to communicate. The following figures
present the values of these metrics for all countries, as well as the rankings of the

least and most sovereign countries according to each metric.
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Algorithm 2 Node Sovereignty metric

Require: H > Hypergraph whose nodes are countries and hyperedges are cables
Require: v > node for sovereignty computation
1: HT < SPANNING HYPERTREE(H,v)
2: NS <— COMPUTE_NODE_SOVEREIGNTY(HT,v)
3: function SPANNING HYPERTREE(H, root)
4: Queue <« [root]

5: visited _nodes < [ |

6: visited _edges < | |

7 HT < HYPERGRAPH()

8: while Queue is not empty do

9: u < Queue.pop()

10: if u ¢ visited nodes then

11: visited nodes.add(u)

12: for each edge e of H incident to u (largest-to-smallest) do
13: if e ¢ visited edges then

14: insert e into HT'

15: visited edges.add(e)

16: if bipartite graph of HT has cycle then
17: remove e from HT

18: else

19: for each node v incident to e do
20: if v ¢ visited nodes and v # u then
21: Queue.add(v)
22: end if
23: end for
24: end if
25: end if
26: end for
27: end if

28: end while
29: return AT
30: end function
31: function COMPUTE _NODE_SOVEREIGNTY (HT, root)

32: function DFS(ht, u,visited nodes,visited _edges)
33: visited _nodes.add(u)

34: s+ 1

35: for each edge e of ht incident to u do

36: if e ¢ visited edges then

37: visited _edges.add(e)

38: for each node v € e do

39: if v ¢ visited nodes and v # u then
40: s <— $ + DFS(ht, v, visited _nodes, visited _edges)
41: end if

42: end for

43: end if

44: end for

45: return s

46: end function

47: NS < DFS(HT,root, [ ],[])
48: return NS
49: end function
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Figure 5.2: Neighborhood sizes of all countries in the HyperSCN

Figure [5.2] shows how countries differ in the relative size of their neighborhood,
compared to all countries currently in the HyperSCN. The countries at the top (with
larger bars) indicate that they maintain broader connections in the network, whereas
the countries near the bottom represent those with more limited connectivity. Thus,
countries positioned toward the top of this figure correspond to the most sovereign,
with sovereignty gradually decreasing among countries closer to the bottom. It
should be noted that even the most sovereign countries reach only about 40% of all

possible neighboring countries.
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Figure 5.3: Ranking of the 10 smallest (least sovereign) countries ([5.3a)) and the 10
largest (most sovereign) countries ([5.3b|) in terms of neighborhood sizes among all
countries in the HyperSCN

Figures and depict the ten least and ten most sovereign countries, re-
spectively. Based on those figures, Tuvalu could be considered the least sovereign
country since it has no neighbors (relative neighborhood size is 0). All other least
sovereign countries have less than 1.5% of countries as neighbors. On the other
hand, according to Figure[5.3b| France could be considered the most sovereign coun-

try because it has the highest value of the relative neighborhood size, as it shares
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submarine cables with approximately 40% of all countries (its neighbors). All other

more sovereign countries have more than 25% of countries as neighbors.

S-Closeness
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Figure 5.4: S-Closeness of all countries in the HyperSCN

Figure [5.4] presents how countries vary in their s-closeness, showing its level of
sovereignty among all countries in HyperSCN according to this metric. Recall that
the s-closeness ranges from 0 to 1 and values close to 1 indicates that a node is closer
to all other nodes in their connected component. Countries with bars extending
farther to the right are therefore those that remain closest to all other countries in
the HyperSCN, indicating a higher level of sovereignty. In contrast, countries with
shorter bars occupy positions more distant from the rest of the countries. Overall,
the distribution shows a clear concentration of countries with s-closeness values
around 0.4, indicating that most of them occupy a moderately central position in

the network, though not highly close, to the others.
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Figure 5.5: Ranking of the 10 smallest (least sovereign) countries ([5.5a) and the 10
largest (most sovereign) countries ((5.5b)) in terms of S-Closeness among all countries
in the HyperSCN

The ten least sovereign countries are presented in Figure Note that Tuvalu

has an s-closeness of zero because it is not connected to any other country. Most
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of the other countries are located in either eastern Europe or South Pacific. The
ten most sovereign countries are presented in Figure Although Azerbaijan and
Kazakhstan occupy the highest positions in this ranking, they cannot be considered
the most sovereign countries, since they are not connected to any other country
besides themselves, forming a very small connected component (only two nodes).
Most of the other countries are located either in Western Europe or in southeast
Asia, except the United States, which is truly the most sovereign country considering

this metric.

Relative Node Dependency
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Figure 5.6: Node dependency of all countries in the HyperSCN

Finally, Figure[5.6 presents the relative node dependency values for all countries,
showing how strongly each country relies on the rest of the countries for its overall
connectivity. Once lower values on the x-axis reflect reduced dependence on other
countries, those with shorter bars can be viewed as more sovereign countries, as they
do not depend on just a few countries to reach the majority countries. However,
countries with higher values for this metric appear to be more dependent on the
connectivity provided by others, making them more vulnerable to other countries.
According to this figure, the values of node dependency range from approximately
2.1 to 4.85. In general, this figure shows that all countries exhibit sovereignty levels
much closer to the lower limit than to the upper limit, that is, around 72 when
considering that in 2028 the network comprises 145 countries.

Figure presents the ranking of the ten least sovereign countries, and the
most of them are located in Eastern Europe. It is noteworthy that Poland is among
the 10 least sovereign countries, while its neighbor, Germany, is in the twenty-second
position among the most sovereign nations. As in previous metrics, the United States

and France occupy the top positions in the ranking of most sovereign countries, as

can be seen in Figure
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Figure 5.7: Ranking of the 10 smallest (least sovereign) countries (5.7a]) and the
10 largest (most sovereign) countries ([5.7b)) in terms of node dependency among all
countries in the HyperSCN

Note that the differences among countries for each metric are not particularly
large. However, to facilitate comparison between countries for the metrics shown in
Figures b.4 and 5.6 the Appendix [B] provides tables containing all underlying
data.

Finally, it is worth highlighting that in the hypergraph used to compute the
sovereignty metrics, all hyperedges were assigned equal weight. However, if different
weights were applied to them, this could influence the resulting sovereignty values

of the countries.

5.2.2 Node sovereignty and socioeconomic indicators

In this section, we examine the relationship between one sovereignty metric (node
dependency) and socioeconomic indicators, in particular, the Human Development
Index (HDI) and the Gross Domestic Product (GDP) . Among the metrics ana-
lyzed above, the node dependency offers the most complete and informative char-
acterization of sovereignty; for this reason, it was chosen for comparison with the
socioeconomic indicators. Data for both indicators were obtained from the Public
Repository of the United Nations (UN) [[|P

It is important to note that not all countries present in HyperSCN could be
matched with HDI and GDP data, as some of them do not appear in the corre-
sponding UN datasets. Consequently, the analysis that follows considers only the
countries that are present in both the UN datasets and the HyperSCN.

Intuitively, countries with higher HDI and GDP should exhibit greater
sovereignty since these indicators reflect various aspects of development and prosper-

ity. Figure[5.8a]presents a scatter plot of relative node dependency versus HDI, while

12023HDI dataset (2023): https://hdr.undp.org/sites/default/files/2025_HDR/HDR25_
Statistical_Annex_HDI_Table.xlsx

“GDP dataset (2022): https://data.un.org/_Docs/SYB/CSV/SYB67_230_202411_GDP%20a
nd’,20GDP’%20Per20Capita.csv
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Figure 5.8: Scatter plots between normalized node dependency and HDI (5.8a)) and

GDP(5.3).

Figure shows the corresponding relationship with GDP. For both plots, the x-
axis represents the normalized node dependency value, while the y-axis represents
HDI for Figure [5.8a] and GDP for Figure [5.8b] Contrary to intuition, correlation
cannot be observed between node dependency and HDI or GDP, respectively. In-
deed, the Pearson correlation coefficient between node dependency are —0.038 for

HDI and —0.146 for GDP, indicating no meaningful linear correlation between them.

Table 5.1: Node dependency, HDI and GDP values for the 10 most sovereign coun-
tries (ranked by node dependency).

Country Node Dependency HDI GDP (million USD)
United States 2.0991 0.938 25,744,100
Singapore 2.2037 0.946 466,789
France 2.2477 0.920 2,775,317
United Kingdom 2.2909 0.946 3,089,073
Spain 2.4660 0.918 1,415,874
India 2.4690 0.685 3,465,541
Myanmar 2.4727 0.609 65,212
Yemen 2.4818 0.470 11,007
Malta 2.4911 0.924 18,101
Djibouti 2.5182 0.513 4,003

Table [5.1] reveals that the ten most sovereign countries encompass a diverse set
of socioeconomic profiles. Although some countries have high HDI and GDP, such
as the United States, Singapore, France, and the United Kingdom, this ranking
also includes countries with substantially lower levels of HDI and GDP, including
Myanmar, Yemen, and Djibouti. Moreover, the ranking of the least sovereign coun-
tries encompasses a wide range of socioeconomic profiles, as shown in Table [5.2]

Although there is a group of countries with very low HDI and limited GDP, such as
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Somalia and Cambodia, it also contains another group of countries with high HDI
and relatively high GDP, including Estonia, Romania and Poland. This coexistence
of countries in both groups among the least sovereign countries reinforces the ob-
servation that network sovereignty in general is not associated with socioeconomic

indicators.

Table 5.2: Node dependency, HDI and GDP values for the 10 least sovereign coun-
tries (ranked by node dependency).

Country Node Dependency HDI GDP (million USD)
Somalia 4.8571 0.404 10,420
Lithuania 4.8411 0.895 70,878
Latvia 4.8411 0.889 40,876
Uruguay 4.8108 0.862 71,171
Poland 4.7222 0.906 688,125
Cambodia 4.6574 0.606 29,505
Ukraine 4.4200 0.779 160,503
Romania 4.4151 0.845 300,691
Estonia 4.3810 0.905 38,049
Bulgaria 4.2381 0.845 90,213

Taken together, the results of the two tables indicate that sovereignty within Hy-
perSCN is fundamentally shaped by the structural properties of the network rather
than by conventional measures of development (HDI and GDP). The presence of
highly developed and low-income countries among the most and least sovereign
groups demonstrates that neither economic nor human development reliably corre-
lates with network sovereignty metrics. Rather, the levels of sovereignty of countries
seem to arise also from their position in the network, highlighting that sovereignty
is a property also related to the geographical position of the country, and not just a

consequence of socioeconomic indicators.
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Chapter 6
Conclusion

This thesis investigated the structure and evolution of the SCN, a critical component
of the global Internet infrastructure today, made up of fiber-optic cables deployed on
the seabed to interconnect cities, countries, and continents. Using publicly available
data on submarine cables that have been deployed over the last decades, this work
first presents a characterization of the submarine cable structure over time to answer
RQ1 and RQ2. Our results show that currently the SCN, once modeled as a graph,
consists of many connected components whose size and diameter increase over the
years, and when compared with other real-world networks of similar size, it takes
many more steps to traverse between nodes, as reflected by the APL and diameter.
Its average degree is around 2, but the largest degrees grow over time, and the
network exhibits a heavy-tailed degree distribution indicating the presence of hubs.
Interestingly, a large fraction of the connected components are simple paths, and
there are essentially no triangles in the GCC, contrary to what might have been
expected as a real-world network.

In light of the characterization of the SCN, this work also presents HyperSCN,
a hypergraph that models the SCN where each vertex corresponds to a country and
each submarine cable corresponds to a hyperedge with countries that have at least
one landing point on that cable. HyperSCN has been analyzed over the past several
decades using various structural properties, such as degree, distances, and others.
Our results indicate that HyperSCN is becoming denser every year, since the number
of installed cables grows every year while the proportion of countries remains the
same. We can also observe that the rise in singletons over the years suggests that
countries are not only relying on submarine cables for international communications
but are also as an alternative to link cities within their own territory. We can also
observe the presence of hubs in this network. Still using HyperSCN, a robustness
analysis was also conducted to assess countries’s vulnerability to submarine cable
disruptions and to traffic interruptions caused by their neighboring countries. The

results indicate that countries are not dependent on a small number of cables or
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neighbors, as disconnection from the global network only occurs when either all their
submarine cables are severed or all neighboring countries restrict communication.

Another contribution of this work is a novel growth growth model, called the
Add-Stretch-Attach (ASA) model. The model embodies three growth mechanisms:
adding new connected components, stretching connected components, and attaching
components with the PA mechanism. These mechanisms reflect the particularities
of SCN in a parsimonious model with just two parameters. The ASA model is
compared to simple variations of other models found in the literature, which can
generate multiple connected components and hubs. The results obtained answer
the research question Q3, indicating that ASA is the network model capable of
reproducing the structural characteristics of the SCN, such as the proportion of
connected components that are simple paths and the proportion of lowest degrees,
to name a few. However, the ASA model (and others) fails to capture the increase
in the relative size of the GCC, as well as its large diameter. This possibly occurs
because some connected components are merged to the GCC over time, a feature
not embodied in the ASA model and a possible topic for future investigation.

The final contribution of this thesis is a quantitative assessment of the sovereignty
of countries from the point of view of the HyperSCN to answer RQ4. To this end,
we introduced three network metrics to capture national sovereignty: neighborhood
size, s-closeness, and node dependency. The latter measures a country’s dependence
on its neighbors as they function as pathways to access all other countries. Then,
such metrics were used to evaluate the sovereignty of all countries in the HyperSCN
network and rank them from most to least sovereign countries for each metric since
they must be treated separately. However, our results indicate that some countries
appear consistently in the same rankings on different metrics. Finally, we compared
the node dependency metric with socioeconomic indicators, in particular HDI and
GDP. Our results reveal a complex relationship between these metrics with negligible
correlation, indicating that different factors play a role in the evolution of the SCN.

The sovereignty framework presented here could also be applied to other tech-
nological networks. However, such networks must support multiple simultaneous
relationships among their nodes, similar to submarine cables that connect several

countries at once.

6.1 Future Work

This work characterizes the structural and evolutionary properties of the SCN and
introduces metrics that quantify national sovereignty from a network perspective,
establishing a rigorous analytical framework for this domain. Building on these

contributions, several open challenges remain and warrant further investigation
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e Further improvement of the ASA model, either through more rigorous param-
eter calibration or by revisiting its underlying formulation, with the aim of
generating synthetic networks that more closely resemble the SCN. In particu-
lar, while the current ASA model is based solely on structural characteristics,
it neglects important economic drivers, such as the role of cities economic ac-

tivity and their bandwidth demands in shaping the evolution of the network.

e Development of a new tree-based network model as an alternative to the ASA
model to represent the SCN. Such a model would aim to generate a forest
structure capable of capturing multiple connected components, while also in-
corporating mechanisms for the emergence of hub nodes and for preserving

key structural properties of the SCN.

e Proposal for a hypergraph growth model capable of generating synthetic hy-
pernetworks with properties similar to those of HyperSCN.

e Sovereignty metrics do not distinguish between hyperedges, treating them
equally in the calculation. However, if we take cable bandwidth into account,
this may change the behavior of the sovereignty metrics. In future work, we

can address this.

e Extend node sovereignty metrics by incorporating the geographic position of
countries. Accounting for spatial patterns across the world may reveal struc-
tural advantages or disadvantages that are not captured by purely topolog-
ical measures, thereby complementing and refining assessments of national
sovereignty. The challenge lies in determining how to assign an importance

level to each location based on the map

Although this thesis has focused on SCNs, the growing relevance of satellite
infrastructures suggests an important frontier for future research. Unlike submarine
cables, satellite networks operate in an orbital environment where governance is even
more diffuse and regulatory authority is less defined than in SCNs. In particular,
satellite constellations, especially those operated by private actors, introduce new

challenges for states seeking sovereignty in cyberspace.
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Appendix A

Standard Deviation of Network metrics

Table A.1: Standard deviations of network metrics

Metric ASA BA DUP

STD Min STD Avg STD Max STD Min STD Avg STD Max STD Min STD Avg STD Max
Vertices 0.0000 0.1553 1.0372 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
Edges 0.4549 7.5450 12.9978 0.0000 0.0000 0.0000 0.9072 314.0260  769.6571
Density 0.0000 0.0007 0.0226 0.0000 0.0000 0.0000 0.0000 0.0024 0.0605
GCC Size 0.0954 0.1206 0.1831 0.0807 0.1152 0.1283 0.0422 0.0626 0.1499
Components 0.4342 7.7437 13.2081 0.3790 9.3631 17.7953 0.9072 46.5065 92.5086
GCC Diameter 0.8584 12.0683 14.4544 0.7497 1.7567 2.2338 0.6513 2.3390 2.7428

APL 0.2637 3.7843 4.4626 0.1825 0.5251 0.5621 1.4678 0.6305 4.5176




ASA BA DUP

Metric

STD Min STD Avg STD Max STD Min STD Avg STD Max STD Min STD Avg STD Max
Average Degree 0.0024 0.0106 0.0744 0.0000 0.0000 0.0000 0.1371 0.1666 0.3024
Largest Degree 0.4138 0.7398 0.8847 0.6687 40.5522 70.6735 0.5307 19.7903 34.6146

Vertices with Degree 1~ 0.0018 0.0118 0.0969 0.0032 0.0128 0.1136 0.0068 0.0227 0.1475
Vertices with Degree 2 0.0033 0.0183 0.1595 0.0037 0.0162 0.1598 0.0044 0.0165 0.1136
Vertices with Degree 3 0.0020 0.0093 0.0781 0.0025 0.0118 0.1191 0.0033 0.0112 0.0717
Ratio of Simple Paths 0.0323 0.0964 0.4627 0.0171 0.0634 0.1903 0.0059 0.0302 0.3296
Triangles 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
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Appendix B

Sovereignty Result Tables

The following tables present the detailed results discussed in Section [5.2] regarding
the node sovereignty values computed for the HyperSCN in 2028.
First, Table presented the values related to neighborhood size (Figure [5.2))

of countries in alphabetical order

Table B.1: Neighborhood size of countries in alphabetical orde

Country Value

albania 0.027777T7T7T7T77776
algeria 0.16666666666666666
angola 0.10416666666666667
antigua-and-barbuda 0.05555555555555555
argentina 0.0763888888888889
australia 0.08333333333333333
azerbaijan 0.006944444444444444
bahamas 0.08333333333333333
bahrain 0.13194444444444445
bangladesh 0.1527777777T77778
barbados 0.0625
belgium 0.006944444444444444
belize 0.0763888888888889
benin 0.14583333333333334
brazil O0.1111111111111111
brunei 0.05555555555555555
bulgaria 0.020833333333333332
cambodia 0.11805555555555555
cameroon O.1111111111111111
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Country Value

canada 0.027777TT7TITITT7776
cape-verde 0.08333333333333333

chile 0.06944444444444445

china 0.18055555555555555

colombia 0.11805555555555555

COMOros 0.09722222222222222

congo 0.08333333333333333

costa-rica 0.08333333333333333

croatia 0.013888888888888888

cte-divoire
cuba

cyprus
denmark
djibouti
dominica
dominican-republic
ecuador
egypt
equatorial-guinea
estonia

fiji

finland

france

gabon
gambia
georgia
germany
ghana

greece
grenada
guatemala
guinea
guinea-bissau
guyana

haiti
honduras

iceland

0.16666666666666666
0.020833333333333332
0.16666666666666666
0.0625
0.2708333333333333
0.05555555555555555
0.125
0.06944444444444445
0.32633838838838389
0.125
0.020833333333333332
0.04861111111111111
0.034722222222222224
0.40277777TTTITT78
0.14583333333333334
0.11805555555555555
0.0138888388388388888
0.04861111111111111
0.16666666666666666
0.25
0.055555555555555955
0.1111111111111111
0.11805555555555555
0.11805555555555555
0.020833333333333332
0.020833333333333332
0.0763888888888889
0.0277777TTITTITTT76
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Country

Value

india
indonesia
iran

iraq

ireland
israel

italy
jamaica
japan
jordan
kazakhstan
kenya
kiribati
kuwait
latvia
lebanon
liberia

libya
lithuania
madagascar
malaysia
maldives
malta
mauritania
mauritius
mexico
micronesia
monaco
mMorocco
mozambique
myanmar
namibia
nauru
netherlands
new-zealand
nicaragua

nigeria

0.2916666666666667
0.1875
0.08333333333333333
0.08333333333333333
0.041666666666666664
0.04861111111111111
0.2986111111111111
0.041666666666666664
0.1388888888888889
0.1111111111111111
0.006944444444444444
0.1736111111111111
0.041666666666666664
0.08333333333333333
0.013838388383838888
0.0625
0.11805555555555555
0.125
0.0138888888388888888
0.10416666666666667
0.25
0.1736111111111111
0.13194444444444445
0.11805555555555555
0.02777777TTITTITT776
0.1111111111111111
0.041666666666666664
0.06944444444444445
0.10416666666666667
0.10416666666666667
0.1527777TT77T7778
0.0763888888888889
0.0138888888388888888
0.034722222222222224
0.02777777TTITTITTT76
0.0763888888888889
0.16666666666666666
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Country

Value

norway
oman

pakistan

palau

panama
papua-new-guinea
peru

philippines

poland

portugal

qatar

romania

russia

samoa
sao-tome-and-principe
saint-kitts-and-nevis
saint-lucia
saint-vincent-and-the-grenadines
saudi-arabia

senegal

seychelles
sierra-leone
singapore
solomon-islands
somalia

south-africa
south-korea

spain

sri-lanka

sudan

suriname

sweden

syria

tanzania

thailand

togo

tonga

0.04861111111111111
0.2361111111111111
0.2222222222222222

0.034722222222222224
0.1111111111111111
0.02777777TTITTITTT76

0.06944444444444445

0.10416666666666667

0.02777777TITTITTT76
0.2777T7TTTTITITTITS

0.18055555555555555

0.013888888888888888
0.02777777TITITT7776
0.006944444444444444

0.11805555555555555

0.05555555555555555

0.055555555555555955

0.05555555555555555
0.34027777T7TTITTS
0.1388888888888889

0.09027777TITTITTT8

0.11805555555555555
0.27777TTTTITITITS

0.0277777TTITTITT776
0.15277777TT77T7778
0.2708333333333333

0.055555555555555955
0.3333333333333333

0.18055555555555555
0.13888388888888889

0.013838388383838888
0.05555555555555555
0.020833333333333332
0.1111111111111111
0.21527777777TI778

0.09722222222222222

0.006944444444444444
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Country

Value

trinidad-and-tobago
tunisia

turkey

tuvalu

uganda

ukraine
united-arab-emirates
united-kingdom
united-states
uruguay

vanuatu

venezuela

vietnam

yemen

0.08333333333333333
0.16666666666666666
0.1388883888888889
0.0
0.006944444444444444
0.006944444444444444
0.2986111111111111
0.19444444444444445
0.375
0.020833333333333332
0.006944444444444444
0.125
0.1597222222222222
0.21527777777TTITT8

The next table (Table [B.2) presents the values of the s-closeness metric shown
in Figure [5.4]

Table B.2: S-Closeness of countries in alphabetical order

Country Value

albania 0.33254716981132076
algeria 0.42342342342342343
angola 0.3960674157303371

antigua-and-barbuda

0.3770053475935829

argentina 0.3810810810810811
australia 0.4684385382059801
azerbaijan 1.0
bahamas 0.38005390835579517
bahrain 0.407514450867052
bangladesh 0.4171597633136095
barbados 0.3780160857908847
belgium 0.3422330097087379
belize 0.3790322580645161
benin 0.4040114613180516
brazil 0.4040114613180516
brunei 0.4221556886227545
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Country

Value

bulgaria
cambodia
cameroon
canada
cape-verde
chile

china
colombia
€Omoros
congo
costa-rica
croatia
cte-divoire
cuba
Cyprus
denmark
djibouti

dominica

dominican-republic

ecuador

egypt

equatorial-guinea

estonia

fiji

finland
france
gabon
gambia
georgia
germany
ghana
greece
grenada
guatemala
guinea
guinea-bissau

guyana

0.3045356371490281
0.39943342776203966
0.3971830985915493
0.39166666666666666
0.376
0.38005390835579517
0.5090252707581228
0.3873626373626374
0.4017094017094017
0.376
0.3821138211382114
0.3051948051948052
0.40869565217391307
0.37105263157894736
0.4259818731117825
0.407514450867052
0.47157190635451507
0.3770053475935829
0.3884297520661157
0.38005390835579517
0.48788927335640137
0.4005681818181818
0.235
0.3821138211382114
0.30128205128205127
0.5755102040816327
0.4040114613180516
0.3983050847457627
0.27011494252873564
0.40869565217391307
0.4259818731117825
0.43653250773993807
0.3770053475935829
0.3863013698630137
0.3983050847457627
0.3983050847457627
0.27865612648221344
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Country Value

haiti 0.282
honduras 0.3790322580645161
iceland 0.349009900990099
india 0.47635135135135137
indonesia 0.49823321554770317
iran 0.3397590361445783
iraq 0.3397590361445783
ireland 0.39943342776203966
israel 0.3873626373626374
italy 0.4812286689419795
jamaica 0.3740053050397878
japan 0.5035714285714286
jordan 0.42857142857142855
kazakhstan 1.0

kenya 0.4246987951807229
kiribati 0.3810810810810811
kuwait 0.3397590361445783
latvia 0.23228995057660626
lebanon 0.3863013698630137
liberia 0.3983050847457627
libya 0.4221556886227545
lithuania 0.23228995057660626
madagascar 0.40285714285714286
malaysia 0.5320754716981132
maldives 0.4147058823529412
malta 0.415929203539823
mauritania 0.3983050847457627
mauritius 0.38524590163934425
mexico 0.4246987951807229
micronesia 0.3983050847457627
monaco 0.4110787172011662
morocco 0.3960674157303371
mozambique 0.40285714285714286
myanmar 0.41839762611275966
namibia 0.375

nauru

netherlands

0.29012345679012347
0.39943342776203966




Country

Value

new-zealand
nicaragua

nigeria

norway

oman

pakistan

palau

panama
papua-new-guinea
peru

philippines

poland

portugal

qatar

romania

russia

samoa
sao-tome-and-principe
saint-kitts-and-nevis
saint-lucia
saint-vincent-and-the-grenadines
saudi-arabia
senegal

seychelles
sierra-leone
singapore
solomon-islands
somalia,
south-africa
south-korea

spain

sri-lanka

sudan

suriname

sweden

syria

tanzania

0.3790322580645161
0.3790322580645161
0.4259818731117825
0.4051724137931034
0.46381578947368424
0.43119266055045874
0.40869565217391307
0.3863013698630137
0.3596938775510204
0.38005390835579517
0.4325153374233129
0.298728813559322
0.5280898876404494
0.4171597633136095
0.298728813559322
0.3525
0.2770137524557957
0.3983050847457627
0.3770053475935829
0.3770053475935829
0.3770053475935829
0.4912891986062718
0.40285714285714286
0.39943342776203966
0.3983050847457627
0.5202952029520295
0.3596938775510204
0.41964285714285715
0.4533762057877814
0.4221556886227545
0.55078125
0.4221556886227545
0.373015873015873
0.2781065088757396
0.30128205128205127
0.33098591549295775
0.4040114613180516
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Country Value

thailand 0.5183823529411765
togo 0.3780160857908847
tonga 0.2770137524557957

trinidad-and-tobago

0.38315217391304346

tunisia 0.42342342342342343
turkey 0.4171597633136095

tuvalu 0

uganda 0.2737864077669903

ukraine 0.2611111111111111

united-arab-emirates
united-kingdom

united-states

0.4812286689419795
0.5183823529411765
0.5802469135802469

uruguay 0.3720316622691293
vanuatu 0.2770137524557957
venezuela 0.39058171745152354
vietnam 0.48788927335640137
yemen 0.4298780487804878

Finally, Table B.3] shows the values of each country presented in the Figure

regarding the node dependency metric.

Table B.3: Node dependency of countries in alphabetical order

Country Value
albania 3.8181818181818183
algeria 3.125
angola 3.045045045045045

antigua-and-barbuda  3.0089285714285716

argentina 3.963636363636364
australia 2.7037037037037037
bahamas 3.0714285714285716
bahrain 3.2920353982300883
bangladesh 2.6052631578947367
barbados 3.849557522123894
belgium 3.272727272727273
belize 2.923076923076923
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Country

Value

benin
brazil
brunei
bulgaria
cambodia
cameroon
canada
cape-verde
chile

china
colombia
COMOros
congo
costa-rica
croatia
cte-divoire
cuba
Cyprus
denmark
djibouti
dominica
dominican-republic
ecuador
egypt
equatorial-guinea
estonia

fiji

finland
france
gabon
gambia
georgia
germany
ghana
greece
guatemala

guinea

3.0454545454545454
3.036363636363636
2.9074074074074074
4.238095238095238
4.657407407407407
3.478723404255319
3.081081081081081
3.126126126126126
2.9911504424778763
3.411764705882353
2.963963963963964
4.1891891891891895
3.126126126126126
2.963963963963964
3.797979797979798
3.135135135135135
3.044642857142857
2.754385964912281
3.1545454545454548
2.518181818181818
3.8584070796460175
2.945945945945946
3.0267857142857144
2.8440366972477062
3.0
4.380952380952381
2.9722222222222223
3.4571428571428573
2.2477064220183487
3.0454545454545454
3.0275229357798166
4.194444444444445
2.727272727272727
3.135135135135135
2.8282828282828283
2.9285714285714284
3.0275229357798166
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Country

Value

guinea-bissau

guyana
haiti
honduras
iceland
india
indonesia
iran

iraq
ireland
israel

italy
jamaica
japan
jordan
kenya
kiribati
kuwait
latvia
lebanon
liberia
libya
lithuania
madagascar
malaysia
maldives
malta
mauritania
mauritius
mexico
micronesia
monaco
morocco
mozambique
myanmar
namibia

nauru

3.0275229357798166
3.9724770642201834
3.9911504424778763
3.0545454545454547
3.2
2.4690265486725664
2.5833333333333335
3.2920353982300883
3.2920353982300883
2.772727272727273
3.663716814159292
2.779816513761468
3.0265486725663715
2.6633663366336635
2.5294117647058822
3.5643564356435644
2.963963963963964
3.2920353982300883
4.841121495327103
2.7232142857142856
3.0275229357798166
2.857142857142857
4.841121495327103
4.081081081081081
3.24
2.5357142857142856
2.4910714285714284
3.0275229357798166
4.045871559633028
2.9727272727272727
2.925233644859813
2.8173076923076925
2.816326530612245
3.889908256880734
2.4727272727272727
3.135135135135135
3.897196261682243




Country

Value

netherlands
new-zealand
nicaragua
nigeria
norway
oman
pakistan
palau
panama
papua-new-guinea
peru
philippines
poland
portugal
qatar
romania
russia

salnoa

sao-tome-and-principe

saint-kitts-and-nevis
saint-lucia
saudi-arabia
senegal
seychelles
sierra-leone
singapore
solomon-islands
somalia
south-africa
south-korea
spain

sri-lanka

sudan

suriname
sweden

syria

tanzania

2.772727272727273
3.0
2.923076923076923
2.8173913043478263
3.1545454545454548
3.480769230769231
2.5575221238938055
2.94392523364486
3.05630973451327434
3.4485981308411215
3.9557522123893807
2.656862745098039
4.722222222222222
2.607476635514019
3.2920353982300883
4.415094339622642
3.44
3.9537037037037037
3.0275229357798166
3.8584070796460175
3.8584070796460175
3.076923076923077
3.036363636363636
2.5357142857142856
3.0275229357798166
2.2037037037037037
3.5045871559633026
4.857142857142857
3.128440366972477
3.6990291262135924
2.466019417475728
3.4166666666666665
3.8073394495412844
3.8859649122807016
3.869158878504673
3.8333333333333335
3.8807339449541285
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Country

Value

thailand

timor-leste

togo

tonga
trinidad-and-tobago
tunisia

turkey

uganda

ukraine
united-arab-emirates
united-kingdom
united-states
uruguay

vanuatu

venezuela

vietnam

yemen

2.878504672897196
2.8285714285714287
3.135135135135135
3.9537037037037037
2.912280701754386
2.836734693877551
3.6037735849056602
4.108108108108108
4.42
3.2831858407079646
2.290909090909091
2.099099099099099
4.8108108108108105
3.9537037037037037
3.5350877192982457
2.8878504672897196
2.481818181818182
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Annex A
Telegeography Repository Details

Previously, Telegeography made available the data used to generate the global sub-
marine cable network map through a public repository El containing JSON files or-
ganized into three directories: cable, landing-point, and country.

Within the cable directory, each submarine cable is saved in a JSON file that
uses the cable’s own name. This file models the cable as an object that includes
identifiers, its associated landing points, and details about ownership and suppliers
Table [ATl shows all the fields of the JSON file that describe a submarine cable and

its respective types.

Table A.1: JSON schema for submarine cables inside the cable directory

Field Type Description

id string Unique identifier of the cable name (slug-style)
name string Official name of the submarine cable.

length string Total length of the cable (in km).

owners string/array  Entity or entities that own the cable.
suppliers string/array ~ Companies responsible for deploying the cable.
rfs string Date when the cable was ready for service (rfs).
rfs year number Numerical year when the cable was rfs.

is planned boolean Indicates whether the cable is still planned.
url string Official website or reference page.

notes string/null ~ Additional comments.

landing points array List of objects representing the landing points

associated with the cable.
Inside each object of the landing_points array:

id string Unique identifier of the landing point (slug-
style).

name string Name of the landing location (city).

country string Country where the landing point is located.

is_tbd boolean/null Indicates whether the landing point is yet to
be defined.

"https://github.com/telegeography
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All landing points are stored in the landing-point directory, each saved as an
individual file that follows the schema described in the table [A-2 Besides their
identifiers, each landing point lists the cables installed there and the other landing

points that can be reached through those cables.

Table A.2: JSON schema for landing points inside the landing-point directory

Field Type Description

id string Unique identifier of the landing-point (slug-style)
name string Official name of the landing point.

country string Official name of the country where this landing

landing points array

cables array

point is located

A list of slug-style strings identifying the landing
points accessible through all cables at this location
List of objects representing each cable that land at
this location.

Inside each object of the cables array:

id string
name string
rfs year number
is_planned boolean

landing points array

Unique identifier of the cable (slug-style).

Official name of the submarine cable.

Numerical year when the cable was rfs

Indicates whether the cable is still planned.

List of slug-style strings identifying the landing
points associated with this cable.

Each country is represented as a separate file within the country directory, struc-
tured according to the schema defined in Table[A.3] Just like with the landing point

files, each country file indicates the cables installed in that country and the land-

ing points that can be reached directly by one or more cables located within that

country.
Table A.3: JSON schema for countries inside country directory
Field Type Description
id string Unique identifier of the country (slug-style).
name string Official country name.
cables array List of objects representing the cables connected to

the country.

Inside each object of the cables array:

id string
name string
rfs year number
is planned boolean

landing points array

Unique identifier of the cable (slug-style).

Official name of the submarine cable.

Numerical year when the cable was rfs.

Indicates whether the cable is still planned.

List of strings of landing points associated with this
cable.

The repository also includes two important files:  cable-geo.json and

landing-point-geo.json located in the cable and landing-point directories, respec-
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Table A.4: JSON schema of the cable-geo. json inside cable directory

Field Type Description

type string  Always “FeatureCollection”, indicating a GeoJSON
dataset.

name string  Always “submarine cables”.

crs object Indicates the coordinate reference system used to inter-
pret the GeoJSON coordinates.

features array  List of cable feature objects.

Inside each object of the features array:

type string  Always “Feature”, representing a single submarine cable.

properties  object Submarine cable properties

geometry object Geometry related to the cable

Inside the properties object:

id string  Unique identifier of the cable (slug-style).

color string  hexadecimal code for a color

feature id string equal to the id with the suffix -0

coordinates array cable geographical coordinate pair ([number, number|)

Inside the geometry object:

type string  Always “MultiLineString”, representing the cable route.

coordinates array list of numeric coordinate pairs (longitude, latitude) that
describe the cable path.

tively. The cable-geo.json provides the complete geographic representation of all
submarine cables using the GeoJSON standard. It is structured as a FeatureCollec-
tion in which each cable appears as a Feature containing a MultiLineString geometry
that encodes the cable’s route through a sequence of longitude-latitude coordinate
pairs. The property object associated with each feature includes metadata such as
the cable’s identifier and color. Together, these elements allow one to describe both
the physical path of every submarine cable in the dataset. Table [A.4] describes all
fields found in the schema of this file.

The landing point-geo.json file provides a complete geographic representation
of all landing points using the GeoJSON standard. It is also structured as a Fea-
tureCollection, in which each landing point appears as a Feature containing a Point
geometry that encodes its precise location through a longitude—latitude coordinate
pair. The property object associated with each feature includes metadata related to
the landing point. Details of all fields found in the schema of this file is presented
in the Table [A.5l

Together, both The cable-geo.json and the landing point-geo.json files allow the
dataset to describe both the spatial position and the network relationships of every

landing point represented in the submarine cable network.
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Table A.5: JSON schema of the landing-point-geo.json inside landing-point
directory

Field Type Description

type string Always “FeatureCollection”, indicating a GeoJSON
collection.

name string Always “landing _points”.

crs object Indicates the coordinate reference system used to
interpret the GeoJSON coordinates.

features array List of landing point feature objects.

Inside each object of the features array:

type string Always “Feature”, representing a single submarine
cable.

properties  object Landing point properties

geometry object Geometry related to the landing point

Inside the properties object:

id string Unique identifier of the landing point (slug-style).

name string Official name of the landing point.

is_thd boolean/null Indicates whether the landing point is yet to be
defined.

Inside the geometry object:

type string Always “Point”, representing the geolocation of the
landing point.

coordinates array landing point geolocation pair ([number, number])
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